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ABSTRACT

Smart information systems are based on sensors that generate a huge amount of data. This data can be
stored in cloud for further processing and efficient utilization. Anomalous data might be present within
the sensor data due to various reasons (e.g., malicious activities by intruders, low quality sensors, and
node deployment in harsh environments). Anomaly detection is crucial in some applications such
as healthcare monitoring systems, forest fire information systems, and other internet of things (IoT)
systems. This paper proposes a Gaussian distribution-based supervised machine learning scheme
of anomaly detection (GDA) for healthcare monitoring sensor cloud, which is an integration of
various body sensors of different patients and cloud. This work is implemented in Python. Use of
Gaussian statistical model in the proposed scheme improves precision, throughput, and efficiency.
GDA provides 98% efficiency with 3% and 4% improvements as compared to the other supervised
learning-based anomaly detection schemes (e.g., support vector machine [SVM] and self-organizing
map [SOM], respectively).
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1. INTRODUCTION

These days, various smart systems have been developed to facilitate monitoring and management
of physical and human environments in many ways. Such smart systems are also known as Internet
of Things (IoT) systems. Sensor based IoT systems have various applications such as healthcare
monitoring, battlefield monitoring, street monitoring, disaster management, military applications,
forest fire detection, unmanned vehicles and manufacturing industries (Bessis 2011; Lounis et al.
2016). Such IoT applications generate a huge amount of data that is usually stored at cloud to increase
usefulness of the resources (Thilakanathan et al. 2014). Sensor networks are integrated with cloud
to improve the effectiveness of the applications. This integration is termed as sensor cloud which is
beneficial for both sensor networks and cloud. Various sensor networks store their sensed data at the
cloud. These physical sensors are mapped with virtual sensors at cloud. Sensor cloud administrator
integrates the sensed data from various sensors into the unified standard with help of virtualization
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at cloud. Thus, cloud can provide sensor as a service with help of virtualization to the multiple
users according to their choice and demand. Any genuine end user can access the data of one or all
authorized sensor networks just in one click with help of this integration (Dwivedi et al. 2019). Figure
1 presents a healthcare monitoring system where each human body behaves as a sensor network.
Here, data from various wearable body sensors of many patients have been stored at cloud through
base station such as mobile phone. Different types of authorized users viz., doctors, nurses, medical
students and researchers can access the health records of the patients using their credentials. Doctors
can provide medical support to the patients anytime and from anywhere with this system. They can
help the patients instantly if the emergency case is observed. Data owners may also earn money for
providing their data at cloud in some cases. Cloud can provide sensor as a service to the authorized
students and researchers by providing them various types of data. Thus, legitimate end users can get
data of one or more patients easily and quickly. Doctors, nurses, students, researchers and patients
may belong to either same or different hospitals in this healthcare system. In this way, everyone is
benefitted with this sensor cloud integration.

Figure 1. Healthcare monitoring sensor cloud
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There are several research issues and challenges in sensor networks viz., node failure, network
lifetime, load balancing, routing, data aggregation, localization, power efficiency, QoS, security,
outliers and anomaly detection etc. (Ahmed et al. 2016; Petrakis et al. 2018). By resolving these
issues the performance of this network can be increased. This paper focuses on the issue of anomaly
detection in sensor cloud of healthcare system. There are many medical cases in which continuous
monitoring of health conditions is required which allow doctors to know the health status of the patients
regularly or when required. IoT based smart healthcare system is very helpful in such situations which
minimizes the healthcare treatment cost and allows the mobility of patients too. In such systems,
various body sensors are applied at the patients for the purpose of continuous monitoring of their
health status. These body sensors are wearable devices worn by patients that can collect various body
data such as blood pressure, body temperature and heart beat rate. Data collected by these sensors
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are sent to gateways via wireless communication medium and from gateways finally transferred to
the cloud for storage and processing. Medical data of the patients collected by various body sensors
are very crucial. Any alteration or loss in the medical data of the patients may result in negative
health conditions or sometimes lead to very serious situations. Hence, it must be accurate. Some false
alarms might be generated due to various reasons such as malicious activities performed by intruders
or malfunctioning sensors. Such anomalies must be detected so that information received by the
user could be correct and accurate. This situation can be handled by performing data analysis using
machine learning techniques on the sensed data where outliers or anomalies can be easily detected
and removed. Research shows that use of supervised machine learning techniques like Bayesian Belief
Network (BBN), K Nearest Neighbors (KNN), Self Organizing Map (SOM) and Support Vector
Machine (SVM) offer efficient solution for anomaly detection (Xu et al. 2012; Xu et al. 2013; Yenke
et al. 2017). However, this efficiency can be further improved. Therefore, a new model of anomaly
detection needs to be developed which should reduce the computational complexities and improve
the efficiency. In this direction, this paper proposes a Gaussian distribution based supervised machine
learning technique for anomaly detection in smart healthcare system and named as GDA. Proposed
approach gives 98% efficiency that is an improvement of 3% and 4% as compared to SVM and SOM
based schemes respectively. The major contributions of the paper are as follows:

e Design of a Gaussian distribution based supervised machine learning scheme for anomaly
detection
e  Analytical validation to justify the implementation results

The rest of the paper is organized as follows. A brief survey of the related work is described in
section 2. The proposed scheme is discussed in section 3. Section 4 presents performance evaluation
of the proposed work. It also compares the proposed scheme with other existing schemes. Finally,
section 5 concludes the work with some future directions.

2. RELATED WORK

Anomalies can occur due to some malicious actions performed by the intruders, malfunctioning
sensors or abnormal behaviour of the senor nodes (Ghorbel et al. 2015; Gil et al. 2016; Dwivedi et al.
2018). In healthcare systems, a malfunctioning body sensor may generate false alarms by producing
out of range data while actual data of the patient is of normal range. There may be several other
instances like this. Deviation of the data from the actual family of data can be seen in two forms viz.,
outliers (anomalies) and missing data. Outliers are the data generated by some nodes which deviates
so much from the data generated by neighbor nodes (Bosman et al. 2017). There is also a possibility
that the data at the node is unable to be detected by the other nodes. This data is termed as missing
data. Figure 2 describes the anomalous data. Focus of this paper is on outlier or anomaly detection.

Machine Learning is an emerging area of this generation. It helps the machine to learn from the
environment (Ensari et al. 2019). The machine itself enhances the performance in future because
the experience of the machine is enhanced (Alsheikh et al. 2014; Ayadi et al. 2017; Aleksandrova et
al. 2019). Supervised learning is a part of machine learning in which there is a labelled trained data
set and known output. There are some input points and exact output for those points. We also have
an idea about the relationship of input with output (Forster et al. 2011; Fawzy et al. 2013). These
learning techniques can be used for anomaly detection in sensor data. This section presents taxonomy
of machine learning algorithms used for anomaly detection along with a comparative analysis of the
related schemes on basis of their properties and complexity.
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Figure 2. Anomalous data
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2.1 Taxonomy of Machine Learning Algorithms for Anomaly Detection

Figure 3 presents the taxonomy of machine learning algorithms used for anomaly detection. These
algorithms can be categorised as BBN, KNN, SOM and SVM which are discussed below with a
brief literature survey.

Figure 3. Taxonomy of machine learning algorithms used for anomaly detection
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2.1.1 Bayesian Belief Network (BBN)

BBN is a directed graph. The nodes of graph represent variables (discrete or continuous) and the arcs
represent causal relationships between the variables. There are mainly three steps in the process of
anomaly detection using BBN viz., construct the BBN, learn the BBN and infer from BBN.

Kirk et al. (2014) considered the BBNs in order to design an algorithm for outlier detection. Most
of the neighbour sensors have close readings. This method presents conditional dependencies within
all the sensor readings. Bayesian Belief Network uses the conditional relationships using probabilistic
approach among the values coming from nodes to detect any outliers present in the collected data.
This method can also be used for the treatment of missing data at the sensor nodes.

Janakiram et al. (2006) uses “Naive Bayes” assumption for training the spatial data or the series
time data. It models the spatial data using some neighbors only. The “Naive Bayes” assumption states
that the naive based values are independent. It uses the sensor nodes of homogeneous type.

2.1.2 K Nearest Neighbors (KNN)

Outlier detection is the most essential part in any application where data are processed. The robustness,
accuracy and the correctness of the deployed model enhances very steadily by preprocessing the data
and fixing the outliers or the missing values. In this method, the data are exchanged with mean of K
nearest nodes residing in the network.

Branch et al. (2006, 2013) have used an anomaly detection method which is based on the KNN
algorithm. The KNN based model requires large space to store the information gathered from the nodes
placed in the environment. The scheme does not predict missing data and has moderate complexity.

Sheng et al. (2007) developed a technique in order to discover outliers which considered a
threshold value and distance between their k nearest neighbors. If it exceeds that threshold or the
topmost distance to the nearest neighbors, it comes into outlier range. Every sensor node contains a
histogram type summary and the sink node plays an important role by collecting and querying those
summaries which are needed to determine the outliers correctly.

2.1.3 Self Organizing Map (SOM)

There are two types of attacks viz., internal and external attacks. The internal attacks originate within
the network which means that source of the attack is from a particular network. External attacks
are the attacks which arrive from the different sources. These attacks can be detected using SOM
algorithm. It is not suitable in the large networks.

Avram et al. (2007) focused on detection of the attacks in networks using SOM. Weights of various
sensors of the network are computed by statistical analysis of input data features. Determining input
weights of sensor nodes is the major drawback of this proposed scheme. This scheme has moderate
complexity.

Puttini et al. (2016) came up with an anomaly detection mechanism which takes into account
a behavioral model. It uses multiple profiles for outlier detection. This method does not predict any
missing data and has moderate complexity.

2.1.4 Support Vector Machine (SVM)

The main issues in outlier detection are type of attributes, size of data, dimensionality and high
detection rate (Rath et al. 2019; Sharma et al. 2019). SVM is a method having low memory usage, less
communication overheads and small computational complexity (Snoussi 2015; Shahid et al. 2012).
SVM is used in various applications such as fault diagnosis, intrusion detection, medical imaging
and predicting the protein structure etc.

Kaplantzis et al. (2014) had introduced binary (two-class) SVM classifiers which incorporates
the theory of structural risk minimization and kernel-based methods. By separating the two different
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Table 1. Comparative analysis of machine learning algorithms used for anomaly detection

Machine Learning Author Objective Approach Predicting Complexity of the
Algorithm used missing data algorithm
BBN (Bayesian|Kirk et|{Outlier| Conditional | Yes Moderate

Belief Network)|al., 2014 | Detection | probability

Janakiram |Outlier | Naive Bayes | No Moderate
et al., 2006 | detection | Assumption

KNN (K Nearest Neighbors) | Branch et al., | Distributed | Nearest nodes | Yes Moderate, uses
2006, 2013 [outlier|using area large memory
detection

Sheng et|[Outlier|Histogram | Yes High computations,
al., 2007 | detectionand | data, length high complexity
missing data | between nodes
SOM (Self OrganizingMap) | Avram et|Attack|Statistical | No Moderate
al., 2007 [detection|analysis
Puttini et| Anomaly | Probability | No Moderate
al., 2016 |detection|b a s e d
SVM (Support|Kaplantzis [ Outlier | Two class SVM | No It depends on
Vector Machine) | et al., 2014 | detection implementation
Zhang et | Distributed | Ellipsoidal SVM | No Moderate
al., 2016 | online outlier complexity

detection

classes of data in the feature space, binary SVM matches the highest margin hyper plane. This scheme
does not predict the missing data.

Zhang et al. (2016) used relation among the sensor data and have proposed a distributed online
outlier detection technique. His technique works on an Ellipsoidal SVM. It takes into account the
spatial-temporal correlation for anomaly detection and updates the SVM model of sensor data for
future outlier detection.

2.2 Comparison of Machine Learning Based Anomaly Detection Schemes

Existing machine learning based algorithms of anomaly detection can be compared on the basis of
their objective, approach, behaviour and complexity. We have done this comparison and shown the
summary in Table 1 which depicts that SOM and SVM based approaches are the latest approaches of
anomaly detection. These schemes give outperforming results with moderate complexities. However,
their efficiency can be further improved. This gives us motivation to design a new algorithm of
anomaly detection using supervised machine learning with Gaussian distribution based scheme for
outperforming results. We have used classification approach in our scheme.

3. PROPOSED WORK

The malfunctioning sensor nodes may send anomalous data. This anomalous data should not be
used in the computation or in crucial decision making. They must be detected and fixed. This paper
proposes a Gaussian distribution based machine learning scheme for anomaly detection (GDA). In
this scheme, supervised machine learning is used for classification of the data. Here, previously
labeled trained data is provided to the machine and the machine learns on basis of that data. After
that, probability of the newly arrived data is computed. If that data is having probability less than
the threshold probability, then it will be anomalous data. Otherwise the data will be non-anomalous.
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Figure 4. Working of Gaussian distribution based approach for anomaly detection
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Thus, it can be decided whether the newly coming data from a sensor node is anomalous or non-
anomalous. Figure 4 presents working of the proposed Gaussian distribution based machine learning
scheme for anomaly detection.

This scheme consists of the following three main algorithms. Algorithm 1 shows the procedure
of anomaly detection. Input data is divided into training data and test data. First of all, system is
trained with training data and then this learning of the system is applied on the test data to get the
decisions on the data. Algorithm 2 presents data preprocessing method. Data preprocessing is necessary
before starting the anomaly detection process. In the procedure of preprocessing, data is cleaned by
removing noise, reducing dimensions, handling redundancies, filling missing values, normalizing data
and selecting features. Then, this preprocessed data is passed to the system for predictive analysis.
Algorithm 3 describes the proposed Gaussian distribution based anomaly detection scheme. In this
scheme, labeled trained set of data is provided for classification of the elements into two classes
anomalous and non-anomalous. The probability of the test data is calculated with help of Gaussian
distribution. We compute variance (¢2) and mean () of the features of test data set. Then we calculate
the probability of the test case. If the probability is lesser than the threshold probability then data will
be anomalous, otherwise it will be non-anomalous. Computation of the threshold probability should
consider all input features of the healthcare data. It can be decided on basis of normal range values
of the particular feature as well as out of range but possible values of that feature. On basis of the
periodic data received by the sensors, machine can verify correctness of the sensed data.

Algorithm 1. Procedure of anomaly detection

Input: Healthcare Dataset

Output: Identified Anomaly

Begin

Step 1l: Take input data

Step 2: Start preprocessing and select the features
Step 3: Train the training data using GDA
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Step 4: Take test data and apply this learning for getting
decision
End

Algorithm 2. Data preprocessing

Input: Dataset

Output: Preprocessed Data

Begin

Step 1: Take input data

Step 2: Start preprocessing
i. Remove noise

ii. Reduce dimensions

iii. Handle redundancies

iv. Fill missing values

v. Normalize data

vi. Feature selection
Step 3: Pass this data for prediction computation
End

Algorithm 3. Gaussian distribution based learning scheme for anomaly detection

Input: Dataset
Output: Identified Anomaly
Begin
Step 1: Choose the features that are most likely to be helpful for
detecting the anomalies.
Step 2: Find the means (Byr Hyeeeeenn. B,.) of the features in the
test data set.
Step 3: Find the wvariance (o
features in the test data set.
Step 4: Compute the Threshold probability
Step 5: Find the probability of the test data D(d,d,....,d)
P(D)=p (d, ; p,; o ) *p (d, ; pn,; o ) *
............ *po(d, ;7 w7 o)
Step 6: If (P(D) < Threshold probability)
It is Anomalous Data.
Else
It is Non Anomalous Data.

2
4

El

End

4. PERFORMANCE EVALUATION

Proposed algorithm is implemented in Python on x86_64 architecture based Intel core i7 processor
with Windows 10 platform. The proposed anomaly detection algorithm is compared with the schemes
of SOM and SVM on two different datasets. We have taken three features in datasetl and eight
features in dataset2.
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Table 2. Parameters and their values

Parameter Value
Number of datasets used 2
Number of input data points in dataset1 500-2500
Number of input data points in dataset2 1000-5000
Features taken in dataset] 3 (BP, Suger, Body Temperature)
Features taken in dataset2 8 (Age, BP, Suger, Urea, RBC, WBC, SpO2, Haemoglobin)
Approach used Classification

4.1 Experimental Setup

The anomaly detection algorithms are tested on various input data points of two different datasets.
Classification approach is used for anomaly detection. Parameters used during implementation of
these algorithms are shown in Table 2.

4.2 Performance Metrics

We are using following three metrics for performance analysis of the anomaly detection schemes.
Here, N is total number of input data points, n is number of top potential anomalies identified by the
detection method and A is true or actual anomalies.

(i) Precision (P)

Precision is an evaluation measurement which is defined as the proportion of the true anomalies to
the top potential anomalies detected by the system. It is calculated using A and n as shown in eq. (1):

P=(A/n) * 100 (1)

(i1) Throughput (T)
Throughput measures the amount of actual data points which should be passed through any
system. It is calculated using N and n as shown in eq. (2):

T =(N-n) 2

(iii) Efficiency (E)

Efficiency is a metric which tells how efficient the system is. It reflects the performance and
complexity of the system. If the efficiency of any system is good then its performance will also be
good and complexity will be less. Efficiency is calculated with help of T and N as shown in eq. (3):

E = (T/N)*100 3)

4.3 Results and Analysis

Proposed and existing algorithms are executed on two datasets: dataset] with 500 to 2500 data points
and dataset2 with 1000 to 5000 data points. These datasets have different number of input data points,
features and anomalies. Therefore, we get different results which are discussed and analyzed in this
section. These algorithms are compared on basis of various performance metrics viz., precision,
throughput and efficiency which depicts that proposed Gaussian distribution approach (GDA)
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Figure 5. Number of detected anomalies over input data of dataset1
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outperforms the approaches of self organizing map (SOM) and support vector machine (SVM). Now,
we are going to discuss various results which are obtained on varying the input data points.

4.3.1 Detected Anomalies Over Various Input Data Points

When we varry the input data points, we get variation in detected anomolous data points. Actually,
when we increase size of the data set, we identify more number of outliers. Figure 5 and figure 6 show
the results on dataset1 and dataset2 respectively. Now, it must be ensured that the detected anomalies
and actual anomalies or similar or not. Gaussian distribution fits many natural phenomena and it
gives the best model approximation. Therefore, Gaussian distribution based approach detects almost
genuine data points as anomalies while SOM and SVM reports few more data points as anomalous data
which in turns affects its precision, throughput and efficiency. Actual anomalies present in the input
datasets and the identified anomalies by these detection schemes can be seen in table 3 and table 4.

4.3.2 Precision Over Various Input Data Points

When input data points are increased, we get increased precision values. Figure 7 and 8 are showing
the comparison of precision values of GDA, SVM and SOM on dataset] and dataset2 respectively.
Here, it is observed that GDA provides the best precision among these anomaly detection approaches.
In the input data set, some points tends to be anomlous points but are not true anomalies. SOM and
SVM identifies some of them as anomalies. In this way, SOM and SVM detects few more points as
anomalies which are not true or actual anomalies. GDA identifies almost all genuine anomalous data
points. Therefore, GDA shows higher precision than SOM and SVM approaches.

4.3.3 Throughput Over Various Input Data Points

Throughput refers to the actual data points that should be passed through the system. Throughput
increases as we increase the number of data points in all the schemes for both datasets. Throughputs
of Gaussian distribution, self organizing map and support vector machine based approaches are
compared in figure 9 and figure 10 for dataset] and dataset2 respectively. It is found that throughput
of Gaussian distribution based method is higher than that of SOM and SVM based approaches. Higher
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Figure 6. Number of detected anomalies over input data of dataset2
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throughput of Gaussian distribution based approach over SOM and SVM schemes is due to its higher
precision value for anomaly detection.

4.3.4 Efficiency Over Various Input Data Points

Performance of any system is decided by its efficiency. Efficiency of the existing and proposed
schemes is tested on both datasets. It is found that efficiency of the proposed and existing algorithms
increases with the increase in number of input data points for both datasets. Figure 11 and figure 12
compare the efficiency of proposed Gaussian distribution based method with the existing SOM and

Figure 7. Precision over input data of dataset1
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Figure 8. Precision over input data of dataset2
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SVM based schemes on dataset] and dataset2 respectively. It depicts how efficient these approaches
are. Gaussian distribution based method is found more efficient because it detects almost genuine
outliers or anomalous data with a high precision rate.

4.4 Execution Time

Till now, we have compared our methodology with the existing schemes on basis of some performance
metrics. However, it is interesting to observe the execution time of these approaches. Figure 13 and
figure 14 present the execution time of these anomaly detection schemes for dataset] and dataset2

Figure 9. Throughput over input data of dataset1
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Figure 10. Throughput over input data of dataset2
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respectively. We can see that GDA has the smallest execution time than the other existing schemes.
Thus, GDA outperforms SOM and SVM approaches for identifying the anomalies.

4.5 Result Validation

The code is tested on various input data points of two different datasets having different features. For
500 input data points of datasetl, the various metrics of proposed (GDA) and existing approaches
(SOM and SVM) are computed mathematically as follows:

(i) SOM Approach

Figure 11. Efficiency over input data of dataset1
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Figure 12. Efficiency over input data of dataset2
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Figure 13. Execution time over input data of dataset1

e GDA

140 | === svm

s SOM

120 -
o 100 A
(%)
E
| = 80 - g
=
S
P
-
& 60
w

40 —

20 -

o
500 1000 1500 2000 2500

Input Data Points (N)

For 500 data points (N=500) of datasetl, SOM identifies 38 anomalous data values (n =38)

while actual anomalies are 8 (A=8). Now, we calculate Precision (P), Throughput (T) and Efficiency
(E) as below:

P= (A/n) * 100

=21.05%
T= (N-n)
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Figure 14. Execution time over input data of dataset2
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(i1) SVM Approach

For 500 input data values (N=500) of datasetl, SVM identifies 30 anomalous data values (n=30)
while true anomalies are 8 (A=8). Now, we calculate Precision (P), Throughput (T) and Efficiency
(E) as follows:

P = (A/n) * 100
=26.66%

T = (N-n)
=470

E = (T/N)*100
=94.00%

(ii1) GDA Approach
Proposed approach GDA detects 10 anomalies (n=10) while actual anomalies are 8 (A=8) for 500

input values (N=500) of datasetl. Now, we calculate Precision (P), Throughput (T) and Efficiency
(E) as below:

P = (A/n) * 100
= 80.00%

T = (N-n)
=490

E = (T/N)*100
= 98.00%
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Table 3. Comparison of proposed scheme with existing schemes on dataset1

Total True Total detected anomalies Precision (P in %) Throughput (T) Efficiency (E in %)

input anomalies (n)

p‘f;‘;’:s @ soM | svM [Gpa| som | svm | Gpa | som [svm| Gpa | som | svm | Gpa

™)

500 8 38 30 10 21.05 26.66 80.00 | 462 470 | 490 92.40 | 94.00 |98.00
1000 17 70 52 18 24.28 32.69 94.44 | 930 948 | 982 93.00 |94.80 |98.20
1500 24 87 73 25 27.58 32.87 96.00 1413 1427 | 1475 9420 |95.13 |98.33
2000 32 110 90 33 29.09 35.55 96.96 1890 1910 | 1967 94.50 |95.50 |[98.35
2500 40 135 97 41 29.62 41.23 97.56 | 2365 2403 | 2459 94.60 |96.12 | 98.36

Here, we can see that these mathematical results are same as the experimental results. Similarly,
these metrics (P, T and E) can be computed for other input data points of all the datasets and the
experimental results can be validated with these mathematical results.

4.6 Discussion

We have observed different results because of variation in the number of input data points, anomolous
points and input features. Table 3 presents comparison of the proposed Gaussian distribution
based approach (GDA) with the existing schemes of SOM and SVM on dataset]. Similarly, Table
4 describes this comparison on dataset2. We can see in these tables that precision in the anomaly
detection, throughput of the system and efficiency of the scheme are significantly improved in the
proposed method as compared to the existing schemes. Detected anomalies by Gaussian distribution
based method are very near to the true or actual anomalies. But, in case of SVM and SOM, detected
anomalies and true anomalies are not very close. In this way, precision of GDA becomes much better
than that of SVM and SOM which also causes better throughput and efficiency in GDA. It can be
noted that average efficiency for both datasets of the proposed scheme GDA is 98% whereas it is
95% and 94% in case of existing schemes SVM and SOM respectively. Thus, average improvement
in efficiency of GDA is 3% and 4% as compared to SVM and SOM respectively.

4.7 Salient Features of Proposed Scheme

Proposed approach detects anomalies with lesser computational complexities than the existing
approaches of SOM and SVM. Various characteristics of the proposed scheme are discussed as follows:

1. Integrity: Proposed method ensures integrity of the system. Proposed approach does not create
any loss or modification in the sensed data during training or testing procedure.

Table 4. Comparison of proposed scheme with existing schemes on dataset2

Total True Total detected anomalies Precision (P in %) Throughput (T) Efficiency (E in %)

input anomalies (n)

p‘:}?::s @ SOM | SVM |[GDA| SOM | SvM | GDA | soM |[svM| GDA | som | svM | Gpa

™)

1000 22 70 60 30 31.42 36.66 73.33 | 930 940 | 970 93.00 |94.00 |97.00
2000 41 115 110 50 35.65 37.27 82.00 | 1885 1890 | 1950 94.25 | 94.50 |97.50
3000 59 163 150 60 36.19 39.33 98.33 | 2837 2850 | 2940 94.56 |95.00 | 98.00
4000 69 190 175 70 36.31 39.42 98.57 | 3810 3825 | 3930 95.25 |95.62 |98.25
5000 86 235 215 87 36.59 40.00 98.85 | 4765 4785 | 4913 95.30 |95.70 | 98.26
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2. Scalability: Proposed model confirms scalability as per the requirements. It is convenient with
the change in size of the datasets. It means that proposed work performs well even if size of the
dataset is changed.

3. Precision: Proposed scheme gives almost accurate results. It detects outliers which are very
close to the true or actual outliers while SOM and SVM based schemes reports few more false
outliers.

4. Efficiency: Efficiency describes the performance of any scheme. If any system is efficient then
its performance will be good. Efficiency of the proposed approach is 98% which is better than
SOM and SVM based schemes.

5. CONCLUSION AND FUTURE DIRECTIONS

Sensors are used for data collection from various types of environments and this data can be kept
over cloud to facilitate end users in many ways. Healthcare monitoring sensor cloud is an integration
of various body sensors of different patients with cloud. There is always a possibility of anomalies
in data due to some malicious activities or malfunctioning sensor nodes. Sometimes, the nodes may
behave abnormally and they might send wrong data. The collected data are very crucial and used for
various types of analysis and decision making. So, this data must be precise and accurate. Proposed
anomaly detection scheme (GDA) uses supervised machine learning approach in which Gaussian
statistical model is used for detection of anomalous behavior of sensor nodes. Some labeled training
data are provided for the computation of threshold probability that is used further for computing the
behavior of newly coming data from sensor nodes. The work is compared with the other schemes of
supervised machine learning viz., self organizing map (SOM) and support vector machine (SVM) on
performance metrics namely precision, throughput and efficiency by varying the input data points.
These schemes are tested on two different datasets. We observed that true (actual) and detected
(identified by scheme) anomalies are very close in the proposed scheme GDA as compared to the
existing schemes SVM and SOM. Thus, significant improvement in precision of GDA has been
observed than that of SVM and SOM, resulting in better throughput and efficiency of the proposed
algorithm. Analytical validation has also been carried out to justify the experimental results. It can be
observed that average efficiency of the proposed technique is 98% which shows an improvement of 3%
and 4% in average efficiency as compared to the existing techniques of SVM and SOM respectively.
In future, other supervised, unsupervised and semi supervised machine learning algorithms can
be applied on different datasets to find out the best approach for anomaly detection. These techniques
could be tested on datasets of the various applications of wireless sensor networks and Internet of
Things (IoT) such as underwater monitoring system, underground applications, agricultural IoT,
smart farming system, smart healthcare information system, forest fire detection system and military
applications. This paper has focused on identifying the outliers or anomalies. Missing data handling
may be part of the future research. We can also work on some highly complex healthcare data in
future. We have used Gaussian distribution based approach in this paper. In future, the work can be
extended for the data with non-normal distribution. Here, we have used classification approach of
machine learning. In future, clustering approach might be tried for detecting the anomalies.
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