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1 Introduction

Cloud computing is an emerging computing paradigm that comprises six distinct phases. These
phases represent the transition from early mainframes to cloud computing, as recognized and
depicted in Figure 1. During Phase 1, users connected to mainframes shared by several users
via their dumb terminals. In Phase 2, these dumb terminals were replaced with powerful PCs,
eliminating the need to share mainframes. Phase 3 established the basis for computer networks to
connect many computers, allowing users to share resources across local networks. Phase 4 employs
the Internet to build a global network that connects several local networks. Phase 5 introduced the
notion of grid computing, which allows users to transparently share computer power and resources.
Cloud computing is the era of Phase 6. There are many similarities between cloud computing and
grid computing, such as scalability, adaptability, security, agility, and serviceability, but the size of
cloud computing necessitates a distinct application architecture. This new approach is essential if
businesses are to embrace cloud computing as a new paradigm for computing. The Internet is used
to deliver on-demand, virtualized, and scalable resources known as cloud computing. In a cloud
environment, all resources can be considered as services including Infrastructure as a Service
(IasS), Platform as a Service (PaaS), Software as a Service (SaaS), Data as a Service (DaaS),
Communication as a Service (CaaS), Database as a Service (DBaaS), Security as a Service
(SECaaS), and so on. The major research contributions of this review are listed below:

< Highlight the cloud-oriented storage management goals and challenges.

< Mind mapping of Cloud-Oriented Data Storage (CODS) elements: data model, data consis-
tency, data replication, data scalability, data integration, data virtualization, data transaction.

< Providing a mind mapping diagram for data model in five aspects: access level, data source,
content-based, data staging and abstraction level.

< Explanation of data consistency mapping brunches like consistency level, consistency model,
consistency type, consistency measures, consistency protocols and consistency maintenance.

< Elaboration on data replication, integration, scalability and virtualization with the help of
individual mind mapping diagrams.

< Mind mapping of data transaction type, isolation, correctness and dependency and analyzing
the performance issues based on resulted mind mapping.

< Highlights the features and capability of existing cloud-oriented data storage systems and
comparison between them all.

The rest of the article is organized as follows. Section 2 highlights the cloud-oriented data storage
goals, challenges and elements mind mapping. Sections 3-8 describes the mind mapping of data
model, data consistency, data replication, data scalability, data integration, data virtualization, data
transaction respectively. Section 9 highlights the open research Issues and future research directions.
Finally, this review is ended with some concluding remarks.

2 Systematic Review Technique

This study used the PRISMA guidelines and AMSTAR checklists [86] in order to access the method-
ological quality of the systematic review technique. Five different phases, including identification,
screening, eligibility, inclusion, and qualitative synthesis have been selected in order to complete this
study. Identification is the first phase of this systematic review technique. Initially, 837 research
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Fig. 1. Evolution of computing paradigms towards cloud computing.

articles have been shortlisted from different sources, including journal databases, magazines, book
chapters, web reports, and so on. Around 87% titles have been accessed from well-known digital
libraries, as listed below. The rest of the additional records have been identified from other sources,
including books, web-based blogs, search engines, expert advice, and so on.

— Springer (https://link.springer.com/)

— ACM (https://dl.acm.org/journals)

— IEEE eXplore (https://ieeexplore.ieee.org/)

— Taylor and Francis Online (https://www.tandfonline.com/)

— Google Scholar (https://scholar.google.com/)

— ResearchGate (https://www.researchgate.net/)

— Elsevier (https://www.sciencedirect.com/)

In the screening phase, all the duplicate articles have been filtered from the title database.
Furthermore, an overall screening process has been conducted based on research titles and some
of the most frequent keywords, including “cloud computing,” “ultra-large data,” “big data,” and
“cloud storage databases.” In this phase, 578 research titles have been selected for the next phase.
In the screening phase, around 25% of the articles have been eliminated based on duplicates and
article tiles. Eligibility is the very crucial phase in which overall shortlisting is done on the basis
of the abstract, conclusion, and objective of each article. Here, 254 titles were found eligible for
further investigation. In the fourth phase, 126 titles have been included on the basis of full-text
assessment. The “Synthesis Analysis” is the last phase of this survey technique, and finally 54
titles are synthesized and qualitatively analyzed based on the common challenges and references.
All these titles have been critically reviewed and studied for this study. Moreover, about 57%
of papers are taken in the years between 2018 and 2022, and 15% of papers are from the current
year.

Table 1 presents a comparative qualitative analysis of existing survey studies on cloud-oriented
storage systems, focusing on seven core architectural and operational aspects: data model, data
consistency, data replication, data scalability, data integration, data virtualization, and data trans-
action support. Each survey is evaluated from two complementary perspectives: Mind Map-
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Table 1. Related Surveys on Cloud-Oriented Storage System
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ping View (MMYV), which reflects conceptual and architectural coverage, and Research Con-
clusion (RC), which indicates the extent to which conclusions and insights are analytically
synthesized.

Several surveys emphasize foundational storage paradigms such as relational, NoSQL, and object-
based models. Early works, such as surveys in Refs. [50] and [73], partially discuss data models
with limited architectural depth. In contrast, Refs. [66, 68], and [40] provide more comprehensive
treatment, particularly highlighting schema-less and multi-model storage approaches. However,
the discussion in many surveys remains fragmented, lacking an integrated perspective across
heterogeneous cloud storage environments. Consistency models (e.g., strong, eventual, and causal
consistency) are unevenly addressed across prior surveys. Studies like [15] and [66] offer relatively
strong conceptual explanations but provide limited conclusions regarding real-world tradeoffs.
Surveys such as [88] and [35] only partially cover consistency mechanisms, often focusing on
specific platforms rather than generalized cloud storage architectures. Replication strategies for
fault tolerance and availability are discussed more consistently across the literature. Surveys in Refs.
[73, 89], and [68] provide strong analytical conclusions on replication techniques, while works
such as [50] and [35] mainly introduce replication at a conceptual level. Nevertheless, cross-layer
replication challenges (storage, network, and application layers) are insufficiently synthesized
in most surveys. Scalability is a central theme in cloud storage research, yet its coverage varies
significantly. Surveys such as [66, 68], and [40] provide strong MMV and RC coverage by addressing
horizontal scaling, elastic storage, and performance bottlenecks. Conversely, earlier surveys like [50]
and [73] treat scalability only superficially, without rigorous performance or architectural analysis.
Data integration across distributed, heterogeneous, and multi-cloud environments is one of the
least explored aspects. Most surveys, including [35, 50, 73], and [38], either ignore this dimension
or cover it marginally. Only a few studies, such as [66] and [68], partially address integration
challenges, primarily from a middleware or interoperability standpoint. Virtualization techniques
enabling abstraction, location transparency, and resource pooling are inconsistently discussed.
Surveys like [65, 66], and [68] demonstrate stronger coverage, particularly in relation to virtual
storage pools and software-defined storage. However, many surveys, including [50] and [42],
provide minimal or no analytical conclusions on virtualization impacts. Transactional support
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(e.g., ACID, BASE, and hybrid models) receives the least attention overall. While Refs. [15] and [66]
partially explore transactional mechanisms in distributed storage systems, most surveys such
as [35, 50], and [38] do not adequately address transaction management, especially in large-scale,
geo-distributed cloud settings.

As indicated in the final row, this survey provides full coverage across all seven aspects in
both MMV and RC dimensions. Unlike prior works, it offers a holistic and integrated analysis
that connects architectural foundations with operational challenges and research conclusions.
This comprehensive scope addresses critical gaps identified in earlier surveys, particularly in data
integration, virtualization, and transaction management, thereby advancing the state of knowledge
in cloud-oriented storage systems.

3 Background

Cloud computing has emerged as a pervasive platform which provides Internet computing services.
Cloud-Oriented Storage as a Service (COSaaS), a cloud storage service model is one of the
significant emerging field in which user can get access storage space in the form of Virtual
Machines (VMs). Efficient management of ultra-large storage is a challenging task that aims to
optimize available resources and enhance the performance of COSaaS. A cloud-based ultra-large
storage system refers to the huge and scalable infrastructure that cloud service providers offer
to meet the growing demands of businesses and individuals for data storage. These systems are
designed to store and manage massive amounts of data efficiently, securely, and cost-effectively. In
the big data era, enterprises and organizations are moving toward cloud environments for scalable
and effective storage solutions due to the increase in demand for ultra-large data storage solutions.
Cloud storage is the best approach for businesses handling enormous datasets since it provides an
adaptable, affordable, and scalable method of managing enormous volumes of data. Comparative
analysis of various cloud-oriented storage system’s features, mediums and their capabilities have
also been highlighted in this section. At the end, this section concludes with research issues and
cloud-oriented storage taxonomy.

3.1 Ultra-Large Cloud-Oriented Storage Systems

Cloud storage is a cloud computing model in which data is stored on remote servers accessed
from the Internet. It is maintained, operated and managed by a cloud storage service provider on
a storage servers that are built on virtualization techniques. The salient features of all 21 well-
known cloud-oriented storage systems are shown in Table 9 (Appendix A). This table provides
a comprehensive comparison of various cloud-oriented storage systems, focusing on their key
characteristics and capabilities. The table is divided into several columns representing seven different
storage capabilities including self-organizing, scalability, high Availability, Replication, Durability,
Consistency, and Storage Types have been critically reviewed. The table illustrates the diversity of
cloud storage systems in terms of their capabilities and intended use cases. The details information
of cloud storage capabilities are listed below:

(i) Self-organizing: This aspect involves the system’s ability to automatically organize and man-
age data without manual intervention. Self-organizing systems can optimize data placement,
distribution, and retrieval. This feature is particularly beneficial in cloud environments where
data volumes can be large and constantly changing. Self-organizing describes the system’s
capacity to arrange its parts in the organizational structure of the task without requiring
outside assistance. System components can be changed by self-organizing systems without
the assistance of humans. The following overlay structures have been used to categorize
self-organizing systems:
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— Fully decentralized: In a fully decentralized overlay, all nodes in the cloud storage system
are equal and have the same responsibilities and capabilities. There is no central authority or
coordination point; instead, each node independently manages its data and communicates
directly with other nodes to store and retrieve data. It is highly resilient to failures, as there
is no single point of failure [7].

— Partially centralized: A partially centralized overlay incorporates elements of both central-
ization and decentralization. In this structure, some nodes act as coordinators or supernodes,
managing specific functions like routing, indexing, or resource allocation, while other nodes
operate more independently. It balances scalability and efficiency by reducing the overhead
of fully decentralized systems while avoiding the single points of failure found in fully
centralized systems [85].

— Mess overlay: In a mesh overlay, each node in the network is connected to several other
nodes, forming a mesh-like structure. Nodes can communicate directly with their neighbors
and indirectly with more distant nodes through multiple hops. This overlay does not rely
on a central authority, and nodes can dynamically discover and maintain connections with
other nodes. It offers high fault tolerance, as multiple paths exist between any two nodes,
ensuring that data can be routed around failures [56].

— Hybrid overlay: It combines features from different overlay types, tailoring the structure
to the specific needs of the system. It offers flexibility, allowing the system to leverage the
strengths of different overlay types while mitigating their weaknesses. For instance, it can
achieve efficient data retrieval and management through centralized components while
maintaining fault tolerance and scalability through decentralized elements [28].

— Tree overlay: In a tree overlay, nodes are organized into a hierarchical tree structure, with
each node having a parent node (except the root) and potentially multiple child nodes.
This structure is often used for multicast or broadcast operations, where data needs to
be distributed from a source node to many receivers. It is efficient for distributing data
in a controlled manner, as each node forwards data to its children, reducing redundant
transmissions [55].

All these overlay structure have their own set of rules to perform different operations [4, 75].

Some well-known self-organizing storage models are summarized in Table 10 (Appendix B).

(ii) Scalability: Scalability is the system’s ability to handle an increasing amount of data and
workload. A scalable storage system can grow or shrink based on demand without compro-
mising performance. This is especially important in cloud environments where data volumes
can fluctuate greatly. By providing scalability, storage solutions can effectively handle the
increasing demands of data storage and processing, ensuring that system performance re-
mains optimal even as the workload grows. Furthermore, a scalable storage system allows for
cost-effective resource allocation, as organizations can easily adjust their storage capacity to
match their current needs without unnecessary expenses.

(iii) High Availability: High availability means that the storage system is reliably and consistently
accessible. It ensures that the data is always available, minimizing downtime and service
interruptions. In addition, high availability also provides fault tolerance, as it allows for
redundancy and data replication across multiple storage devices. This means that even if one
device fails, the data can still be accessed from another device, ensuring continuous operation
and preventing data loss.

(iv) Replication: Replication involves creating and maintaining duplicate copies of data across
multiple locations or servers. This is done to enhance data availability, fault tolerance, and
disaster recovery. In replication, the duplicate copies of data are synchronized in real-time or
at regular intervals to ensure consistency and integrity. This allows for seamless failover and
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load balancing, as requests can be redirected to other servers with replicated data. Additionally,
replication also facilitates efficient data distribution and scalability, enabling organizations to
handle increasing workloads and accommodate growing user demands.

(v) Durability: Durability measures the enduring nature of data over time. A durable storage
system ensures that data is not lost or corrupted, even in the face of hardware failures or other
issues. It can be achieved through techniques such as data backups, redundancy, and error
detection and correction mechanisms. By ensuring the durability of data, organizations can
have confidence in the long-term availability and reliability of their stored information. This
is particularly important for critical systems and applications where data loss or corruption
could have severe consequences.

(vi) Consistency: Consistency refers to the uniformity of data across the storage system. In a
consistent system, all nodes or replicas of data provide the same view to clients, ensuring that
users see the latest and correct information. A consistent system is crucial for applications
where data loss or corruption could have severe consequences.

(vii) Storage Types: This includes the different types of storage solutions offered by each system,
such as object storage, file storage, block storage, and so on. Each type serves specific use
cases and has its own characteristics. Each type serves specific use cases and has its own
characteristics, allowing clients to choose the most suitable storage solution for their needs.
The comparative analysis of various storage mediums and their objectives, advantages, and
disadvantages are highlighted in Table 11 Appendix C.

3.2 Ultra-Large Storage Management Capabilities

The ultra-large storage management in cloud computing refers to the ability to store, manage,
and scale huge amounts of data in distributed systems. Mainly, it focuses on scalability, elasticity,
performance, and cost-efficiency while ensuring data security, integrity, and regulatory compliance.
These systems leverage distributed architectures and advanced data management techniques to
handle massive amounts of data in a flexible and resilient manner. The Cloudera Manager, NoSQL
databases, and workflow management tools are key components in a cloud storage and big data
processing ecosystem. They serve distinct purposes but work together to provide a comprehensive
solution for managing, storing, and processing large volumes of data. Cloudera Manager manages
and monitors the distributed storage ecosystem, including HDFS. It provides a centralized interface
for administrators to configure and maintain HDFS clusters [33] . In a cloud storage and big data
ecosystem, NoSQL databases might be used alongside HDFS to accommodate different data storage
and retrieval requirements [69]. Workflow management tools can integrate with HDFS to schedule
and coordinate data processing tasks and workflows. They can also interact with Cloudera Manager
to monitor the health and performance of Hadoop clusters. Additionally, workflow management
tools may coordinate tasks involving NoSQL databases within the broader data processing pipeline.
There are many challenges faced by large-scale data analysis, including data transfer, integrating
data, managing data, controlling data, standardizing data, and so on [19, 83]. Some new solutions
are readily available to address all kinds of challenges of this nature. Such a solution includes their
large-scale data management capabilities.

3.3 Cloud-Oriented Storage Management and Integration Services

Cloud computing services have gained a place in the enterprise based on their low cost and unlimited
virtual scaled data to meet the user’s needs. The cloud application integration is dependent on
synchronization, data migration, quality, and replication. Most of the cloud integration tools are
based on SaaS$ providers. Some major state-of-the-art cloud data integration tools are summarized
in Table 2. Each tool in the table aligns with a specific service model that dictates its architecture
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Table 2. Cloud-Oriented Storage Integration Tools

Tools Service Service Model Objectives Ref.
Category
CloudFuice SaaS Web engineering model and ~ Task-based execution approach that allows parallel ~ [92]
mashup development execution of of data-flows in the cloud
iProX TaaS Hyper-converged model To enable the computing, storage requirements using

unified and fully-virtualized resources pool. To

achieve high scalability (64]
SnapLogic PaaS HR, CRM Provide both data integration as well as application ~ [76]

multi-point connection strategies. Handle a more

multifarious set of use-cases

WorkDay SaaS Legacy application of HR, To provide pre-built connectors, intuitive user [47]
CRM interface and reporting structure
Adeptia SaaS B2B, SOA, Social Network To provides application and data integration services  [55]

that include connections, data mapping, conversion
and extractions

Scribe PaaS Mobile application model To improve application life span. To increase the [62]
cloud adaption in the market segment.
Nginx PaaS Microservice model Integrate API broker and API getways and provides  [58]

microservice users

and the level of control it offers to users. Tools like Nginx and Scribe are highly specialized, focusing
on microservices and mobile application management, respectively. In contrast, tools like Adeptia
and SnapLogic offer more generalized integration services, supporting a wide array of business
processes. Integration of cloud applications is dependent on synchronization, data migration,
quality, and replication. Most of the cloud integration tools are based on SaaS providers. The overall
framework for ultra-large storage and integration management is illustrated in Figure 2.

3.4 Cloud Storage Management: Goals and Challenges

This section highlights some major goals and challenges for deploying the ultra-large cloud-oriented
storage systems. In general, ultra-large cloud data storage systems face specific goals and challenges
due to their scale and complexity. All these challenges have been identified from well qualified
sources including research articles, books, magazine, and so on.

Goals: Cloud-oriented data storage systems are designed to satisfy the following requirements:

(i) Data availability is the ability to make sure that important data is still available in an
organization’s IT infrastructure even if there is a problem. It emphasizes ensuring that the
stored data is reliably and consistently accessible for retrieval and processing. Achieving
high data availability involves addressing issues such as data replication, distribution, and
fault tolerance.

(i) Elasticity defines the degree to which a system is capable of making provisions for changes
in workload and favoring the resources by de-provisioning, such that the available resources
at all times match the current demand as closely as possible.

(iii) Multi-tenancy is a cloud computing architecture that enables customers to share computing
resources in either the public or private cloud. Each tenant’s data is separated and is invisible
to other tenants.

(iv) Load balancing enables the organisation to manage workload demands or application needs
by distributing resources on different networks or servers.

(v) Fault-tolerance provides the continuity of service after the failure of one system or any
part of a system.

(vi) Flexibility increases the level of customization and change as needed at any time.

(vii) High data confidentiality refers to protecting information from being accessed by unau-
thorised users.
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(viii) Scalability refers to the ability to handle increased loads.

(ix) High availability refers to dynamic resource provisioning as per user needs. It focuses on
minimizing downtime and ensuring that the entire system remains operational and accessible,
not just the data. Achieving high availability involves addressing various components of the
system, including hardware, software, networking, and infrastructure.

(x) High durability confines the long-life survival of the system.

Challenges: Deploying ultra-large cloud-oriented data storage systems are not trivial or straight-
forward task. Some major challenges are listed below:

(i) Data Confidentiality: Cloud storage services typically involve storing data on remote
servers owned and maintained by third-party providers. Some key aspects and measures
to consider for ensuring data confidentiality in a cloud storage system include encryption,
access controls, authentication, audit logging, security audits, data loss prevention and so on.

(if) Data Lock-in: It refers to a situation in which a user or organization becomes heavily
dependent on a particular cloud service provider, making it challenging to migrate data to
another provider or back to an on-premises solution.

(iii) Data Transfer Bottlenecks: Data transfer bottlenecks in cloud storage systems can impact
performance and user experience. Identifying and addressing these bottlenecks is crucial for
optimizing data transfer speed and efficiency.

(iv) Application Parallelism: Parallelism in cloud data storage refers to the ability to perform
multiple operations simultaneously, which can significantly improve performance and scala-
bility. However, there are several challenges associated with achieving effective application
parallelism as shown in Table 13 (Appendix E). This Table outlines the key challenges associ-
ated with achieving application parallelism in cloud storage systems and suggests mitigation
strategies to address these challenges. The table is organized by different parallelism factors,
which are essential for optimizing the performance, reliability, and scalability of cloud storage
systems.

(v) Application Debugging: Debugging an ultra-large distributed storage system can be a
complex and challenging task due to its scale, distributed nature, and potential for various
types of issues. Some well-known strategies and best practices for debugging applications
in such systems are: distributed tracing, profiling, fault injection, static analysis, and so
on. These strategies and best practices help developers identify and isolate issues in dif-
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ferent components of the system, such as network latency, data corruption, or resource
contention [104].

(vi) Strong Consistency: Strong consistency in the context of cloud storage systems is a level of
consistency where every node in the system always sees the data from the same perspective.
In other words, all read operations performed after a write operation will return the most
recent written value. Strong consistency must be achieved for applications where data
integrity and accuracy are critical. In distributed systems, consistency models vary, with
high consistency being the most stringent. It can be difficult to achieve, because distributed
settings have inherent problems, including high availability requirements, node failures, and
network delays [14].

(vii) Interoperability issue: This issue arises in cloud storage systems when there are difficulties
in seamlessly exchanging data and services between different cloud platforms, applications,
or systems. These issues can hinder the flexibility, efficiency, and collaboration potential that
users expect from cloud environments [12].

(viii) Data integrity issues: Ensuring data integrity in ultra-large cloud storage systems is a
critical challenge due to the scale, complexity, and distributed nature of such environments.
Data integrity refers to the accuracy, consistency, and reliability of data stored in the cloud.

Successfully addressing these goals and overcoming these challenges requires a combination of
advanced technologies, architectural design considerations, and continuous optimization efforts in
ultra-large cloud data storage systems.

3.5 Cloud-Oriented Data Storage Elements

This section highlights the overall cloud-oriented data storage elements alongside their mind map
as shown in Figure 3. Mind mapping of the CODS elements including data model, data consistency,
data replication, data scalability, data integration, data virtualization, and data transaction. Each
of these elements is crucial for the effective management of ultra-large data storage systems in a
cloud environment. The strengths of these elements highlight the benefits of using cloud storage
for scalable, reliable, and efficient data management. However, their weaknesses underscore the
complexities and challenges that need to be addressed when designing and implementing a cloud
storage solution. For better readability, comparative and insight analysis of these elements are
explained in Table 12 (Appendix D) and Appendix G, respectively. Mainly, this table highlights
the strengths and weaknesses of each CODS element. All these elements have been systematically
explained in subsequent sections. Cloud computing provides an infinite pool of scalable, reliable,
and flexible computing services, storage spaces, and network resources on a payment basis as per
user needs. In general, these services are categorized under IaaS, where Cloud-Oriented Storage
as a Service (COSaaS) is one of its most critical parts. COSaaS provides a diverse range of data
storage on a global scale.

4 Data Model

The data model in a cloud storage system plays a very critical role in determining how data is
structured, stored, accessed, and managed across distributed environments. In cloud storage, the
data model needs to support various use-cases, from simple file storage to complex multi-tenant
applications. The main key aspects of the data model include its ability to handle unstructured,
semi-structured, and structured data efficiently, as well as its support for operations like querying,
indexing, and data consistency. A well-designed data model in cloud storage should also accom-
modate scalability, ensuring that as the volume of data grows, the performance and reliability
of the system are maintained. This discussion would examine the tradeoffs involved in choosing
between different data models, such as key-value stores, object stores, and relational databases,
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each offering unique benefits and challenges in terms of performance, scalability, and flexibility. A
data model shows how information is logically arranged, kept in storage, accessed, and changed
there. The significance of data modeling, which is sometimes disregarded as a component of cloud
computing, should increase as cloud computing obtains traction in the context of data warehousing
and business intelligence. This section describes the various components of the data model and
their comprehensive mind maps, which are displayed in Figure 4.

4.1 Access Level

In general, cloud databases do not employ the relational model because they are associated with
several operational models. Currently, five major access levels are available in cloud storage systems,
comprising key-value, column-based, document [93], and Graph-based [38, 71]. The various use-
cases and some major examples of each access level are highlighted in Table 3. It provides a
comprehensive overview of various data access levels, their associated use-cases, and examples of
databases that support these access levels. This table categorizes databases into five main access
levels: column-oriented, key-value, document-oriented, and graph-based. Each level has tailored to
different data management requirements. The table highlights how different database architectures
are optimized for specific use-cases, reflecting the importance of selecting the right database model
based on application requirements.

4.1.1 Key-Value. Key-value databases work by managing and storing associative arrays. These
arrays are based on dictionaries and hash tables, which consist of various key-value pairs. Here,
the key serves as a unique identifier in order to fetch the associated data. These data may be simple
objects, complex objects, or JSON structures. Key-value databases store data in the repository
without any structure or relationship. It treats any data as an opaque blob. It is also dependent on
the application and how it is structured. The key in a key-value pair should be unique enough to
allow retrieval of the associated data. Kay may be either an integer key (iKey) or a string key
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Table 3. Use-Cases of Different Data Access Levels

Access Level Use-cases Database Examples
Column-oriented Data-ware housing, Transaction Processing, Apache Kudu, HBase, MariaDB, MonetDB,
Business Intelligence Analysis, Self Indexing, GreenplumDB, ClickHouse, CrateDB, etc.
Data Compression, etc.
Key-value Message queuing, caching, session management  Redis, Dynamo, Aerospike, Berkeley DB, Cassandra,
etc. ArangoDB, Voldemort, Keyspace, Hibari, Venti,
Oracle NoSQL Database, etc.
Document-oriented Content Management, Real Time data analytic, ArangoDB, CouchDB, Cloudant, DocumentDB,
Resource Management, Business Analytics, etc. MarkLogic, MongoDB, Cosmos DB, Qizx, Sedna,
SimpleDB, Solr, Elasticsearch, BaseX, etc.
Graph-based Recommendation engine for E-Business, Neo4]J, ArangoDB, Amazon Neptune, DGraph,
Symbolic AL Context-Aware Services, Fraud MarkLogic, OrientDB, RedisGraph, TigerGraph,
Detection, Semantic Search, etc. TerminusDB, etc.

(sKey). The hashing approach can sometimes be used to generate iKey. The pair is a combination
of key and value, while the bucket contains all such pairs. The value can be saved as images, text,
markup text (such as HTML or XML code), programme codes, numbers, files, audio, videos, and
so on. Some key-value databases are also allowed to store lists, sets, and arrays of associated
values.

4.1.2  Column-Oriented. The column-oriented database stores data in columns instead of rows. It
accesses more precisely data access rather than discarding or scanning data in rows. Data has been
inserted into the table and internally it assigns a unique identifier, which is known as row_id. This
row_id is totally independent from user-assigned unique ids such as customer_id, employee_id,
and so on. It serializes all the column values together and similarly for all the next columns. It could
be about the efficiency of storage device access on a given workload. It is more suitable for highly
complex queries over large datasets.

4.1.3 Document-Oriented. Document-oriented is a widely used cloud database for storing,
retrieving, and managing information. It is also known as a semi-structured database. Additionally, it
makes use of the XML attributes and is a sub-type of a key-value database. The internal organization
of the document is used by the document-oriented system to extract metadata. Generally, document-
oriented databases are used for content management, real-time data analytics, resource management,
business analytics, and so on.

4.1.4 Graph-Based. Graph-based databases are closer to document-based databases. It stores
data in documents and does not follow that data as a predefined schema. It adds another layer to
a document-based database by emphasizing the relationship over individual documents. Major
use-cases include fraud detection, recommendation systems, context-aware services, and so on.
Some important components of a graph-based database are pointed out below:

(i) Node: It represents the individual entity. It is based on relational model.
(ii) Edge: Establish the relationship among nodes. Mainly, edge can be either un-directed or
directed.
(iii) Property: It specifies the actual information related to particular node.

4.2 Data Source

In an ultra-large cloud storage system, data models are designed to handle diverse data types and
sources efficiently. These data models help organize, structure, and manage data within the storage
infrastructure. The data sources for these models can vary widely, reflecting the diverse nature of
data in such systems. The different sources of data and their detail information are tabulated in
Table 14 (Appendix F).

ACM Comput. Surv., Vol. 00, No. JA, Article 00. Publication date: July 2026.



High Availability Ultra-Large Cloud-Oriented Storage Systems: A Review 00:13

Data Sources

Storage System

Fig. 5. Data staging.

4.3 Content-Based

Structured, semistructured, and unstructured content refer to different types of data organization
and representation, each with its own characteristics and implications. These terms are commonly
used in the context of databases, information retrieval, and data management to describe the
organization and representation of data. Structured content refers to data that is organized in a
highly organized and predefined manner. It is characterized by a fixed schema or data model where
information is organized into well-defined fields. There is a predefined structure with specific
data types for each field, and data is often organized in tables with rows and columns. Traditional
relational databases like MySQL, PostgreSQL, and Oracle store are examples of structured data.
In contrast, unstructured data refers to information that does not have a predefined structure or
format. It can include text documents, images, videos, social media posts, and more.

4.4 Data Staging

Data staging is a type of landing space where data can be copied before being sent to a storage
system. It acts as an interface between external sources of data and the storage system, as mentioned
in Figure 5. All such operations like insert, delete, and update have been done quickly. While copying
the data, some changes will be made to the structure of the data. Cleansing, normalization, and
transformation operations have been applied in the second copying step—data staging to the storage
system. As soon as the data is copied, all the data in the data staging space is deleted immediately.
Data staging is temporary storage space that is usually small compared with external data sources
and storage systems.

4.5 Abstraction Level

In general, database systems are more complex and use different types of data structures. Due to
the large number of complexities, many irrelevant details associated with the database are hidden
so that the users do not have to face problems. Therefore, three different abstraction levels have
been classified in the whole system: file level, block level, and DBMS level. The file is the lowest
abstraction level that contains the actual storage system. It is also known as the “physical view
of the storage system. A “block” is an intermediate-level abstraction that specifies what data can
be stored in the storage system. At this level, all the properties of a particular object have been
defined with their types, relationships, and so on. Block level abstraction specifies the logical view
of the system.

4.6 Summary

The effectiveness of a cloud storage system largely hinges on the choice and implementation of its
data model. A robust data model can significantly enhance the system’s ability to scale, manage
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data efficiently, and provide quick access to users across distributed environments. Conversely, a
poorly designed data model can lead to inefficiencies, such as bottlenecks in data access, difficulties
in scaling, and increased complexity in managing data consistency and availability. Therefore,
the conclusion underscores the importance of selecting a data model that aligns with the specific
requirements of the application, the anticipated data growth, and the need for high availability and
durability.

5 Data Consistency

Over the last decade, rapidly expanding Internet-based services such as blogging, social networking,
search, and e-commerce have dramatically altered how individuals communicate, access resources,
exchange information, and conduct transactions. Traditional RDBMS, on the other hand, are facing
new challenges as the demand for scalability and new application requirements increases. Not Only
SQL (NoSQL) is a new class of low-cost, high-performance database systems that have emerged
to threaten relational databases’ supremacy [15]. Data consistency in cloud storage systems is a
fundamental aspect that influences how reliably and accurately data is stored and retrieved across
distributed nodes. In cloud environments, maintaining consistency becomes challenging due to
factors like network latency, system failures, and the distributed nature of data storage. Various
consistency models, such as strong consistency, eventual consistency, and causal consistency,
offer different tradeoffs between performance, availability, and reliability. This section explores
the aspects of data consistency model over application design, user experience, and the overall
efficiency of the cloud storage system. The mind mapping of data consistency (as shown in Figure
6) are discussed in detail, including its levels, models, types, measures, protocols, and maintenance.
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Table 4. Consistency Levels vs. Availability, Latency and Throughput

Consistency Level Availability Latency Throughput
Strong Low High Low
Session Medium Medium Medium
Bounded staleness Medium Medium Medium
Weak High Low High

5.1 Consistency Level

The data consistency level identifies how many replicas in a cluster must be accepted before
accepting read or write operations. In general, consistency levels affect the availability, latency,
and throughput of the database. The main aim of the cloud storage system is to provide high
availability and scalability, which can sometimes come at the expense of strong consistency. Here,
the choice of data consistency levels is crucial and is often influenced by factors such as system
scale, distribution, and performance requirements.In general cloud database use four consistency
levels including, strong, session, bounded staleness, and weak. The impact of different consistency
levels are described in Table 4.

5.1.1 Strong Consistency. Strong consistency provides a linearity guarantee, which means that
service requests are performed concurrently. It is also known as “immediate consistency. Here, data
can be viewed immediately after an update so that data will be consistent for all users.

5.1.2  Session Consistency. Session consistency is the most widely used consistency level for both
single and globally distributed applications. It provides the consistency guarantees that suit the
needs of applications written to operate in the context of a user. Within a single client session, reads
are guaranteed to honor the consistent-prefix, monotonic reads, monotonic writes, read-your-writes,
and write-follows-reads guarantees.

5.1.3 Bounded Staleness Consistency. In bounded staleness consistency, the reads are guaranteed
to honor the consistent-prefix guarantee. Generally, “bounded staleness” can be configured in two
types: (i) Number of version and (ii) Time interval. It offers total global order outside of the staleness
window.

5.1.4 Weak Consistency. Weak consistency is also known as eventual consistency. There is no
ordering guarantee for reads and further in the absence of any writes, the replicas eventually
converge.lt is the weakest form of consistency level because a client can read the values that are
older than the ones it had read before. Sometime it may be ideal if the application does not require
any ordering guarantees.

Table 4 illustrates the tradeoffs between consistency, availability, latency, and throughput, em-
phasizing that achieving higher consistency often comes at the cost of lower availability and higher
latency. Conversely, weaker consistency models can improve availability and throughput, but at the
expense of consistency. Strong Consistency offers the most rigorous data consistency guarantees,
but at the cost of low availability and high latency. The system ensures that all users see the same
data simultaneously, which requires substantial coordination across the system, leading to reduced
throughput. Session consistency provides a balance where data consistency is maintained within a
single session, leading to medium availability, latency, and throughput. Bounded Staleness offers
medium levels of availability, latency, and throughput. It allows data to be slightly out of date (or
“stale”) within a defined period, striking a balance between consistency and system performance.
Weak consistency emphasizes availability and low latency, resulting in high throughput.
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5.2 Consistency Model

A consistency model is a contract between a globally distributed data storage and computation
in which the computation agrees to follow certain rules to store promises to work perfectly. In
general, a consistency model basically refers to the degree of consistency that should be maintained
for the shared memory data [16]. The consistency model can be classified under four categories: (i)
Relaxation model, (ii) Transaction model, (iii) Data-centric model and (iv) Client-centric model.

5.2.1 Relaxation. Relaxation is one of the less strict consistency model in which sequential
consistency requirements are relaxed. In another way, relaxing the program order or writing the
need for atomicity to improve the performance of the system. In case of relaxing program order,
following operational ordering pairs can be relaxed: write-after-write, read-after-write and read/
write-after-read. A process can view its own writes before any other processes under the relaxed
write atomicity paradigm.

5.2.2 Transaction. The transaction model combines the ideas of cache coherency and memory
consistency. Typically, a transaction is often a set of activities performed by a process to convert
data from a stable state to a stable state. A transaction commits or aborts when there is no dispute.
All changes are accessible to all other processes after a transaction is finished, whereas aborts
erase all changes. A relaxed consistency method is more difficult to utilise than a transactional
consistency model. It also outperforms a sequential consistency method in terms of performance.

5.2.3 Client-Centric. The client-centric is one of the cost effective model which specifies the
concurrent operations rather than sequential. Some examples of client-centric consistency models
are—(i) Monotonic-Read (MR), (i) Monotonic-write (MW), (iii) Read-your-writes (RYW),
and (iv) Writes-follows-reads (WFR). The first model, monotonic-read, ensures that a client who
has read version n will always read version n after that. This is useful because, while data visibility
may not be immediate in an application, versions are at least visible in chronological sequence.
Monotonic-write consistency ensures that two updates from the same client are serialized in a
specific order in which they are received by the storage system. The read-your-write ensures that a
client who has written version n will be able to read a version that is at least as new as n in the
future. It prevents scenarios where a user or programme sends the same request several times
because it believes the initial attempt failed. The last model, write-follows-read ensures that after a
read of version n, an update will only run on replicas that are at least version n.

5.2.4 Data-Centric. Access to the storage system’s real replicas is required for all data-centric
metrics. A test application adds to the system’s burden. The results are then obtained by mining
replica logs, which should contain the following information for each request: start and end
timestamps at each replica, a unique request id, and the kind of request (read, write). It is therefore
feasible to determine t-Visibility, k-Staleness, the number of ordering violations, and the related
consistency model using this information. The relationships between client-centric and data-centric
can be specified in the following points:

(@) Single requests may occasionally be guaranteed, but only by chance.
(P) For a high number of requests, a guarantee may be fulfilled.

(y) The guarantees from single client are fulfilled.

(0) A guarantee is extended for all clients at same moment.

Each of these data consistency models offers a unique tradeoff between consistency, performance,
and complexity. The choice of model depends on the specific requirements of the application, such
as the need for strong consistency, the importance of low latency, or the ability to scale across
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Table 5. Relationship between Client-Centric and Data-Centric Consistency Model

Client-centric Weak Casual Sequential LIN
Monotonic-read a B Y 19
Monotonic-write a B Y é
Read-your-writes a B 14 6
Writes-follows-reads a B ) é

distributed systems. Understanding these tradeoffs is key to designing systems that meet the desired
levels of reliability, efficiency, and user experience.

Table 5 shows the relationship between client-centric and data-centric consistency models. The
table compares four client-centric operations—monotonic-read, monotonic-write, read-your-writes,
and writes-follow-reads—across four data-centric consistency models: weak, causal, sequential, and
linearizability (LIN). For weak consistency, the guarantees are minimal. Under causal consistency,
the operations are generally fulfilled when many requests are made, indicating a higher likelihood
of consistency. Sequential consistency provides stronger guarantees ensuring consistency for single
clients. Finally, the strongest model, LIN, offers the highest level of consistency, ensuring that all
clients experience the same data consistency at the same moment.

Table 6 highlights the analytical comparison of data consistency models along side recommended
deployment scenarios and insights. From an analytical perspective, no single consistency model
is universally optimal; rather, the choice depends on workload characteristics, failure tolerance,
geographic distribution, and application semantics. Strong transactional consistency remains essen-
tial for correctness-critical domains, but its scalability limitations make it unsuitable for modern
geo-distributed cloud systems. In contrast, relaxed and client-centric models dominate large-scale
web, IoT, and edge deployments where latency and availability are prioritized. Emerging data-
centric and hybrid approaches represent a shift toward adaptive consistency, enabling systems to
dynamically balance correctness and performance based on data importance and access patterns.
This trend aligns with contemporary cloud-native and microservices-based architectures, where
heterogeneous consistency requirements coexist within the same system. Recent systems increas-
ingly adopt hybrid and adaptive consistency strategies, combining transactional guarantees for
critical data with relaxed or client-centric consistency for performance-sensitive operations.

5.3 Consistency Type

Consistency in cloud data storage refers to how data consistency is maintained across distributed
systems and multiple copies of data stored in the cloud. The consistency type in ultra-large cloud
storage system is closely related to the concept of cache consistency in distributed systems, but it
also encompasses broader considerations specific to cloud environments [82] There are six types of
data consistency which are listed below [3, 11, 60]:

Sequential: It is low strict consistency model developed by Lamport. Writes to variables by
different processors have to be viewed in the same order by all processors, but not be seen in a
write to a variable. All actions must seem to execute instantly or atomically with regard to every
other processor in order to maintain the sequence of execution amongst processors.

Cache: It refers to the synchronization of data stored in different caches that might be part of
a distributed computing environment. Ensuring consistency in a distributed system is essential
to avoid conflicts and discrepancies in data. There are several cache consistency models, each
with its own approach to managing the coherence of cached data. There are some common cache
consistency types: (i) Write-Through, (ii) Write-Behind, (iii) Write-Once, (iv) Write-Invalidating,
(v) Read-Your-Write. Choosing the appropriate cache consistency type depends on the specific
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Table 6. Analytical Comparison of Data Consistency Models with Deployment Scenarios

Consistency model Key strengths Limitations Deployment scenarios Analytical insight

Relaxation model High throughput, Temporary Cloud object storage, social Best suited for read-heavy,
low coordination inconsistencies and platforms, IoT data ingestion latency-sensitive workloads
overhead and high non-deterministic state where freshness is less critical.
scalability convergence

Transactional model

Data-centric

Client-centric

Guarantees strict
correctness and data
integrity

Enables fine-grained
consistency control
based on data
criticality

Improves perceived
consistency, low read
latency and reduces
user-visible

High coordination cost,
limited scalability, risk
of deadlocks under
contention

Increased design and
operational complexity

Limited global
guarantees and
cross-client
coordination challenges

Financial systems, banking
transactions, inventory
management, mission-critical
enterprise systems
Microservices architectures,
multi-tenant Saa$S, hybrid cloud
platforms

Mobile apps, collaborative systems,

edge and user-centric services

Suitable for correctness-critical
workloads but poorly aligned
with geo-distributed or
high-latency environments.
Reflects modern system design
by selectively enforcing strong
consistency only where
required, improving overall
efficiency.

Effective in geo-distributed user
environments; commonly
layered over eventual
consistency at the backend.

anomalies

requirements and characteristics of the distributed system and the tradeoffs between consistency,
availability, and partition tolerance.

Release: It relaxes the weak consistency model by separating the entry synchronization operation
from the exit synchronization operation. When a synchronisation operation is observable under
weak ordering, all activities in all processors must be visible before the synchronisation operation
is completed and the processor continues.

Entry: The release consistency model is a subset of the release consistency model. It also necessi-
tates the use of acquire and release instructions to clearly express a vital section’s entry or exit. Every
shared variable, on the other hand, is given its own synchronisation variable under entry consistency.
It enables the functioning of several crucial sections of various shared variables at the same time.

Local: Local consistency refers to a scenario where consistency is maintained within a local
context or a subset of the system, often ignoring the global state. This can occur in distributed
systems where local operations are consistent but may temporarily diverge from the global state.
For example-In a distributed database, transactions within a single node may be consistent locally,
even if the global consistency across all nodes is not immediately achieved.

Pipe-lined RAM: One of the earliest consistency models named pipe-lined RAM (PRAM),
which was introduced by Lipton and Sandberg in 1988. All processes in PRAM consistency observe
the operations of a single process in the same order as they were issued by that process, but
operations issued by separate processes might be viewed in various orders. The consistency of
PRAM is less reliable than that of the CPU. PRAM eliminates the requirement for all of its processors
to maintain coherence to a single place.

5.4 Consistency Measure

In general, there are two prospective of consistency measurement:client and provider. The client’s
perspective focuses on the assurances of consistency that a client will be able to see. Client-centric
consistency is the name given to this perspective. The provider perspective is also known as data-
centric consistency because it relies on internal synchronizing mechanisms and communication
between replicas. It totally depends on the perspective to measure different aspects.

5.4.1 k-Staleness. According to consistency models based on the idea of staleness, reads might
return old, stale written data. They provide more assurances than eventually consistent semantics,
but they are still insufficient to allow more efficient implementations than linearizability. It deter-
mines how many versions a certain read fell behind on. It is also dependent on the current system
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Table 7. Consistency Measure and Its Requirements

Measure Objective Ordering Staleness Continuous Prospective

k-Staleness To use the client-observable and data-centric ~ x J J Both client and data-
version lag for distribution function. centric

t-Visibility To use the both client and data-centric incon-  x J J Both client and data-
sistency windows for distribution function centric

k-Safe Maximum version log in violation J J X Data-centric

k-Atomicity Maximum version log in violation J J X Data-centric

k-Regular Maximum version log in violation J J X Data-centric

workloads. Reproducibility is on of the main limitation of k-Staleness consistency measure. It can
be reproduced only if there is any possibility to repeatedly regenerate the same workload.

5.4.2 t-Visibility. It reports the distribution function of inconsistency windows and represents
staleness in terms of time. It also calculates the chance of a particular inconsistency window
length for a large number of executions. t-Visibility measures are repeatable because they give a
distribution function of staleness values rather than a single measurement. Storage providers are
interested in t-Visibility because it provides comprehensive information on how long it takes for
replicas to synchronize after an update. Because any distribution function may be used, t-Visibility
is both a continuous and a fine-grained metric because it just measures staleness with no ordering.

5.4.3 Other Measures. It’s typical to believe that operations within the same memory location
are atomic and that they happen in a particular manner. But, this assumption, can be relaxed,
allowing for simultaneous operations within the same memory location. In this regards, Lamport
has defined three classes of consistency measures—k-Safe, k-Atomicity and k-Regular. Where, k
specifies the positive integer. The k-safe option is the most fragile, as it assumes that a read that is
not concurrent with any writing would obtain one of the k most recently written values. Except
that the value acquired by a read that overlaps a write must be one of the register’s possible values,
no assumptions are made about the value gained by a read that overlaps a write.

For more information please refer a research article published by L. Lamport(1985) titled “On
Interprocess Communication” [57]. Basic requirements of these measures are shown in Table 7.

5.5 Consistency Protocol

Consistency protocol provides a systematic way to implement the consistency model. It implements
a consistency model by controlling the sequence of operations in accordance with the consistency
model. The consistency protocol can be categorized under two parts: (i) Primary-based protocols
and (ii) Replicated-write protocols Both are implemented with specific consistency model.

5.5.1 Primary-Based Protocols. The primary-based protocols are easier to put into practice.
Sequential ordering is an example of the primary-based protocol. The local-write and remote-write
both can be considered as primary-based protocols. Each data item has a primary server which is
responsible for coordinating its changes. All read and write operations have been performed on
data items at the same server. In local-write protocols, primary copy moves between processes
willing to perform an update.

5.5.2  Replicated-Write Protocols. In this protocol, write operations are propagated to all repli-
cas, while reads are performed locally. The writes can be propagated using either point-to-point
communication or multicast. In distributed systems, achieving consistency in the face of data
replication involves defining protocols for how writes are handled across multiple replicas. There
are several protocols, and the choice depends on the specific requirements of the system. Some
common replicated write protocols include the Quorum-based and Consensus-Based protocols.
These protocols ensure that updates are properly synchronized across replicas to maintain consis-
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Table 8. Comparison between Primary-Based and Replicated-Write Protocols

Criteria Primary-Based Protocols Replicated-Write Protocols

Consistency Easier to ensure strong consistency via the primary It requires complex consistency mechanisms like
quorum or consensus

Write Handling Centralized-handled by a primary node Decentralized-handled by multiple replicas

Complexity Simpler to implement but requires failover mechanisms  More complex due to distributed coordination

Fault Tolerance Primary failure requires failover Higher fault tolerance, as multiple nodes can accept
writes

Use Cases Traditional relational databases, single-master systems  Distributed systems, NoSQL databases, large-scale

distributed databases

tency in the distributed system. The choice of protocol depends on factors such as fault tolerance
requirements, performance considerations, and the desired level of consistency guarantees.

For better readability, the comparison between both Primary-based and Replicated-based proto-
cols are tabulated in Table 8. The primary-based protocols are simpler to implement and offer strong
consistency but can suffer from bottlenecks or availability issues if the primary fails. Replicated-
write protocols distribute the responsibility for updates across multiple replicas, providing better
fault tolerance and availability. However, they are more complex to manage and require mechanisms
like quorum or consensus to ensure consistency.

5.6 Major Challenges in Data Consistency

The selection of appropriate consistency metrics that meet the requirements outlined in this section
normally takes place. However, there are still a lot of challenges when looking at the consistency
behavior which are mentioned below:

(i) Reproducibility: Under the premise that the storage system performs similarly, the measure-
ment component should produce same values when repeating a system benchmark.

(if) Wide applicability: A measuring strategy should not be restricted to a single system. Instead,
it should be able to cover a wide range of systems in order to ensure that the findings are
comparable.

(iii) Resolution: A method for evaluating and measuring a system should not only utilise a measure
with sufficient resolution, but also be able to use it.

(iv) Microservices Architecture: One logically atomic activity in microservices can commonly
span several microservices. Multiple databases or communications technologies may be used
by even a monolithic system.

5.7 Summary

The choice of data consistency model in a cloud storage system has profound impacts on the
system’s performance, scalability, and user satisfaction. While strong consistency ensures data
accuracy, it can impose limitations on availability and responsiveness, making it less ideal for certain
cloud applications that prioritize speed and uptime. Conversely, eventual consistency provides
greater flexibility and efficiency in distributed environments but requires applications to handle
the possibility of temporary inconsistencies. The conclusion highlights that there is no one-size-
fits-all solution; instead, the optimal consistency model depends on the specific requirements of
the application, such as the need for real-time data accuracy versus the need for high availability
and low latency.

6 Data Replication

Data replication in ultra-large cloud storage systems is a critical strategy for ensuring data availabil-
ity, fault tolerance, and disaster recovery across a distributed infrastructure. By creating multiple
copies of data across different geographical locations or storage nodes, replication enhances the
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system’s resilience against hardware failures, network outages, and data corruption. However,
implementing data replication at scale introduces challenges such as managing the tradeoffs be-
tween consistency, latency, and storage costs. Synchronous replication, which requires all copies
to be updated simultaneously, ensures strong consistency but can lead to increased latency and
reduced system performance, particularly in geographically dispersed environments. Asynchronous
replication, on the other hand, offers better performance and lower latency by allowing updates
to propagate across replicas with a delay, but it may lead to temporary inconsistencies. Data is
replicated to enable high availability, backup, and/or disaster recovery in organizations. The mind
mapping of data replication has been shown in Figure 7.

6.1 Replication Model

6.1.1 Transactional Replication. A snapshot of the published database objects and data is usually
taken before transactional replication begins. Following the initial snapshot, the publisher typically
sends subsequent data updates and schema changes to the subscriber as they happen (near real
time). The data updates are applied to the subscriber in the same sequence and within the same
transaction boundaries as they were applied to the publisher; hence, transactional consistency is
assured within a publication.

6.1.2  Virtual Synchrony. Virtual synchrony is a term used to describe dynamic process groups
with self-managed membership. Applications can join or leave process groups at any time: a
process group is similar to a networked replicated variable. The second requirement has to do
with performance. The virtual synchrony replication concept has been extensively used, with
applications ranging from air traffic control and stock market systems to IBM and Microsoft’s data
centre management platforms [18].

6.1.3 State Machine Replication. State machine replication is a generic approach for creating a
fault-tolerant service by duplicating servers and coordinating client interactions with replicas. In
addition, the method provides a foundation for comprehending and creating replication management
methods [84]. It is made up of state variables that store information about its current state and
instructions that change it. Each command is implemented by a deterministic programme; the
command’s execution is atomic in comparison to other commands, and it alters state variables
and/or generates some output. A state machine’s client requests that a command be executed. The
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request identifies a state machine, specifies the command to be executed, and includes any further
information that the operation may require. Request processing can send data to an actuator (for
example, in a process control system), a disc or a terminal, or clients who are waiting for replies to
previous requests.

6.2 Replication Type

There are several forms of replication used by organizations today, depending on the data replication
technologies used. The following are some of the most prevalent replication types:

Transactional replication: In this approach,the data replication software creates entire initial
copies of data from origin to destination, after which the subscriber database receives updates
anytime data is updated. Because fewer rows are duplicated each time data is updated, this repli-
cation option is more efficient. In server-to-server situations, transactional replication is most
common.

Merge replication: This type of replication is common in server-to-client scenarios and allows
both the publisher and the subscriber to make dynamic data changes. Merge replication adds
to the technique’s complexity by combining data from two or more databases to form a single
database.

Snapshot replication: Data is duplicated exactly as it appears at any given point in time with
Snapshot replication. Snapshot replication, unlike other techniques, is unaffected by data changes.
When data changes are rare, such as when performing initial synchronizations between publishers
and subscribers, this style of replication is employed.

6.3 Replication Component

Today, the amount of data stored, handled, and accessible is unparalleled. Businesses want their IT
departments to maintain data online and make it available indefinitely, placing a lot of strain on the
systems that store and handle it. We need to replace obsolete and inefficient legacy procedures with
new, more agile approaches to suit today’s demands. One approach to meeting these objectives
is data replication. Data replication involves creating and maintaining multiple copies of data
across different storage systems or locations. By implementing data replication, businesses can
enhance data availability, improve disaster recovery capabilities, and reduce the risk of data loss.
Additionally, it allows for faster access to information and enables better scalability to accommodate
the growing volume of data in today’s digital landscape.

6.4 Replication Degree

Data replication entails the continuous duplicating of transactions such that the duplicate is always
up to date and synced with the source. In data replication, however, data is available in several
locations, but a specific relation must reside in only one. The degree of replication can be classified
either full or partial. Full replication, in which the whole database is stored at each location,
is possible. The most severe example involves replicating the whole database across all of the
distributed system’s sites. Because the system can continue to run as long as at least one site is up,
the system’s availability will increase. Partial replication is also possible, in which some frequently
used database fragments are replicated while others are not.

6.5 Replication Attune

The database is synchronized in synchronous replication such that all replications have the same
value. In all of the sites, a transaction seeking a data item will have access to the same value. A
transaction that changes a data item is extended to make the modification in all copies of the data
item to guarantee consistency. In most cases, the two-phase commit technique is employed.
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6.5.1 Synchronization. Synchronization implies that two or more copies of data are being kept
up-to-date, but not necessarily that each copy contains all of the data. Generally, it will be followed
after a certain predetermined period of time and amounts to the re-merging of the changes made
to the different replicas of the database into the master database. It is used in distributed databases
and systems to ensure that changes made on one node are immediately and consistently replicated
on one or more other nodes. It also helps to maintain data consistency and integrity across the
distributed system [72].

6.5.2 Distribution. Distributed replication is the process of replicating data across multiple
nodes or different locations in a distributed system. The main goal is to ensure data availability, fault
tolerance, and load distribution. It is commonly used in various distributed computing environments,
including distributed databases, cloud storage systems, and content delivery networks, to improve
performance and scalability.

6.5.3 Consolidation and Ingestion. Consolidation replication centralizes and consolidates their
data in a single location, making it easier to analyze and derive insights from. By ingesting data
from various sources, businesses can gain a comprehensive view of their operations and make
data-driven decisions. Ingestion replication is the process of moving and replicating data from data
sources to a destination, such as a cloud data lake or cloud data warehouse.

6.6 Replication Granularity

Granularity in data replication refers to the level of detail or size of the data units that are replicated
between different nodes or locations in a large scale distributed storage system. It involves deter-
mining what portions of the data are replicated and how often the replication process occurs. Some
levels of granularity are- Record-Level, Table-Level, Database-Level, File-Level, and Object-level.
The choice of replication granularity depends on various factors, including the nature of the data,
the frequency of updates, the size of the data units, and the performance requirements of the
system. Finer granularity (e.g., record-level replication) can provide more granular control and
real-time consistency but may incur higher overhead, while coarser granularity (e.g., database-level
replication) may simplify the replication process but could lead to unnecessary data transfer in
some scenarios.

6.7 Replication Placement

Data replication placement refers to the strategic decisions made about where to store replicated
copies of data in a distributed system. Replication is often used in distributed systems to improve
fault tolerance, availability, and performance. Deciding where to place these replicated copies is a
crucial aspect of designing a system that meets its goals efficiently. There are various factors that
need to be considered when determining the placement of replicated data. These factors include
network latency, data access patterns, and the overall system architecture.

6.8 Replication Propagation

In general, replication is set up between data nodes using two different data replication strategies:
synchronous and asynchronous. Many copies of the same data are made and distributed across
multiple nodes. The sole motivation behind of replication propagation are listed below:

— Keep data geographically close to the user.

— Improve data availability.

— Improve performance by taking advantage of parallel reads in modeled data.
— Prepare for disaster recovery.
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In Synchronous Replication, the Master node begins the write operation on its replicas after
updating its own copy of the data. When the Replicas get the update, they make the necessary
changes to their copy of the data and then confirm it to the Master. The Master responds to the
client and completes the action after it has received confirmation from all of the Replicas.

6.9 Summary

Data replication is indispensable for the reliability and efficiency of ultra-large cloud storage
systems, as it plays a vital role in maintaining data availability and integrity across distributed
environments. The choice between synchronous and asynchronous replication methods is often
dictated by the specific needs of the application, with some prioritizing strong consistency and
others valuing performance and cost-effectiveness.

7 Data Scalability

Data scalability is a fundamental concern in ultra-large cloud storage systems, where the ability
to efficiently handle increasing amounts of data and users is crucial. Scalability involves not only
adding storage capacity but also ensuring that performance metrics such as latency, throughput, and
data access times remain consistent as the system grows. It is the process of adding or withdrawing
compute, storage, and network services in cloud computing to satisfy the demands a workload
places on resources to maintain availability and performance as usage grows. It encompasses the
capability to expand resources, accommodate additional data storage needs, and deliver consistent
performance even in the face of increasing workloads. The mind mapping of data scalability has
been visualized in Figure 8.

7.1 Approach

In the context of data scalability, a sampling approach involves using a subset of the data to perform
analysis or operations instead of working with the entire dataset. This technique is particularly
useful when dealing with large datasets, as it helps reduce computational and storage requirements
while still providing insights into the overall characteristics of the data. Indexing is a crucial
component of data scalability, as it significantly influences the efficiency of data retrieval operations.
Proper indexing can enhance query performance and enable systems to scale effectively with
growing datasets. By using indexing, the system can quickly locate and retrieve specific data points,
reducing the time and resources required for searching through the entire dataset.

7.2 Type

Data scalability refers to the ability of a system to efficiently handle and manage a growing volume
of data as the demands on the system increase. Different types of data scalability address various
aspects of system design and architecture to ensure that the system can scale effectively. Scalability
can be achieved by two important aspects:

(i) Horizontal scaling—It connects multiple clouds to integrate and creates single logical cloud. A
cloud with a computational affinity might be accessed data from heterogeneous platform. The
relationship between cloud data integrates with compute-data is more crucial.

(ii) Vertical scaling: It improves the cloud storage and computing capacity by magnifying the
existing systems and enhancing the communication bandwidth. It has ability to increase the
current resources by adding a new database, processing power, and so on.
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7.3 Storage Structure

Evaluation: The storage structure in cloud storage systems is a critical factor that influences how
data is stored, managed, and accessed at scale. Evaluating the storage structure involves assessing
how data is organized across different storage layers, including object stores, block storage, and file
systems. The evaluation process also considers how the storage structure supports data redundancy,
fault tolerance, and data access patterns, ensuring that the system can handle both current and
future data needs. Key metrics in this evaluation include storage efficiency, latency, throughput,
and the system’s ability to manage large volumes of data without performance degradation.
Partitioning: It involves dividing a large dataset into smaller, manageable pieces, or “partitions,’
which can be distributed across multiple storage nodes. This approach enables the system to scale
horizontally, as additional partitions can be allocated to new nodes when the system needs to grow.
Partitioning can be implemented using various techniques, such as range-based partitioning, where
data is divided based on key ranges, or hash-based partitioning, where data is distributed according
to the output of a hash function.

7.4 Classification

Data scalability classifications revolve around strategies and approaches to handle increasing data
volumes, user loads, and performance requirements. Cloud storage systems leverage various scalabil-
ity classifications to ensure flexibility, efficiency, and reliability. Some major classification algorithms
are Bayesian classifiers, decision trees, k-nearest neighbor, neural networks, genetic algorithms,
support vector machine, and so on. These algorithms are commonly used in cloud storage systems
to classify and organize data based on its characteristics and patterns. By implementing these
scalability classifications, cloud storage systems can effectively handle large amounts of data while
maintaining optimal performance and meeting user demands. These scalability classifications enable
cloud storage systems to efficiently allocate resources and distribute data across multiple servers.

7.5 Summary

Data scalability is essential for the long-term viability of ultra-large cloud storage systems, as
it directly impacts their ability to support growing datasets and user bases without sacrificing
performance. The conclusion underscores that a scalable storage system must be designed with
flexibility in mind, allowing for seamless expansion while maintaining reliability, availability, and
efficiency. The architecture should be modular, enabling incremental scaling through the addition
of storage nodes or resources without significant reconfiguration. Moreover, the system should
incorporate intelligent data distribution and load balancing mechanisms to ensure that the increased
scale does not lead to bottlenecks or resource imbalances.
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8 Data Integration

This section highlights the various aspects of data integration schemes, approaches and stages. For a
better understanding of data integrity schemes, we made a thematic taxonomy based on the type of
data they deal with, the type of metadata they use, their capabilities, the implementation primitives
they use, and the deployment scenarios they are used in. Due to their low cost and potentially infinite
scalability to satisfy ever-increasing data requirements, cloud computing services have established
a footing in the industry. The mind mapping of the data integration is visualized in Figure 9.

8.1 Data Integration Approach

The two well-known methods for ensuring data integrity are statistical and deterministic
techniques. The statistical techniques employ random selected blocks of data to evaluate the
integrity and provide less than a 100% assurance. Whereas, the deterministic technique requires
access to the entire file in order to assess the integrity and provide a 100% possession guarantee [36].
Deterministic techniques are not appropriate for huge files, such as archives with data sizes in
the GBs or TBs, as it would take too long to verify the integrity of such a file. As a result, the user’s
ability to perform integrity verification may be limited. Therefore, for huge datasets, statistical
techniques are more suitable.

8.2 Data Integration Schemes

Any data corruption or deletion may be discovered quickly with the use of data integrity schemes,
and required steps can then be done to recover the data [102]. To help people better understand
data integrity schemes, we created a thematic taxonomy based on the type of data they deal with,
the type of metadata they use, their capabilities, the implementation primitives they use, and
the deployment scenarios they leverage. Figure 10 visualized the detail taxonomy of various data
integration schemes.

8.2.1 Auditing. Data integrity plans allow for both public and private audits. Public auditing
raises privacy issues related to user anonymity and data leakage. Public auditing strategies that
protect privacy are further broken down into groups. Krzywiecki and Kuty [53], provide broadcast
encryption with open auditability and secure pseudorandom numbers (SPRN) with Lagrangian
interpolation. Public auditing is permitted while keeping anonymity thanks to traceability, which
enables the origin user to track a signature into a block and identify the signer. Another important
features and ability studied by Wang et at. [95] to support a large number of users without com-
promising the efficacy of the verification process. According to Shen and Tzeng’s [87] approach,
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delegation of auditing authority is encouraged; re-delegation is not, however, authorised. An au-
diting user who has been given authorization cannot provide it to another user. Wang [96] has
described about the pros and cons of the proposed method for cloud storage called Proprietary
Secure and Efficient Proxy Provable Data Possession (PPDP).

8.2.2  Encryption. The process of data integration involves gathering information from many
sources and presenting it as a single, cohesive dataset. Over the year’s data, integrity schemes
have utilized both symmetric and asymmetric encryption for security. Authors Ateniese et al. [10]
achieved scalability and efficiency by using symmetric key encryption and cryptographic hash
functions. In 2009, Wang et al. [97] suggested a method for retrievability proof that makes use of
BLS signatures that enable both public verifiability and operations on dynamic data. A cooperative
PDP (CPDP) system from bilinear pairings is presented by Zhu et al. [105] suggested technique
to offer knowledge soundness. It is based on homomorphic verifiable response (HVR) and
hash index hierarchy (HIH). An effective data integrity verification methodology was presented
by Lee and Chang [59] utilising a hybrid approach that uses both symmetric and asymmetric
encryption.

8.2.3 Tendency. A data integrity scheme’s inclination can either be verification solely or verifi-
cation plus data recovery. Both of these tendencies are possible. As per tendency, data integrity
schemes can be divided into two categories: ownership of the data and proof of retrievability [99].
Ownership schemes are based on probabilistic models because they pick random blocks to check
instead of reading the whole file. The initial data are preprocessed to produce some information.
These metadata are kept with the original data and then used to verify the veracity of user data.

8.2.4 Metadata. The majority of data integrity schemes combine the original data with some
extra metadata, which is used throughout the integrity verification process. These metadata might
be “tags” having homomorphic, verifiable qualities that aid in the production of an aggregate value
throughout the verification process [101, 103]. The metadata might be “signatures,” which are used
in place of tags, such as algebraic signatures to advance methods like Reed-Solomon codes. Finally,
network codes that also permit data recovery might be utilised as metadata in place of tags and
signatures, which could be used to detect minor data [9, 20].

8.2.5 Setup. The setup describes the type of scenario where the data integrity technique will
be implemented. Since data is stored in the cloud, which can be straightforward, “hybrid-cloud,”
or “multi-cloud,” data integrity schemes must meet some extra requirements as a result of the
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setup. Data integration in a cloud storage system involves leveraging cloud services and tools to
seamlessly combine and manage data from various sources. The key objectives of the integration
setup are: cloud-based data extraction, data transformation in the cloud, loading data into cloud
storage, data quality assurance, metadata management, and integration workflow. The authors
(Curtmola et al.) [32] proposed a scheme named “Multiple Replicas Provable Data Possession
(MR-PDP)” which makes new copies of the data on demand if the originals are lost or changed.

8.2.6 Nature of Data. This attribute describes the nature of data, on which the scheme is ap-
plicable. Data can be either of a static or dynamic nature [101]. The nature of data also plays an
important role in scheme evaluation [31, 103]. The scheme proposed by Ateniese et al. [9] is only
suitable for static data, because it requires re-computation of complete file tags when new data is
inserted in between existing data. Similarly, Ateniese et al. [10], provide support for modification,
deletion, and appending operations.

8.3 Summary

Data integration is critical for unlocking the full potential of ultra-large cloud storage systems,
enabling organizations to leverage comprehensive insights and drive better decision-making.
Effective integration strategies ensure that data from various sources is seamlessly merged and made
accessible across the entire cloud infrastructure, supporting everything from routine operations to
advanced analytics.

9 Data Virtualization

Data virtualization is a logical data layer that integrates all business data from different systems,
controls unified data for centralized security and governance, and distributes it to business users in
real-time. It refers to technologies that offer a layer of abstraction between the layers of hardware
and software, as well as between layers of software, allowing for more straightforward interactions
with it. The mind mapping of data virtualization is shown in Figure 11. It exhibits the various
aspects of data virtualization technology, including abstraction, data access, transformation, data
federation, and delivery. The act of expressing important functionalities while keeping the back-
ground information hidden from users and developers is known as abstraction. Abstraction and
virtualization are comparable, however, virtualization does not necessarily conceal the specifics of
the base layer. In the field of computers, the word “abstraction” is employed on many levels. The
location, storage architecture, API, and access language are the sole foundations of an abstraction
of data virtualization. To build an autonomous data platform, we will need tightly integrated clouds,
including those from third parties, but most of all, we will need a Cloud Native Framework made
with the CNCF community in mind [77]. Virtualization is the foundation of cloud computing
because it enables more efficient use of actual computer hardware. It enables a business to obtain a
greater return on the investment it makes in its hardware.

10 Data Transaction

A “transaction” is a set of activities carried out by one or more entities. Each transaction is guaranteed
to be atomic, which means that transactions are never partially applied. Either all or none of the
transaction’s activities are executed. The mind mapping of data transaction has been exhibited in
Figure 12. The data transaction taxonomy highlights the four different aspects of the data transaction
in a cloud environment: type, isolation, correctness, and dependency. The three main kinds of
transaction types are read-write, read-only, and write-only. Each transaction type serves different
purposes and has specific requirements in terms of access and modification of data.
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Web services today typically use scalable storage systems that partition data over several servers
since their data has gone beyond the capacity of a single machine. Transactional isolation is
necessary for the reads in order to read data consistently across several shards. Fekete et al. [43]
propose criteria for avoiding non-serializable transaction execution in order to ensure serializability
when the database system ensures strong SI. They propose statically altering the workload, such
as by generating conflicts between transactions such that they are effectively serialized under the
first-committer-wins rule. Schenkel et al. investigate how 1SR may be assured for transactions
running on a database system that provides strong SL

Transactional dependencies are categorized by type as ordered conflicts that may occur in multi-
version histories. For instance, one type relates to two transactions that produce successive versions
of the same data item, and another type relates to a write that creates an item version that is seen
by an item read that occurs later [43]. Adya et al. [2] introduced the dependence definitions, which
may be used with any multi-version history and can even be applied to different locking isolation
levels. In fact, in this article, the authors have suggested using the dependencies they established in
their ANSI definition of isolation level, which would be impartial toward the particular concurrency
management mechanism. Adya et al. [2] have defined the transaction dependency, which is based
on an ordering of the versions of each data item, i.e., knowing which prior version each version
replaces.
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11  Open Research Issues and Directions

Cloud computing plays an important role in sharing data or moving information from one place to
another. It shares data to the users in efficient way and gives quick response to the users. Despite
this, there are many flaws in cloud computing. All these flaws move towards research itself. In this
section, some major research issues has been addressed related to cloud storage systems in cloud
computing.

11.1 Dynamicity and Scalability Issues

A large number of organizational units that share a shared computing infrastructure implement their
special blend of each task, and their overall demand and patterns of arrival are more dynamic. Such
environment must be characterized by a large number of on-demand requested resources within
short intervals with high variation. There will be a number of scheduling results, including the
dynamic Virtual Network Function (VNF) [80] rapid task scheduling decision, the amendment
of the previous assignment decisions and the long-running jobs include the resident of Dynamic
Resource Request which, with the help of time, predicts the intervention of resources difficult to
predict. Some issues include: SLA violation, poor prediction, resources constraints and workload
heterogeneity and variability.

11.2 Ultra-Large Data Integration Issue

Cloud data integration is more challenging and time consuming process to coordinate different
resources, infrastructures and applications. Before migrating a particular cloud domain to other
environment; it creates a plan for how data integration service will be assessed the right technology
for the cloud storage systems. There are some critical issues related to data integration include:
Moving data tracking [13], data migrating, lack of performance, firewall mediation, maintenance
and up-gradation [63]. With little planning and some good techniques, data integration issues get
resolved quickly, and the cloud storage system becomes so obvious.

11.3 Computation Efficiency

Before outsourcing the data to a cloud storage server, all data integrity techniques preprocess the
information. Similarly, metadata is created from the original data on the cloud storage server. The
cost of carrying out such processing might reduce how well data integrity algorithms compute. For
small datasets, the preprocessing phase’s computational efficiency does not matter, but for large
datasets, it has a significant influence. The frequency with which a user can check the accuracy of
outsourced data is constrained by the processing cost on the server side for the proof creation. The
data integrity scheme’s usage of primitives as metadata affects computation times as well.

11.4 Infrastructure Issue

Massive amounts of data require infrastructure and space for storage, which usually means purchas-
ing state-of-the-art servers that will take up a lot of space in the office or facility. One of the easiest
fixes is to employ cloud hosting and cloud storage, which utilize the infrastructure of another
business to save space and the headache of setting things up themselves.

11.5 High Energy Consumption Issue

Scientific computing, business applications and other application domains are continuous improve-
ment demands in performance which must be taken care during deployment of cloud storage
systems [91]. Reasons of high energy consumption includes equipment’s cooling purpose and
transferring power to whole infrastructure [90]. The energy consumed by the servers contributes
to 70% of the total consumption of a cloud data center. However, such improvement has increased
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the energy consumption limit. According to Amazon energy consumption cost for cloud-oriented
storage server is 47%, cooling infrastructure is 23%, network devices is 21% and remaining 9% of
others. Thus, the objective is to minimize the total power consumption of all the cloud-oriented
storage systems. Energy consumption in storage systems are mainly calculated from server, network
devices and disk storage.

11.6 Complications in Managing Data Consistency and Data Replication

Maintaining data consistency across multiple symmetrical nodes is a much more complicated
task in distributed data replication systems as compared with centralized system. Another major
concern is ensuring consistency while balancing the costs of read and write operations. To address
this problem, several protocols have been proposed. But these protocols resolve the issue at some
level such as network partitions, node failures, tradeoffs between consistency models and complex
topology. Therefore, we need an efficient approach to get around this problem while keeping the
costs of read and write operations even [65].

11.7 Data Loss During Normal Operations

Network communication and other related issues are invariably associated with distributed en-
vironments. Similarly, data replication and management systems in cloud computing are facing
the same challenges. Reliable communication channels must be established in order for data to
be available and to avoid data loss during normal operations. A great deal of research has gone
into developing group communication protocols. Data replication requires a reliable multicast with
total order to ensure orderly replica updates, and the presence of group communication limits the
scalability. Furthermore, the group communication layer complicates network configuration and
tuning [1, 24].

12 Conclusions

Data has been produced in massive quantities over the last few decades via internet-connected
devices and applications. The main reasons for data growth are continuous increases in computa-
tional power and advancements in recent technologies such as Internet of Things. In this study,
we reviewed seven major elements of cloud-based storage systems, including the data model, data
consistency, data replication, data scalability, data integration, data virtualization, and data transac-
tions. In this study, additional mind mapping of each element is shown alongside its components.
We have conducted an in-depth study on each element, including suitable diagrams and examples.
After a regressive study of different aspects of the data modeling, we found lots of major issues
that have been analyzed by some well-qualified sources. All of these issues must be addressed in
order to conduct further research. Mainly, we observed that data consistency, data integration,
and data virtualization have several issues that are tabulated in the corresponding sections. The
existing consistency algorithms and protocols are not sufficient for ultra-large storage databases.
For the same reason, some efficient and optimized approaches should be implemented. Research
must concentrate on these issues and develop efficient techniques.
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C Ultra-Large Storage Management Capabilities

Today, there are many organizations that offer cloud storage services. Most of the providers have
used common platforms and approaches. A cloud-oriented database provides the mechanism to
store and access large volumes of data in a distributed environment. The features of a cloud-oriented
storage system include self-organizing, durability, consistency, storage type, and developer. There
are various storage media that are integrated with Network Attached Storage (NAS) [21, 44] in
cloud computing environment. The Table 11 provides a comparison of various storage mediums
based on their objectives, advantages, and disadvantages. Cloud-oriented storage is designed to
provide storage as a service with on-demand access. Its main advantage is flexibility, making it
ideal for small companies without sufficient storage infrastructure. However, it has issues related to
trust and security. Object-based storage stores data in the form of variables and objects. It is easily
scalable and secure since the physical location is hard to track. The downside is the complexity in
tracking indices. Optical storage is used for storing data in different angles, offering high speed and
cost-effectiveness. However, reproducing data on different optical disks can be complex. Solid-state
storage is intended for use in various peripheral devices and can store up to 2TBs. It allows for
frequent and fast access with minimal start-up time, but it is more expensive for large-scale storage.
Local disk storage can store data up to 10TBs and has a high-speed start-up, but it suffers from
high latency in reading data. Flash Storage Drive stores data in flash memory with sizes ranging
from 8GB to 2TBs. It is faster compared with optical storage, but it has a limited number of write
and erase cycles and lacks write protection.

Table 11. Comparison of Different Storage Mediums

Storage medium Objectives Advantages Disadvantages Ref.
Cloud-oriented storage ~ To provide as a service More flexible storage system; Lack of trust and security [98]
model and on-demand useful for small company that
access don’t have sufficient storage in-
frastructure
Object-based storage To store data in the form  Easy to access and scale the data; Tracking indices are more [70]
of variables and objects highly secure because physical complex
location cannot track easily
Optical storage To store data in different High speed and cost effective More complex ability to re- [46]
angles produce in different optical
disk
Solid-state storage To store data in various Frequent access; fast movement; More expensive for large- [81]
peripheral devices; to store  start-up time is very less scale storage
upto 2TBs data
Local disk storage To store data upto 10 TBs  high speed start-up; storage cost High latency time for read- [51]
per bit ing data
Flash Storage Drive It stores data in flash It is faster as compare to optical ~Limited number of write and  [27]

memory with integrated
USB interface. Size of this
storage device from 8GBs
to 2TBs

storage

erase cycles; no facility to
write protection
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D Table 12. Strengths and Weakness of CODS Elements
Mainly, this table highlights the strengths and weaknesses of each CODS element.

Table 12. Strengths and Weakness of CODS Elements

Element

Strengths

Weakness

Data Model

Data Consistency

Data Replication

Data Scalability

Data Integration

Data Virtualization

Data Transaction

A well-designed data model facilitates effi-
cient data retrieval and storage. It supports
complex queries and analytics by organiz-
ing data logically. Flexibility in adapting to
various types of data, such as structured,
semi-structured, and unstructured.

It helps to prevent conflicts and ensures
that operations such as read and write are
reliable. Essential for maintaining data in-
tegrity in distributed environments. Sup-
ports compliance with regulatory require-
ments that demand data accuracy.

It provides load balancing by allowing ac-
cess to data from multiple locations. Sup-
ports high availability systems by ensuring
that data is always accessible, even in the
event of a failure.

It supports the growth of applications by
enabling seamless expansion of storage ca-
pacity. Allows for the dynamic allocation
of resources based on demand, improving
cost efficiency. Enables businesses to scale
their operations without significant infras-
tructure changes.

Facilitates comprehensive analysis by
bringing together data from multiple
sources. Supports business intelligence and
decision-making processes by providing a
holistic view of data. Enables interoperabil-
ity between different systems and applica-
tions.

Simplifies access to data by allowing users
to interact with it without knowing where
it is physically stored. Reduces the need
for data replication, thus lowering storage
costs. Speeds up data retrieval by providing
real-time access to integrated data.
Ensures the integrity of operations, espe-
cially in multi-user environments.Provides
a mechanism to roll back changes in the
event of an error, maintaining data reliabil-
ity. Critical for financial and other sensitive
applications where accuracy is paramount.

Poorly designed data models can lead to in-
efficiencies and increased latency. Rigid data
models may struggle with evolving data re-
quirements, necessitating costly migrations
or re-engineering.

High levels of consistency can impact system
performance, particularly in geographically
dispersed systems. Achieving consistency in
real-time can be challenging and may lead
to tradeoffs in availability or latency.

Increases storage costs due to the need to
store multiple copies of data. May introduce
latency due to the time required for data
synchronization.

Scaling large volumes of data can introduce
challenges in managing performance and la-
tency. It requires complex architectures and
advanced management tools, leading to in-
creased operational complexity.

Can be complex and time-consuming to im-
plement, especially with heterogeneous data
sources. Integrating real-time data from var-
ious sources can be challenging and may
require sophisticated middleware.

Can introduce performance overhead due to
the abstraction layer. May not be suitable for
all types of data or applications, particularly
those requiring high-performance access.

Transaction management can introduce per-
formance bottlenecks, especially in high-
volume systems. Managing distributed trans-
actions across different systems can be com-
plex and error-prone.
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E Table 13. Application Parallelism Challenges and Mitigation in Cloud Storage System

Table 13. Application Parallelism Challenges and Mitigation in Cloud Storage System

Parallelism Factor

Challenges

Mitigation

Data Distribution
and Partitioning

Consistency and
Coherency

Network Latency
and Bandwidth

Fault Tolerance

Scalability

Distributing data across multiple
storage nodes in a balanced way can
be challenging. Uneven data
distribution may lead to hotspots,
where certain nodes are overloaded,
causing performance bottlenecks.
Maintaining consistency and
coherency in a parallel environment
can be complex, especially when
multiple nodes are accessing and
modifying data concurrently.

In a distributed environment,
communication between storage nodes
introduces network latency and
consumes bandwidth, affecting the
overall performance.

Cloud storage systems must be
resilient to hardware failures, software
errors, or network issues.

Ensuring that the storage system can
scale horizontally to accommodate
growing amounts of data and
increased demand.

Efficient data partitioning and distribu-
tion strategies are required to ensure a
balanced workload across storage nodes.
Techniques such as sharding and consis-
tent hashing can help achieve better dis-
tribution.

Implementing appropriate consistency
models and synchronization mechanisms
is essential. Techniques such as dis-
tributed locks, versioning, or using even-
tual consistency models can help manage
data integrity.

Optimizing network communication and
reducing the amount of data transferred
can help mitigate latency and bandwidth
challenges. Techniques like data compres-
sion and minimizing unnecessary data
transfers are essential.

Implementing fault-tolerant mechanisms,
such as data replication, erasure coding,
and distributed redundancy, is crucial to
ensure the system remains available and
reliable even in the face of failures.
Designing the storage system with scal-
ability in mind, such as employing a dis-
tributed file system or object storage ar-
chitecture, enables seamless expansion as
data volume and user load increase.
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F Table 14. Major Sources of Data

This table exhibits a fascinating visualization of the major sources of data that their organizations can
use to forward their business, indicating whether these sources are internal or external, structured
or unstructured, their velocity and variety, and whether they leverage APIs or not.

Table 14. Major Sources of Data

Source Velocity ~ Content-based Description
Transaction Data  Average  Structured Associated with banking operations, financial ac-
tivities, and business data that are of strategic
value to an organization. Generally, non-volatile
and transnational in nature
Sensors Data High Structured and Sensor data is collected by devices that measure
Unstructured physical properties in the environment, such as
temperature, pressure, humidity, and light, provid-
ing valuable insights into the surrounding condi-
tions and is widely used in various industries and

technologies.
Machine Data High Structure and Machine-generated data plays a crucial role in
Unstructured various fields, including IT operations, cyberse-

curity, industrial monitoring, and data analytics.
Analyzing this data provides valuable insights for
optimizing performance, identifying issues, and
making informed decisions in diverse domains.

Web and Social High Unstructured It is user generated data such as text, images,

Media sound and videos etc. Social media data is infor-
mation collected from social media networks that
demonstrates how users share, view, or engage
with business analytic. Raw social data includes
comments, views, shares, and likes.

Journalism and High Semi-structured and  User generated data such as text, images, sound
News Media Unstructured and videos etc. Statistical data for various events
and sports.
Medical Data Average = Structured, Patient details, diagnostic reports, imagine data
Semi-structured and  like Ultra sound, MRI, CT-Scan etc.
Unstructured

G Insight Analysis of Cloud Oriented Data Storage (CODS) Elements

Data model defines the structure of the data and how it is organized, stored, and accessed. The
data model influences the design of other storage elements, such as data consistency and scalability.
Different data models (relational, NoSQL, etc.) may have varying requirements for consistency and
scalability. For example, relational data models typically prioritize data consistency and provide
strong guarantees for maintaining the integrity of the data. On the other hand, NoSQL data models
often prioritize scalability and can handle large amounts of data with high throughput. Therefore,
choosing the appropriate data model is crucial to ensuring that the storage system meets the specific
needs of an application or organization.

Data consistency ensures that data remains accurate and reliable across distributed systems and
multiple replicas. It is closely related to data replication and transaction management. Maintaining
consistency becomes more challenging in distributed and scalable cloud environments. In these
environments, data is often replicated across multiple nodes to ensure fault tolerance and high
availability. However, the process of synchronizing data across these replicas can introduce latency
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and potential inconsistencies. To address this challenge, various techniques, such as distributed con-
sensus algorithms and conflict resolution mechanisms, are employed to maintain data consistency
in distributed systems.

Data replication involves creating and maintaining copies of data in multiple locations for fault
tolerance, load balancing, and enhanced performance. Consistent replication strategies are crucial
for ensuring data integrity, and scalability may involve distributing data across multiple nodes or
regions. By distributing data across multiple nodes or regions, scalability can be achieved as the
workload is distributed among different resources. This allows for better utilization of resources
and improved performance. Additionally, consistent replication strategies ensure that all copies of
data are synchronized and up-to-date, preventing any inconsistencies or conflicts that may arise
due to concurrent updates or failures in the system.

Data scalability enables systems to handle increased load and data volume by distributing data
and processing it across multiple resources. Scalability is closely related to data replication and
consistency. Effective scalability often requires careful consideration of how data is partitioned,
replicated, and distributed across the cloud infrastructure. It ensures that as the system grows, it
can continue to handle the increased workload without sacrificing performance or data integrity.
By distributing data and processing it across multiple resources, scalability allows for efficient
utilization of resources and improved response times. However, achieving effective scalability
requires careful planning and design to ensure that data is partitioned and replicated in a way that
maximizes performance and minimizes bottlenecks.

Data integration ensures the combining and unifying of data from different sources to provide
a unified view for analysis and decision-making. Integration may involve dealing with diverse
data models and sources, impacting data consistency and scalability. Data integration solutions
need to be designed to work seamlessly with the chosen data model and replication techniques.
Additionally, data integration solutions should also consider the potential impact on data consistency
and scalability when dealing with diverse data models and sources. By carefully designing the
integration process to work seamlessly with the chosen data model and replication techniques,
organizations can ensure that their data remains consistent and scalable as they grow.

Data virtualization provides a layer of abstraction over distributed and heterogeneous data
sources, making it easier to access and manage data. Virtualization can enhance data integration
by presenting a unified view of data. It also plays a role in scalability by facilitating access to
distributed data without exposing the underlying complexity. In addition, data virtualization can
improve the agility of organizations by allowing them to quickly adapt and respond to changing
business needs. It enables users to access and analyze data in real-time, regardless of its location or
format. This flexibility can greatly enhance decision-making processes and drive innovation within
the organization.

Data transactions ensure the atomicity, consistency, isolation, and durability (ACID) properties
of transactions, maintaining data integrity. Transactions are fundamental for ensuring data consis-
tency, especially in distributed environments. They interact closely with data replication to ensure
that changes are propagated reliably across the system. Transactions also provide a level of security
by allowing for rollbacks in case of errors or failures, ensuring that data remains consistent and
accurate. Additionally, the use of transactions can improve performance by reducing the amount of
time spent on data synchronization and conflict resolution.

Received 8 December 2022; revised 28 January 2026; accepted 2 July 2026
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