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Abstract—The use of Internet of Things (IoT) has introduced
genuine concerns regarding data security and its privacy when
data are in collection, exchange, and use. Meanwhile, blockchain
offers a distributed and encrypted ledger designed to allow
the creation of immutable and tamper-proof records of data
at different locations. While blockchain may enhance IoT with
innate security, data integrity, and autonomous governance, loT
data management and its allocation in blockchain still remain
an architectural concern. In this article, we propose a novel
context-aware mechanism for on-chain data allocation in IoT-
blockchain systems. Specifically, we design a data controller based
on fuzzy logic to calculate the Rating of Allocation (RoA) value
of each data request considering multiple context parameters,
i.e., data, network, and quality and decide its on-chain alloca-
tion. Furthermore, we illustrate how the design and realization
of the mechanism lead to refinements of two commonly used
IoT-blockchain architectural styles (i.e., blockchain-based cloud
and fog). To demonstrate the effectiveness of our approach, we
instantiate the data allocation mechanism in the blockchain-based
cloud and fog architectures and evaluate their performance using
FogBus. We also compare the efficacy of our approach to the
existing decision-making mechanisms through the deployment
of a real-world healthcare application. The experimental results
suggest that the realization of the data allocation mechanism
improves network usage, latency, and blockchain storage and
reduces energy consumption.

Index Terms—Blockchain, data management, fuzzy logic,
Internet of Things (IoT), software architecture styles.
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I. INTRODUCTION

HE RAPID evolution and adoption of the Internet

of Things (IoT) have contributed to advancements in
our society, leveraging the potential of data and smart
environments [1], [2]. According to Gartner [3], 26 billion
IoT devices will be connected to the Internet by 2020, while
CISCO [4] predicts that by the same year, the number of
interconnected devices will reach around 50 billions. With
the growing number of devices and a huge volume of data
gathered by them, data management and its security become
key concerns in IoT systems and services [5]-[9]. In general,
IoT is defined as a network of devices that collect data from
the environment and communicate with each other to enable
advanced applications across different domains, e.g., health-
care, manufacturing, environmental monitoring, etc. [10]. The
traditional IoT systems rely on the cloud for data processing
and storage, but it could become a single point of failure as
the number of devices increases in the network as well as lead
to security attacks on time-sensitive IoT data.

Recently, blockchain has emerged as a promising tech-
nology that provides a distributed ledger where transactions
are protected by cryptography and verified in a Peer-to-Peer
(P2P) network to enhance decentralization and secure data
sharing [11]. Some influential companies, e.g., IBM, empha-
size the role of blockchain in realizing the potential of IoT
systems and the democratization of its network of things [12].
Blockchain offers a distributed storage where data gathered
by IoT devices can be recorded in an immutable and veri-
fiable manner without the need of a third party [13]. With
such features, it is possible to track all the actions executed
on IoT networks over time in order to trigger timely decisions
for the purpose of regulatory compliance and system opera-
tion. Overall, the integration of blockchain in fog and cloud
infrastructures is expected to offer dependable and trustwor-
thy hosting environments for IoT data transactions and secure
data sharing [14], [15].

Despite the increasing interest in blockchain and IoT, there
is still a lack of systematic approaches that consider IoT
data management and its allocation as one of the significant
architectural design decisions for developing IoT-blockchain
systems [5]. Bridging this gap is essential for advancing in
the adoption of blockchain in IoT and for facilitating the
design and deployment of IoT-blockchain architectural styles.
In this article, we draw on a healthcare case study provided
in [16] as an example to identify the significant architectural
requirements of a data-centric IoT-blockchain architecture. To

2327-4662 © 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: University of Melbourne. Downloaded on April 16,2020 at 00:43:49 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0002-5057-3945
https://orcid.org/0000-0003-0785-0457
https://orcid.org/0000-0001-9754-6496

3510

address these requirements, we propose a novel context-aware
mechanism for supporting on-chain data allocation based on
multiple context parameters, e.g., data, network, and quality.
Data refers to raw data gathered by IoT devices, the network
corresponds to the number of sharing points interested in the
IoT data, and quality relates to accurate measurement of the
device themselves.

The proposed mechanism mainly relies on a data controller
based on fuzzy logic to support data allocation decisions out
of the imprecision and ambiguity of multiple input param-
eters. Specifically, the data controller translates crisp sensor
data (i.e., bits) to fuzzy inputs (i.e., severe, moderate, etc.)
using the domain expert membership functions to get the
fuzzy output. This fuzzy output is mapped to a machine-
readable output using the defined membership functions and
serves as the threshold value called the Rating of Allocation
(RoA) to decide on-chain allocation. To demonstrate the flex-
ibility of our approach, we instantiate the mechanism in two
commonly used IoT-blockchain architectural styles for inte-
grating blockchain and IoT, i.e., blockchain-based cloud and
fog [15], [17]. Leveraging blockchain in the fog and the cloud,
it provides extra security to the two computing environments
by ensuring data immutability, traceability, and integrity [16].
However, the design and realization of the data allocation
mechanism lead to refinements of the existing architectural
styles which should consider the QoS requirements of IoT
systems and the constraints imposed by the hosting environ-
ments, e.g., fog and cloud. To this end, we envision a four-tier
abstraction, i.e., the IoT tier, the data controller tier, the fog
tier, and the cloud tier where the data controller tier is intro-
duced between the 10T tier and the fog tier. The data controller
tier enables the data allocation mechanism to decide which
data need to be stored within the blockchain embedded in the
fog or the cloud or allocated off-chain (e.g., cloud database).

We compare our approach against some existing decision-
making mechanisms, such as logistic regression [18], [19] and
decision tree [20], [21] to evaluate how they perform in terms
of CPU usage and execution time. We also evaluate the refined
blockchain-based cloud and fog architectures in the above
healthcare case study by using the FogBus framework [16].
First, the mechanism is run on the refined blockchain-based
cloud and then executed on the refined blockchain-based fog.
The evaluation mainly focuses on enabling and disabling the
data allocation mechanism in the two IoT-blockchain archi-
tectural styles and compares their performance in terms of
blockchain size, latency, energy consumption, and network
usage. The results show that latency is reduced by 36% in
the refined blockchain-based cloud and about 27% in the
refined blockchain-based fog. Similarly, energy consumption
is reduced by averagely 28% in the refined blockchain-based
cloud and fog. Moreover, the network usage is reduced by 32%
in the refined blockchain-based fog and 24% in the refined
blockchain-based cloud.

The main contributions of this article are summarized
as follows.

1) We develop a novel context-aware data allocation mech-

anism to determine the RoA value based on multiple
context parameters and support on-chain data allocation.
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2) We illustrate how the design and realization of

the data allocation mechanism lead to refine-
ments in the two state-of-the-art IoT-blockchain
architectural styles, 1i.e., blockchain-based cloud
and fog.

3) We evaluate the refined blockchain-based cloud and
fog by applying them to a healthcare case study
using FogBus. The experimental results suggest signifi-
cant improvements in data transaction latency, network
usage, energy consumption, and blockchain storage
usage.

The remainder of this article is organized as follows.
Section II introduces the background of IoT and blockchain.
Section III presents a motivation scenario and its architec-
tural requirements for developing loT-blockchain systems.
Section IV models the proposed data allocation mechanism.
Section V introduces the refined blockchain-based cloud and
fog architectures. Section VI provides an illustrative exam-
ple that supports the implementation of the data allocation
mechanism in the two commonly used IoT-blockchain archi-
tectural styles. Section VII conducts a set of experiments to
evaluate the effectiveness of the data allocation mechanism
and compares our approach to other existing decision-making
mechanisms. Section VIII summarizes the related work in
fuzzy logic and IoT. Section IX presents the envisioned chal-
lenges and possible future research and Section X concludes
this article.

II. BACKGROUND

In this section, we briefly introduce 10T and blockchain.

A. Internet of Things

The IoT consists of a network of devices that monitor,
collect, and exchange data over the Internet to enable intelli-
gent applications, e.g., healthcare, manufacturing, smart cities,
transportation, etc. [22]-[24]. IoT devices range from sen-
sors and actuators with limited CPU, memory, and battery
resources to devices with advanced computing capabilities,
e.g., mobile phones, vehicles, home appliances, etc. [6], [10].
Current IoT systems rely on centralized cloud servers for data
processing and storage, but the transfer of a huge volume of
data to the cloud could lead to high latency and bandwidth
consumption across the network. In addition, data collected
by IoT devices include sensitive and critical information that
could be manipulated, altered, and tampered by untrusted par-
ties in cloud infrastructures [25]. With the advances in IoT
development, fog extends cloud functions at the edge of IoT
networks to ensure quick processing and short-term storage on
time-sensitive IoT data [26], [27]. Specifically, fog enables a
distributed and heterogeneous network of devices called fog
nodes (e.g., controllers, switches, gateways, and embedded
servers) that process and analyze [oT data close to the devices
instead of sending it to the cloud [28]. This minimizes latency
and bandwidth consumption and keeps sensitive data inside
the network [29], [30]. Thus, the use of fog and/or cloud
depends on the specific requirements, constraints, and tradeoffs
imposed by IoT systems [31].
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B. Blockchain

Blockchain is emerging as a distributed storage service sup-
ported by a P2P network where transactions are protected
with cryptography and validated in consensus [32], [33].
Leveraging on cryptography, blockchain ensures data integrity,
authenticity, traceability, and accountability in data exchange
between untrusted devices in the network [13]. The decentral-
ized and distributed nature of blockchain can play a significant
role in how IoT devices communicate directly with eachother
or with minimal human intervention. With blockchain in
IoT, device data can be recorded as immutable and tamper-
proof transactions over time and shared among devices in the
network [11], [32].

Basically, blockchain consists of a list of blocks where each
block stores a set of transactions. Each time a transaction
is generated, it is signed using public-/private-key pair and
broadcasted to all the nodes in the blockchain network. Nodes
receiving the transaction verify the signature attached to it and
validate each transaction in consensus by following a mining
process [14], [32]. During mining, nodes known as min-
ers allocate verified transactions into cryptographically secure
blocks by solving a consensus problem. Upon the receipt of
a new block, the miners append the new block with verified
transactions at the end of the chain. Each new block contains
a hash of the previous block to enhance the consistency of the
ledger.

III. MOTIVATION EXAMPLE AND REQUIREMENTS

This section introduces a case study as the motivation exam-
ple to identify the architectural significant requirements to
consider when integrating blockchain and IoT and supports
on-chain data allocation.

A. Sleep Apnea Case Study

We use a sleep apnea case study provided in [16] to motivate
our approach and develop a data allocation strategy for IoT
data management in the blockchain. We choose this example
in the healthcare domain due to its applicability and similar
features to other IoT cases in terms of scale and size [34].

Assume Andrew, an 85-year-old male, is experiencing
snoring and excessive daytime sleepiness which could be diag-
nosed as a sleep apnea disorder. Sleep apnea occurs when
normal breathing is interrupted or stopped completely during
sleep, resulting in high-blood pressure, heart disease, brain
stroke, etc. [35]. Andrew’s doctor recommends using a pulse
oximeter (e.g., wearable device) on his finger to monitor the
heartbeat and oxygen saturation in his blood and determine the
sleep apnea level. According to the number of apnea events
recorded per hour of the sleep study, the apnea-hypopnea index
(AHI) is classified as follows.

1) Mild: AHI > 5, but < 15 per hour.

2) Moderate: AHI > 15, but < 30 per hour.

3) Severe: AHI > 30 per hour.

Due to the limited capabilities in the oximeter, it is con-
nected to Andrew’s smartphone to forward the collected data
to the fog and cloud infrastructures. We assume architects
implement a blockchain in both environments (e.g., fog and/or
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cloud) to protect Andrew’s health data and secure share it with
healthcare providers (i.e., doctors, hospitals, pharmacies, lab-
oratories, health insurance companies, etc.). If Andrew’s is
moved from one hospital to another, the uncertainty in the
normal range for test results could make difficult for medi-
cal staff to diagnose the disease. In addition, the incomplete
and missing information on his health history makes decisions
more complex and uncertain.

B. Architectural Significant Requirements

We use the above example to identify a number of architec-
tural significant requirements that support the development of a
data-centric approach for supporting on-chain data allocation.
In particular, we present the requirements for the healthcare
scenario regarding uncertainty, imprecision, vagueness, fuzzi-
ness, data incompleteness, and nonbinary representation of
such issues. We argued that IoT systems can be subject to
a variety of uncertainties in their operation environment, such
as changes in traffic network and interference [36], [37]. These
uncertainties could result in incomplete, imprecise, and miss-
ing information that makes it difficult to offer accurate decision
support [38], [39]. On the other hand, many real-world prob-
lems essentially demand multifactor consideration at the same
time before making decisions [40]. In particular, there can
be a number of real-world scenarios that cannot be simply
analyzed/depicted by a set of binary values if they depend on
various factors for making decisions [41], [42]. For instance, in
a cold supply chain system, instead of simple binary descrip-
tions “cold or hot,” indoor and outdoor conditions, such as
various temperature/humidity levels, need to be considered in
order to optimally maintain frozen food products under the
complex threshold policies [43]. Similarly, in our sleep-apnea
example, the oximeter data (i.e., heart rate and oxygen satura-
tion in the patient’s blood) could not be sufficient to understand
its criticality or sensitivity levels to maintain its management
and allocation soundness. In addition, we rely on blockchain
to enhance the security and privacy of health data and securely
share it among interested healthcare providers [11], [32]. We
summarize the requirements that support adopting fuzzy logic
and blockchain via the healthcare example in our approach as
follows.

1) Requirement 1 (RI): This approach copes with uncer-
tainty and imprecise information. Patients and/or his/her
family often fail to precisely express their symptoms
and rather use ambiguous terms that could lead to many
suboptimal and even incorrect medical decisions.

2) Requirement 2 (R2): This approach copes with missing
and incomplete information from sensors, caused by the
heterogeneous hardware and software in [oT devices and
dynamic traffic in IoT networks (i.e., devices join and
leave the network).

3) Requirement 3 (R3): This approach considers the cases
with more than one decision-making dimensions. In
particular, multiple sensor readings as well as environ-
mental information need to be collected to diagnose
patient conditions and deliver accurate treatment.
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4) Requirement 4 (R4): This approach relies on decen-
tralized infrastructures for secure data storage and data
sharing among interested parties. In particular, IoT
systems tend to shift from centralized infrastructures to
record data in a decentralized fashion and empower users
with control over their records.

The application of fuzzy logic and blockchain fits the above
requirements on the data-value uncertainty R/, R2, R3, and
the security requirements of critical IoT applications R4. To
meet these requirements, we design a data controller based on
fuzzy logic that extracts multiple context parameters of each
data request, i.e., data, network, and quality to calculate the
RoA. This value gives us insights about the sensitivity of IoT
data in order to decide which data request needs to be stored
in the blockchain or allocated off-chain (e.g., cloud database).
In the context of our study, the context parameters, i.e., data,
network, and quality are used as inputs of the proposed mech-
anism where data context refers to the sleep apnea levels, i.e.,
mild, moderate, and severe [16] which could be used by mali-
cious parties to infer users profile. Network context relates
to the number of sharing points in the healthcare network
interested in the collected data, e.g., doctors, hospitals, phar-
macies, laboratories, healthcare insurances, etc. [44]. Quality
context corresponds to device accuracy measurements that
need to be protected to guarantee a trustworthy medical anal-
ysis [22]. We compute the three parameters to derive the RoA
value and determine whether a particular data request needs to
be allocated within the blockchain or kept off-chain. In addi-
tion, we enrich two existing loT-blockchain architectural styles
(i.e., blockchain-based cloud and fog) with context-aware data
control and data management capabilities to support on-chain
data allocation. Specifically, we introduce a data controller
tier between the IoT and the fog tiers to handle on-chain or
off-chain data allocation decisions based on the RoA value.

IV. CONTEXT-AWARE DATA ALLOCATION MECHANISM
BASED ON Fuzzy LoGIC

In this section, we provide a brief introduction to Fuzzy
Logic and motivate our approach. Next, we explain the
proposed context-aware data allocation mechanism and the
calculation of the RoA value for supporting data allocation.

A. Fuzzy Logic

Fuzzy logic is an artificial intelligence (Al) technique that
uses linguistic variables to imitate human thinking and enable
decision making in real-time systems [45]. This approach aims
solving problems that are difficult to formulate mathemati-
cally due to imprecise or non-numerical information, such
as “very cold” or “not very satisfied” [46]. Unlike classi-
cal one-to-one input-to-output control strategy, fuzzy logic
makes decisions out of many-to-one and many-to-many input-
to-output control [47] by using fuzzy sets and rules [48], [49].
The fuzzy-logic process consists of the three stages: 1) fuzzi-
fication; 2) inference rules; and 3) defuzzification as shown
in Fig. 1.
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Fig. 1. Fuzzy-logic process [45].

1) Fuzzification converts crisp input data gathered by sen-
sors (i.e., bits) to a fuzzy input set of linguistic terms
using the membership functions.

2) Inference applies a set of IF-THEN rules defined by
domain experts to derive the fuzzy output.

3) Defuzzification maps the fuzzy output to a machine-
readable crisp output by using the defined membership
functions.

B. Rationale Behind the Adoption of Fuzzy Logic and
Blockchain

IoT networks are subject to changes in the operation con-
texts, such as dynamic traffic and interference [36], [37],
which can lead to uncertainties regarding data values, man-
agement, and allocation. These uncertainties mainly caused
by the network volatility and connectivity changes can result
in several issues, e.g., data inconsistency, incompleteness,
imprecision, and/or vagueness [38], [39]. If we only apply
coarse-grained representations, i.e., true and false, for depict-
ing system features/outcomes, we would end up with superfi-
cial understandings/decisions [41] of the systems. In particular,
the binary logic deals with two possible values, O (false) and 1
(true). For instance, to make an air-conditioner decision based
on the indoor temperature, if the temperature hits above 30 °C,
then turn on the cooler mode. Otherwise, if the temperature
hits below 18 °C, then turn on the heater mode. In general,
we can infer that the binary logic is suitable for the scenar-
ios where the solutions are made binary under the policies
that exhibit certainties with reliable sensing and affirmative
values, such that data management and its outcome can be reli-
ably predicted [41]. On the other hand, in dynamic/adaptive
systems, e.g., Al-based systems, the allocation policies and
decisions could be more complex to set prior to execution
and thus infeasible to simply apply “true or false” to depict
system states [40]. Additionally, system states can be varying
under different contexts, e.g., what is true under one con-
text may be false under another [39], [42]. To address these
uncertainties and make more granular decisions, we apply
fuzzy logic that interprets and reasons about multiple states
at a time compared with the traditional logic that only deals
with two states [40], [41]. Specifically, we propose a context-
aware mechanism based on fuzzy logic that considers context
information to optimize on-chain allocation decisions, given
changes in operation context and internal dynamics in IoT
systems supported with blockchain. Our fuzzy strategy con-
siders multiple context parameters, such as data, network, and
quality to decide on which data need to be recorded on-chain
or kept in external storage (i.e., cloud database).
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Data context Controller
Network Context
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retrival Allocation
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Fig. 2. Data controller components.

Moreover, sensor data are likely to include sensitive and
critical information that could be manipulated and altered
by untrustworthy service providers in the cloud and lead to
data loss and financial damage [28]. When blockchaining
data sensed by IoT devices, architects should also consider
that the computation and storage space in blockchains still
remain limited [32]. For instance, public blockchains can han-
dle on average 3-20 transactions per second while VISA!
can support around 1700 transactions per second. Therefore,
it is essential to develop an efficient data allocation mecha-
nism that copes with uncertainty in data management for IoT
systems supported with blockchain. We propose a context-
aware mechanism based on fuzzy logic that extracts context
information from data, network, and quality to make optimal
on on-chain allocation decisions. Leveraging on fuzzy logic,
we aim at minimizing the risk of uncertainty, vagueness,
and interpretation of incomplete data and offering appropriate
allocation decisions in IoT systems supported with blockchain.

C. Envisaged Contexts

Context is defined as the computational representation of
any information that can characterize the status of an entity,
e.g., user, device, software application, or any other object that
handles the interaction between users and services [50]. In this
article, the context parameters, i.e., data, network, and quality
are modeled as follows.

1) Data context is represented as o and refers to the device

data, e.g., heart beat rate, oxygen saturation, etc. [16].
2) Network context is represented as S and corresponds
to the number of the sharing points interested in the
collected data [44].
3) Quality context is represented as w and refers to the
device accuracy measurements [51].

D. Data Controller Structure

Fig. 2 shows the components of the data controller, such
as context information retrieval, context repository, context
prioritization, and context allocation decision.

1) Context information retrieval extracts the context param-
eters, i.e., data, network, and quality from the IoT
devices and the sharing points interested in the collected
data.

1 https://usa.visa.com/run-your-business/small-business-tools/retail.html
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Start loT data request allocation
. ¢ J
Subscribe loT devices and sharing
points to the controller
Extract context parameters,
i.e., data, network, and quality
Calculate the Rating of
Allocation (RoA) value
Fuzz 1) Fuzzification
Lo ig »2) Inference rules
9 3) Defuzzification
es @ no
On-chain (SZ'CT(?;;
(e.g., fog/cloud) dabase)
Fig. 3. Flowchart of the data allocation mechanism.
TABLE I
NOTATIONS
Symbol Definition
R Set of all data requests d;-.
Eg, Context parameters within a data request d,..
« Data context.
B Network context.
w Quality context.
Uf”‘ Context parameters (value) of 74, for application d, € R.
dOd,. Rating of Allocation (RoA) of a data request d.
i Fuzzy membership function for any context parameters Eg,. .
F. Fuzzy output set for RoA calculation.
fa, Fuzzy output in fuzzy output set Fe.
@dr Singleton value for a fuzzy output fq _inFe.
o Membership function for any fuzzy output fg, in RoA calculation.

Ds,Sp,Dq Fuzzy sets for data sensitivity, sharing points, and data quality.

2) Context repository temporarily stores the retrieved con-
text parameters before moving them to the context
prioritization component.

3) Context prioritization computes the RoA value based on
the context parameters and sharing points.

4) Context allocation decision uses the RoA value as a
threshold measurement to determine which data request
needs to be allocated within the blockchain or stored
off-chain.

Fig. 3 illustrates the proposed data allocation mechanism

and Table I defines the relevant notations.

The data allocation mechanism is initialized by subscrib-
ing IoT devices and sharing points interested in the collected
data to the data controller. After the subscription, the con-
text information retrieval extracts context parameters E; €
{Uy", UZ", U(‘f)’} of each data request d, in a set of data
requests R. The context parameters in E; are stored in the
context repository and forwarded to the context prioritization
component for processing and analysis. Since each context
parameter in E,4_uses different ranges and scales, the following
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TABLE 11
SCOPE OF CONTEXT PARAMETERS

Parameters Values
o, Aa] 5 to 40
[vs, As] Lto5

e, o] 01tol

0.5 mild moderate severe 05 | small regular large

0 0.5 1 0

(a) (b)

05 poor standard rich

0.5
©
Fig. 4. Membership functions of the context parameters. (a) Data sensitivity.
(b) Sharing points. (c) Data quality.

equation is used to ensure that numerical values of context
parameters are normalized in the range 0-1:
— dy
R

ro__ ]
U; =y (1)

Uf’ corresponds to the ith numerical value of a data request
d, defined in the range [y;, A;] which is set according to the
range of context parameters defined in Table II. For instance,
the data context («) derived from the sleep apnea level is rep-
resented in a range 5-40 [16]; network context (8) related
to the number of the sharing points interested in the col-
lected data are represented in a range 1-5 [44]; and quality
context (w) referred to the device accuracy is represented
in a range 0.1-1 [51]. If numerical values of any context
parameters do not fit within the defined ranges, the data request
is discarded from placing in the blockchain and allocated in
external storage.

Next, a fuzzy-logic approach is used to build a data con-
troller that calculates the RoA value of each data request
represented as 84, based on the normalized context parameters

in E4,. In the fuzzification phase, the normalized value Uid’ of
any context parameter in E4, is converted into a fuzzy input
set using the corresponding membership functions ;. Here,
the membership functions of the collected context parameters,
e.g., data, network, and quality are applied to three fuzzy sets,
i.e., data sensitivity, sharing points, and data quality as illus-
trated in Fig. 4. Each fuzzy set is defined within a normalized
range 0-1 as follows.

1) Data Sensitivity: Ds € {Mild, Moderate, Severe}.

2) Sharing Points: S, € {Small, Regular, Large}.

3) Data Quality: D, € {Poor, Standard, Rich}.

The membership degree ;L,-(Ufl’) for any normalized
value U;i’ on the corresponding fuzzy set can be graphically
represented as triangular waveform, trapezoidal waveform,
etc. [45]. Here, the trapezoidal waveform is used to repre-
sent the dynamic variation of the context parameters in the

IEEE INTERNET OF THINGS JOURNAL, VOL. 7, NO. 4, APRIL 2020

Poor
Data

quality High Medium Medium

Standard
Medium Medium Medium

High High  Medium

Data

sensitivity Rich Medium Medium  Low

High  Medium Medium
Severe  High High High
Medium Medium Medium

Moderate  High High  Medium

Mild High Medium Medium

Large  Regular  Small o <
Sharing points

Fig. 5. Fuzzy rules for RoA calculation.

IoT system. Each membership function has a grade from O to
1 at each end point and uses a label to identify its condition.

In the fuzzy inference phase, the data controller evaluates
the fuzzy input data according to the domain expert IF-THEN
rules, where IF captures the system’s knowledge using a con-
dition and THEN derives the corresponding fuzzy output as
a conclusion. These domain-specific rules allow comparing
the relation between multiple input and output parameters.
Fig. 5 illustrates a set of fuzzy rules with their correspond-
ing fuzzy output set for calculating the RoA value defined as
F. € {Low, Medium, High}.

The following are some representative examples of the fuzzy
rules to determine the fuzzy output f;, € F, for a data request
d, used by the data controller to calculate the RoA value.

1) IF data sensitivity («) is severe AND sharing points (8)
is large AND data quality (w) is rich, THEN RoA is
high.

2) IF data sensitivity («) is normal AND sharing points ()
is regular AND data quality (w) is rich, THEN RoA is
medium.

3) IF data sensitivity («) is mild AND sharing points (8) is
small AND data quality (@) is poor, THEN RoA is low.

In addition to evaluating the rules, the inference phase also
combines the results of each rule to determine the fuzzy
output. According to the fuzzy rules, severe data sensitivity
(e.g., rigid parameter) is given higher weight compared to
regular sharing points and standard data quality (e.g., relaxed
parameters), since data sensitivity could be used to infer users
profile and perform malicious attacks. As a result, the RoA
value becomes more aligned to the data sensitivity parameters
than the other relaxed parameters. The context parameters in
a data request are logically linked through the AND opera-
tor to deliver the fuzzy output. This operator represents the
intersection of membership functions whose values for each
context parameter is defined as the minimum of individual
membership functions [45]. The following equation is used
to calculate the membership function of fuzzy output w,(fy,)
for a data request d;:

1o (fa,) = min (ua (E) B (E) Mo (E)) )

Based on the context input parameters, multiple rules can
be triggered at the same time which requires combining the
membership functions of the associate fuzzy output to derive

Authorized licensed use limited to: University of Melbourne. Downloaded on April 16,2020 at 00:43:49 UTC from IEEE Xplore. Restrictions apply.



YANEZ et al.: DATA ALLOCATION MECHANISM FOR IoT SYSTEMS WITH BLOCKCHAIN

the final result. In the defuzzification phase, the fuzzy out-
put is mapped to a crisp machine-readable output using the
defined membership functions. Here, the RoA value §4, of a
data request d, is calculated by combining the membership
functions of the fuzzy output and using a set of singleton val-
ues to distinguish different outputs. For each fuzzy output fy,,
there is a Singleton value qb‘i‘” that is defined as the maximum
rate of the a data request for the fuzzy output f;, . The follow-
ing equation calculates the deffuzified RoA value denoted as
84, using the discrete center of gravity method:

Yok o (fé‘,) * g
Zzzl; Mo (fj[i) .

Here, 84, corresponds to the RoA value for a data request d,
after applying fuzzy logic on the context parameters in Ey,.
Next, 84, is used by the context allocation decision compo-
nent to derive the allocation decision for a data request d,. In
particular, when the context parameters of a data request Ey,
are higher than 4,4, then it is allocated within the blockchain,
otherwise it is stored off-chain (e.g., cloud database).

8d, = 3)

r

V. INTEGRATING DATA ALLOCATION MECHANISM WITH
IOT-BLOCKCHAIN ARCHITECTURES

Many studies have focused on the implementation of
blockchain in fog and cloud environments to enhance their
security in terms of data immutability, traceability, and
integrity [15], [17]. In [17], a blockchain-based cloud frame-
work is proposed where cloud servers (i.e., application servers,
data servers, etc.) become trusted nodes that support IoT data
transactions in a distributed and secure manner. Furthermore,
in [15], a blockchain-based fog is designed to ensure fog nodes
are tamper-proof and data on them cannot be manipulated or
altered by untrusted parties. Despite the interest of embed-
ding blockchain either in fog or cloud, there is still a need
for enhancing blockchain-based cloud and fog architectures
with data management and allocation capabilities in order
to alleviate the storage capacity of blockchain. To this end,
we propose a data allocation mechanism that calculates the
RoA value of each data request based on multiple context
parameters and decides its allocation on-chain or off-chain.
The implementation of the mechanism leads to refinements in
the IoT-blockchain architectural styles that should reflect the
way the mechanism is integrated into them considering the
QoS requirements and the constraints of cloud and fog envi-
ronments. To handle these refinements, we introduce a data
controller tier between the IoT tier and the fog tier which
handles data allocation decisions as shown in Fig. 6, with the
details of all the tiers illustrated as follows.

1) IoT tier consists of sensors and actuators that per-
ceive information from the environment and act on the
collected data. As many IoT devices have limited com-
puting capabilities to preprocess real-time data, they
are connected to proximate gateways to transmit the
collected data to the upper tiers.

2) Data controller tier acts as a broker interface between
the IoT tier and the fog tier and consists of a network
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Fig. 6. Enrichment of the IoT-blockchain architectural styles.

of gateways nodes that implements the data controller
logic. The data controller extracts context parameters
of each data request, e.g., data, network, and quality
to calculate the RoA value and determine its allocation
within the blockchain or off-chain, e.g., cloud database.

3) Fog tier enables a network of distributed nodes with
advanced capabilities (e.g., gateways, switches, local
servers, etc.) that ensure quick-processing and short-
term storage close to where the data are collected which
reduces the amount of data sent to the cloud.

4) Cloud tier enables a centralized and scalable platform with
significant processing and storage resources to support
the deployment of IoT applications with minimal cost.

As our approach relies on enriching two commonly used IoT-

blockchain architectural styles, i.e., blockchain-based cloud and
fog, the blockchain network is designed as follows. Blockchain
consists of a network of heterogeneous nodes in terms of
processing, storage, and energy resources that play different
roles in the architecture, e.g., master and worker nodes. This tier
can be implemented across diverse computing infrastructures,
e.g., fog and cloud to reduce the overhead in the network and
enable secure data sharing in both the hosting environments.

1) Master nodes receive data requests as transactions from
the data tier and discover worker nodes that can pro-
cess them in a distributed manner. Moreover, the master
nodes generate a public-/private-key pair for signing the
received transactions before broadcasting them in the
blockchain network. These nodes also create blocks to
store confirmed transactions and calculate the hash of
each block to append it to its own chain.

2) Worker nodes use the public key provided by master
nodes to verify whether the received transaction is com-
ing from a legitimate source. Once the transaction is
verified, it is validated in consensus following a mining
process to be considered confirmed.

VI. ILLUSTRATIVE EXAMPLE

We explain step by step the proposed data allocation mecha-
nism using the healthcare example described in Section III-A.
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TABLE III
PARAMETERS OF DATA REQUESTS

1d « e w 0
Reql El =40 Ep =5 EL =1 8.31
El=1 Ej=1 ElL=1
Req2 FEX =30 By =3 EX =038 8.07
EY=07436 E;=05 B} =0.7778
Req3 E3 =35 Ej =3 E3 =1 8.27
E3 =08718 E} =05 E3 =1

Req4 E> =15 B} =1 E> =1 5
E? =0.359 E;=0 E5 =1

Req5 E2 =30 EF =3 E2 =05 7.52
E2=0.7436 EF =05 B2 =04444

Req6 ES =38 Ef=3 E% =10.6 8.19
E§ =09487 Ej =05 B =0.5556

Req7 ET =31 Ej =4 ET =0.7 7.91
EL =0.7692  Ef =075 BEJ = 0.6667

Req8 E% =20 ES =5 E3 =1 7.694
E8 =0.4872 =1 E5 = 0.4444

Here, the data controller receives between 20 and 200 data
signals per data request from IoT devices and sharing points
at any time ¢. For each data request, the data controller extracts
context parameters, i.e., data, network, and quality where data
context refers to the sleep apnea level gathered from the pulse
oximeter in a range of 5-40, network context corresponds to
the number of the sharing points interested in the user data
(i.e., doctors, hospitals, pharmacies, insurance companies, etc.)
in a range of 1-5, and quality context relates to accuracy value
measurement provided by the device itself in a range of 0.1-1.
Next, the data controller normalizes the context parameters in
order to calculate the RoA value and support on-chain alloca-
tion decisions accordingly. Table III illustrates representative
examples of context parameters serving as an input of the
data controller along with their normalized values and RoA
value outputs. In addition to these parameters, the singleton
values are defined as @uigh = 10, dMedium = 5, and Prow = 2
to make a clear distinction between intermediate levels of the
fuzzy output set F, defined as Low, Medium, and High. These
values are associated to the degree of membership of a partic-
ular fuzzy set and defined in the same order as described in
Section IV-D.

The result in Reql reveals that RoA is high (8.31) when
data sensitivity is 40, sharing points is 5, and data quality
is 1. From Req5, we realize that RoA value is high (7.52)
when data sensitivity is 30, sharing points is 3, and data quality
is 0.5. However, in Reg4 the RoA value is low (5) when data
sensitivity is 15, sharing points is 1, and data quality is 1.
Based on the findings, we conclude that when data are highly
sensitive and its quality is good, the number of the sharing
points interested in that particular data increases in the system.

Accordingly, we define 7.5 as a threshold measurement to
consider data requests with severe data sensitivity, regular shar-
ing points, and standard data quality as the ones to be allocated
within the blockchain embedded in cloud and fog environ-
ments. If the calculated RoA value of a data request is below
this threshold, it is automatically stored off-chain to keep a his-
torical record of IoT data transactions. Although our approach
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Fig. 7.

FogBus sleep apnea analysis prototype [16].

proposes 7.5 as a threshold value to support on-chain data
allocation decisions, it can be changed based on the system
administrator and IoT system requirements.

VII. PERFORMANCE EVALUATION

In this section, we instantiate the data allocation mech-
anism in two commonly used IoT-blockchain architectural
styles for the healthcare study. Next, we measure the efficiency
of the data allocation mechanism in the two architectures (i.e.,
blockchain-based fog and cloud) in terms of latency, network
usage, and energy consumption.

A. Evaluation Goals

We summarize the motivations for the integration of the data
allocation mechanism in the blockchain-based fog and cloud
architectures as follows.

1) Assess the effectiveness of the data allocation mech-
anism by either enabling or disabling it in the two
IoT-blockchain architectural styles. It ensures flexibil-
ity in the system and satisfies the end users and service
providers requirements.

2) Evaluate the performance of the refined blockchain-
based cloud and fog architectures in terms of energy
consumption, latency, blockchain size, and network
usage. It compares the performance of the two archi-
tectural styles when a huge number of requests are
generated simultaneously.

B. Simulation Environment

The evaluation of the data allocation mechanism consists of
two stages: 1) collect, process, and store context parameters
of each IoT data request using FogBus and 2) simulate the
data controller using MATLAB to calculate the RoA value
and support data allocation.

FogBus is a real-world lightweight-blockchain framework
that integrates IoT, fog, edge, cloud, and blockchain. Fig. 7
shows the FogBus-enabled sleep apnea analysis prototype
presented in [16].

Table IV includes the simulation parameters. The setup of
the hardware components and their configuration are given as
follows.

1) IoT Device: Pulse oximeter, 1.5 V, Bluetooth 4.0, UFT-8

data encoding.

Authorized licensed use limited to: University of Melbourne. Downloaded on April 16,2020 at 00:43:49 UTC from IEEE Xplore. Restrictions apply.



YANEZ et al.: DATA ALLOCATION MECHANISM FOR IoT SYSTEMS WITH BLOCKCHAIN

TABLE IV
SIMULATION PARAMETERS

Parameters Values

Analysis task:

Interval between the creation of consecutive 5 seconds

data processing requests

Data recording time per processing requests 3 minutes

Pulse oximeter:

Pulse oximeter signal length 18 KB

Sensing frequency 2 signal per
second

WLAN:

Download speed 7 Mbps

Upload speed 2 Mbps

2) Gateway Node: Oppo A7TT smartphone, Android 7.1.1.

3) Master Node: Dell Latitude D630 Laptop, Intel Core 2
Duo CPU E6550 @ 2.33-GHz 2-GB DDR2 RAM, 32-
b, Windows 7, Apache Server 2.4.34, Java 1.6, MySQL
5.6, .NET 3.5, and Aneka 3.1.

4) Worker Node: Raspberry Pi 3, ARM Cortex A53 quad-
core SoC CPU@ 1.4-GHz 1-GB LPDDR2 SDRAM,
Raspian Stretch, Apache Server 2.4.34, Java 1.6, and
MySQL 5.6.

5) Cloud: Microsoft Azure Bls Machine, 1vCPU, 1-GB
RAM, 2-GB SSD, Windows Server 2010, .NET 3.5, and
Aneka 3.1.

Initially, the oximeter collects timestamp, heartbeat, and
blood oxygen level for 1 h of sleep study and transmits it
to the gateways in the data controller tier which keeps an
internal list of records. Once the recordings terminate, the data
controller receives the oximeter data along with the number
of sharing points interested in the data (i.e., doctors, hospi-
tals, laboratories, pharmacies, etc.), and the device accuracy
measurement. Here, we use MATLAB to design and simulate
the data controller with its corresponding inputs, membership
functions, and fuzzy rules. We calculate the RoA value of
each data request to realize the data allocation mechanism in
the blockchain-based cloud and fog architectures using the
FogBus framework.

We define the following concrete metrics to evaluate the
efficiency of the data allocation mechanism in the blockchain-
based fog and cloud architectures.

1) Size of Blockchain: Average size of the blockchain in

the broker node and cloud VMs.

2) Average Latency: Data access latency to retrieve data
from fog nodes (i.e., broker node and worker nodes)
and cloud VM. Since we use FogBus framework [16]
as our simulation environment, it can directly provide
the measures of the latency. In particular, its measured
latency refers to the overall system latency (i.e., data
processing, network propagation delay, and OS delay).

3) Network Usage: The load in the network when the data
allocation mechanism is deployed in the blockchain-
based fog and cloud.

4) Energy Consumption: The average energy usage of the
broker node for the blockchain-based fog and the aver-
age energy usage of the Azure VM for the blockchain-
based cloud to support the blockchain. In particular, we
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monitored the energy consumption in the broker node
and Azure VM via enabling/disabling the data allocation
mechanism by a Joulemeter [52] which can estimate the
energy consumption of runtime applications.

C. Result Analysis

We describe the performance results of refined blockchain-
based cloud and fog architectures.

1) Size of Blockchain: Fig. 8 depicts the estimated storage
size in kB of the blockchain-based with/without the realiza-
tion of the data allocation mechanism. Overall, the blockchain
size increases linearly when the mechanism is not applied
in the architectural styles since all IoT data requests are
allocated within the blockchain embedded in fog and cloud
without considering its limited storage capacity. On the con-
trary, the implementation of the data allocation mechanism in
the refined IoT-blockchain architectural styles ensures a reduc-
tion of around 42% on average in blockchain size. In fact,
when 100 data requests are executed in the system, the stor-
age size of a blockchain decreases around 44% on average,
and about 42% when 20 data requests are carried out into
the refined blockchain-based cloud and fog, respectively. From
the results, we conclude that the implementation of the data
allocation mechanism alleviates the storage capacity of the
blockchain since only data request with a high RoA value is
stored within the blockchain-based cloud and fog architectures.

2) Average Latency: Fig. 9 illustrates the service delivery
latency in seconds when the data allocation mechanism is
enabled and disabled into the blockchain-based (a) cloud and
(b) fog architectures. To simulate the propagation delay from
the cloud, we first connect the broker node and Azure VM
through a virtual network of 4 Mb/s. In particular, we define
the propagation delay in the blockchain-based fog architec-
ture as the delay from the broker node to the worker nodes.
Similarly, we measure the propagation delay in the blockchain-
based cloud architecture as the delay from the broker node to
the cloud VM. The results show that the network propaga-
tion delay in the blockchain-based cloud is almost two times
more than in the blockchain-based fog when the data allocation
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mechanism is not executed. However, its implementation in the
blockchain-based cloud contributes to a latency reduction of
36% on average and about 27% in the blockchain-based fog.
These results show that the data allocation mechanism effec-
tively reduces the amount of data to be sent to the blockchain
whether it is executed in the blockchain-cloud and fog archi-
tectures. In addition, as the size of the data chunk to be
recorded in the blockchain is not huge, the latency will not
differ significantly between the two architectures. Thus, we
conclude that the service deliver latency mainly depends on
the network propagation delay, which is low in the blockchain-
fog architecture since fog nodes are located in single-hop
proximity to where data are collected.

3) Energy Consumption: Fig. 10 shows the estimated
amount of energy consumption in joules when the data allo-
cation mechanism is enabled and disabled in the blockchain-
based (a) cloud and (b) fog architectures. Here, the energy
consumption in the blockchain-based cloud is about 32% more
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than in the blockchain-based fog when the mechanism is not
integrated into the system. These results evidence that the tasks
performed in the cloud are complex and require additional
computing, storage, and networking resources. On the other
hand, the realization of the data allocation mechanism leads
to an energy reduction of 28% on average in the blockchain-
based cloud and fog architectures. When 100 data requests
are executed in the system, the energy consumption reaches
410 J in the refined blockchain-based cloud and just above 285
in the refined blockchain-based fog. In other words, when a
high number of data requests are allocated in the blockchain-
based fog, the energy consumption is lower compared to the
cloud since fog devices are located in single-hop proxim-
ity of IoT devices. On the contrary, when a high number
of data requests are allocated in the blockchain-based cloud,
the energy consumption is the same or higher than in the
fog since cloud servers are located in multihop proximity of
IoT devices. From these observations, we conclude that the
refined blockchain-based fog saves more energy compared to
the refined blockchain-based cloud since IoT data requests are
processed close to where the data are collected.

4) Network Usage: Fig. 11 illustrates the network usage in
bits per second when the data allocation mechanism is enabled
and disabled in the blockchain-based (a) cloud and (b) fog
architectures. The figure shows that the network usage in the
blockchain-based cloud is about two times more than in the
blockchain-based fog when the data allocation mechanism is
not integrated into the system. These results show that the
fog outperforms the cloud since it enables local networking
resources to handle the IoT data requests. However, the inte-
gration of the data allocation mechanism reduces network
usage in the blockchain-based cloud and fog architectures.
Approximately, 32% of network usage is reduced in the
refined blockchain-based fog and just above 24% on average
in the refined blockchain-based cloud. In fact, the network
usage in refined blockchain-based fog is about 189 b/s, while
it reaches a peak over 515 b/s in the refined blockchain-
based cloud. Although the implementation of the blockchain
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TABLE V
Fuzzy LoGIC DECISION-MAKING RESULTS COMPARED
WITH STATE-OF-THE-ART APPROACHES

Approaches CPU usage  Execution time
Logistic regression 84% 0.239 sec
Decision tree 51% 0.156 sec
Fuzzy logic 30% 0.112 sec

in fog and cloud environments increases network usage due
to the security mechanisms implemented (e.g., encryption
algorithms), blockchain-based fog reports less network usage
than blockchain-based cloud since fog uses local networking
resource which reduces latency and bandwidth consumption
in the network.

D. Performance Comparison With Alternative
Decision-Making Mechanisms

We further compare the effectiveness of our approach
against the existing alternative decision-making mechanisms
for data management. Specifically, we first survey the lit-
erature and identify that logistic regression [18], [38] and
decision tree [20], [21], [53] are often considered as alternative
decision-making approaches. Next, we conduct experiments
for performance comparison with such approaches to show
the benefit of our technique. Our experiment results suggest
that our approach incurs a significantly declining CPU usage
and overall execution time in the broker node as described
in Table V. In particular, the CPU usage in the broker node
achieves 84% and 51% when running logistic regression and
decision tree, respectively, while our approach can reduce the
CPU usage to 30%. Similarly, our approach (0.112 s) can out-
perform all the compared approaches (0.156 s, 0.239 s) in
terms of execution time.

VIII. RELATED WORK

In this section, we briefly summarize a subset of relevant
work to our system.

A. Fuzzy Logic in IoT

There exist several applications of fuzzy logic in IoT
systems as described below. Vani and Neeralagi [34] proposed
a real-time IoT health monitoring system for elderly peo-
ple that collects environmental data and uses fuzzy logic
to simplify its interpretation and take decisions accordingly.
Santamaria et al. [54] proposed a fuzzy-logic approach that
learns customer habits through body sensors and discovers
outliers warning signals to minimize the risk of false alarms.
Similarly, Bhunia et al. [55] proposed a healthcare system
based on fuzzy logic for a smart city where sensor data are
collected (i.e., SPO2, ECG, airflow, temperature, etc.) to sup-
port decision making about true conditions of the patient, e.g.,
weak heart, shock, and respiratory problem. In addition to
the healthcare domain, Meana-Lloridn et al. [41] designed a
fuzzy-logic system that autonomous controls indoor temper-
ature using external climate conditions that results in 40%
energy reduction. Novilla et al. [56] designed a manufac-
turing monitoring system based on fuzzy logic that uses
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temperature and smoke sensors to capture normal conditions
of the manufacturing machines and build a reference model
to inform the machine health status and provide accurate
failure predictions. Mahalle et al. [57] presented a fuzzy-
logic approach to enhance trust-based access control in IoT
that use vague values of Experience (EX), Knowledge (KN),
and Recommendation (RC) to authorize devices in the IoT
network. Another approach presents a fuzzy logic framework
to determine employee performance appraisal based on the IoT
data [58]. Globa et al. [59] proposed the use of a fuzzy-logic
mechanism for big data processing in IoT networks in order
to improve the performance and reduce computational costs
of complex machine-learning algorithms.

B. Decision-Making Mechanisms in loT Systems

There exists a considerable body of literature on decision-
making mechanisms applied on different domains, such as
healthcare, manufacturing, and control systems [38]. Lowe and
Parvar [18] proposed a logistic regression approach for
decision-making about bid/no-bid from contractors in a con-
struction company. Similarly, Young ez al. [19] used a regres-
sion model to predict diabetes severity index and risk of
mortality. Ohno-Machado et al. [20] proposed the use of deci-
sion tree and fuzzy logic as the decision models to select
the optimal vaccination strategy. Lopez-Vallverdu et al. [21]
presented a decision model based on a decision tree algo-
rithm that combines relevant healthcare criteria for screening
and diagnosis. Also, Chern et al. [53] proposed a decision tree
model that delivers optimal telehealth services and reduces the
misuse of resources. Karan et al. [60] presented a diagnostic
illness system based on artificial neural networks that collect
data from small mobile devices. Similarly, Burke et al. [61]
relied on artificial neural networks for improving the accuracy
of cancer prediction. Also, Ting et al. [62] proposed a diag-
nostic system for obstructive sleep apnea based on decision
tree algorithms, which are able to perform automatic feature
selection. Timus and Bolat et al. [63] presented a k-nearest
neighbors (k-NN) classifier for determining the sleep apnea
types. The fuzzy decision tree is proposed for classification
and prediction problems [64], [65].

Our proposed approach differs from the aforementioned
works since we have considered the use of fuzzy logic for
deriving on-chain allocation decisions based on multiple con-
text parameters. Specifically, we design a data controller based
on fuzzy logic that handles multiple context parameters, e.g.,
data, network, and quality to calculate the RoA value of each
IoT data request and support on-chain data allocation. The
RoA value is used as a threshold measurement to decide which
data request needs to be allocated within the blockchain or
stored off-chain, e.g., cloud database. Moreover, the realization
of the data allocation mechanism in the two IoT-blockchain
architectural styles leads to refinements that are analyzed from
an abstract level by proposing a four-tier abstraction, i.e., the
IoT tier, the data controller tier, the fog tier, and the cloud tier.
To demonstrate the effectiveness of our approach, we instanti-
ate it in the blockchain-based cloud and fog architectures and
evaluate their performance in terms of network usage, latency,
energy consumption, and blockchain storage.
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I1X. DISCUSSION

We have shown the realization of the data allocation
mechanism in two commonly used architectures across the
implementations that integrate blockchain in IoT systems, i.e.,
blockchain-based cloud and fog [15], [17]. Although we have
chosen these architectural styles as a way to illustrate our
approach, it can continue to work in other styles. In partic-
ular, an alternative data management strategy could be having
the blockchain as a separate network in fog or cloud environ-
ments where each block stores only the hash of the data and
data address of the relevant data while maintaining the raw
data in the cloud to meet IoT system requirements. Moreover,
we can develop a market-based mechanism to decide the utility
improvement of using fog and cloud environments or secure
platforms (i.e., blockchain-based cloud and fog) for IoT data
allocation considering the cost, QoS requirements, and con-
straints imposed by each hosting environment. In this model,
users or service providers can be charged based on a pay-as-
you-go or subscription fee to decide when to use the normal
fog and cloud or secure environments (i.e., blockchain-based
cloud and fog) for storing IoT data.

X. CONCLUSION

In this article, we identify a number of architectural sig-
nificant requirements for developing a data-centric approach
that supports data allocation in IoT systems supported with
blockchain. To meet these requirements, we propose a novel
context-aware data allocation mechanism that calculates the
RoA value of each IoT data request based on multiple context
parameters to decide its on-chain allocation. The mechanism
relies on the design of a data controller based on fuzzy logic
that extracts context parameters of each data request, e.g., data,
network, and quality to determine the RoA value which is used
as a threshold measurement to decide which data request needs
to be stored within the blockchain or allocated off-chain, i.e.,
cloud database. Moreover, we enrich the two commonly used
IoT-blockchain architectural styles supported by fog and cloud
with the data allocation mechanism where we introduce a data
controller tier between the IoT tier and the fog tier to han-
dle on-chain allocation decisions in real time. To evaluate the
effectiveness of our approach, we instantiate the blockchain-
based cloud and fog architectures in a healthcare example
using the FogBus framework. We conduct several experi-
ments to measure the latency, energy consumption, network
usage, and blockchain storage in refined architectural styles.
The performance evaluation suggests that latency is reduced
by 36% in the refined blockchain-based cloud and about
27% in the refined blockchain-based fog. Similarly, energy
consumption is reduced by averagely 28% in the refined
blockchain-based cloud and fog. Moreover, the network usage
is reduced by 32% in the refined blockchain-based fog and
24% in the refined blockchain-based cloud.

Although our approach can be best described as a reac-
tive data allocation mechanism that continuously retrieves
context parameters for IoT data requests to calculate the
RoA value, it can be developed as a dynamic and adap-
tive controller. To this end, one of our future work direction
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is investigating how self-adaptive mechanisms and Al, in
particular genetic algorithms, can be applied to develop an
intelligent controller that handles environmental and internal
uncertainties and derives optimal on-chain data allocation
decisions [66], [67]. Specifically, we aim to design a data
controller that continuously learns from previous executions
and its environment to improve the current on-chain data allo-
cation mechanism. Furthermore, we aim to investigate the
generality of the proposed mechanism and its application on
other alternative styles taking advantage of private and public
blockchains. We also aim to evaluate the performance of the
refined IoT-blockchain architectural styles in a real environ-
ment by integrating other sensors (e.g., temperature and air
quality) to improve the calculation of the RoA value in order
to minimize the risk of uncertainty in data allocation decisions.
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