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Preface

Quantum computing (QC) is an emerging computing paradigm, with enormous potential to
offer disruptive computational capabilities. It can revolutionize many areas of science,
commerce, and industry, including data science, drug discovery, particle physics, materials
design, and optimization tasks. This book aims to cover a broad range of topics, providing an
up-to-date and comprehensive reference of the rapid progress in the field of QC and related
technologies from major international companies (such as IBM, Google, Intel, Rigetti, Q-
Control) and academic researchers.

To realize the full potential of QC, researchers and practitioners need to address several
challenges and develop suitable conceptual and technological solutions for tackling them.
They include the development of scalable and error-free architectures, quantum noise
characterization and mitigation strategies, application programming models, quantum
resource management systems, quantum application schedulers, and cloud computing
integration systems. This book covers a broad range of comprehensive topics in the field of
QC, including quantum simulations, algorithms, quantum-classical hybrid machine learning,
quantum key distribution, quantum Internet, and quantum applications. It also discusses
emerging topics such as quantum machine learning (QML) and quantum cloud computing.

The primary purpose of this book is to capture the state-of-the-art in QC architectures,
technologies, and their applications. This book also aims to identify potential research
directions and technologies that will facilitate insight generation in various application
domains. We expect the book to serve as a reference for a larger audience such as system
architects, practitioners, developers, new researchers, and graduate-level students.

With these basic goals, the book is composed of 12 chapters and the contributions are
divided into three parts:

1. Vision and Applications
2. Architecture, Systems, and Services
3. New Trends and Emerging Topics

Part 1 focuses on Vision and Applications and is made up of four chapters. Chapterl
discusses the fundamental concepts of QC, including QC algorithms, quantum gates, quantum
key distribution, quantum software tools, and QC applications. Chapter 2 examines the
foundations and vision based on current research in this area. This chapter delves into the
most recent advancements in quantum computer hardware, as well as the subsequent progress
in quantum cryptography, quantum software, and high-scalability quantum computers. Finally,
it highlights numerous potential challenges and exciting new trends for quantum technology
research and development, fostering a wider discussion. Chapter 3 focuses on quantum

xvii



xviii Preface

simulations, algorithms, and the fundamental idea of quantum supremacy as it analyzes the
intricate relationship between QC and classical machine learning (CML). This chapter provides
an inclusive analysis of several quantum algorithms, their ramifications, and their incorporation
into hybrid quantum-CML paradigms. Chapter 4 examines the current state of postquantum
cryptography methods as well as their future prospects. It also seeks to delve into the workings of
these various methods, their effectiveness, efficiency, strengths, and weaknesses. The primary
purpose of this chapter is to investigate these various methods and their implementations,
evaluate their feasibility, compare them with one another, and help the reader understand
cryptography in the age of QC.

Part 2 focuses on Architecture, Systems, and Services and is made up of five chapters.
Chapter 5 delves into the utilization of quantum annealing to bolster efficiency in high-
frequency trading. Through the application of QC algorithms within a quantum cloud
environment, the research aims to evaluate trade execution speed and complexity. Quantum
annealing’s potential is explored within the quantum cloud, where the scalability and
computational efficiency of the algorithm in high-frequency trade execution are assessed.
Through comprehensive analysis and comparative evaluation, the study aims to quantify the
enhancement in execution speed and reduction in trade complexity achieved through
quantum annealing. Chapter 6 looks into whether it is possible to reduce the number of
dimensions by using an autoencoder neural network on lattice-based keys made by the Kyber
key encapsulation mechanism scheme. Moreover, this work also presents a comparative
analysis of the different implemented autoencoder models to showcase their relative
performance. Chapter 7 bridges this gap by elucidating and implementing Q-means within
a hybrid quantum-classical framework. This chapter begins by providing a comprehensive
overview of the K-means and d-Kmeans clustering models. Then, it talks about quantum
distance computation, finding the quantum minimum in a list, and QMeans, which is the
quantum version of the K-means initialization method. It also discusses their mathematical
forms, circuit designs, and their application with Qiskit. Finally, these elements are assembled
to formulate the QMeans algorithm. Chapter 8 introduces the concept of serverless QC with
examples using QFaaS, a practical Quantum Function-as-a-Service framework. This frame-
work utilizes the serverless computing model to simplify quantum application development
and deployment by abstracting the complexities of quantum hardware and enhancing
application portability across different quantum software development kits and quantum
backends. This chapter provides comprehensive documentation and guidelines for deploying
and using QFaaS, detailing the setup, component deployment, and examples of service-
oriented quantum applications. This framework offers a promising approach to overcoming
current limitations and advancing the practical software engineering of QC. Chapter 9
introduces QSimPy, a novel discrete-event simulation framework that primarily focuses on
facilitating learning-centric approaches for quantum resource management problems in
cloud environments. QSimPy provides a lightweight simulation environment based on SimPy,
a well-known Python-based simulation engine for modeling the dynamics of quantum cloud
resources and task operations, underpinned by extensibility, compatibility, and reusability
principles. Furthermore, a framework integrates the gym environment to facilitate the



Preface xix

development and evaluation of reinforcement learning-based techniques for quantum cloud
resource management optimization. The QSimPy framework includes all the complicated
parts of how quantum clouds work and helps with research into dynamic task allocation and
optimization using DRL methods. Additionally, QSimPy’s ability to develop reinforcement
learning policies for quantum task placement problems showcases its potential as a valuable
framework for future quantum cloud research.

Part 3 focuses on New Trends and Emerging Topics and is made up of three chapters. Chapter
10 formulates resource management problems in a network graph that represents the network
nodes, with varying edge weights reflecting the degree of coupling between the nodes.
A distributed state variable, representing the solution to the resource problem, superposes
the states of the respective nodes in the network. Such a distributed state lends itself very nicely
to a quantum state variable representation in terms of a quantum superposition across the
respective node states. Chapter 11 explores how it can be used in chemistry, material science,
optimization, image processing, and language understanding. This chapter provides insights
into the tools and platforms used for QML, reviews popular QML platforms and development
frameworks, and discusses the use of quantum and CML libraries. This chapter assesses the
current state of QML, summarizing achievements while highlighting challenges and limitations.
This chapter also offers perspectives on open research questions and potential future directions.
Finally, the discussion revolves around how various industries adopt QML, share success stories,
and consider the broader implications for future technological advancements. Chapter 12
presents the top research priorities in QC, such as the development and utility of quantum
software tools and their applications in diverse fields such as artificial intelligence (AI),
optimization, and cryptography. It highlights the need to redefine the priorities for quantum
research to unlock the potential, focusing on new innovations in quantum software and
technology, quantum leaps in Al, quantum modeling and simulations, quantum sensing, and
secure communication. Furthermore, it discusses the current trends in QC, such as QC for future
6G networks, quantum cloud and serverless computing, scalable qubit arrays for quantum
computation, and robust and reliable QC. Finally, it highlights the promising research areas and
their open challenges, which include theoretical advancements, disciplinary research, quantum
multiverses, quantum-based education, ethical and societal implications, and their commer-
cialization.

Readership

This book presents readers with the fundamental concepts of QC research, along with the
challenges involved in developing practical devices and applications. This book covers a
broad range of topics, providing a state-of-the-art and comprehensive reference for the rapid
progress in the field of QC and related technologies from major international companies
(such as IBM, Google, Intel, Rigetti, Q-Control) and academic researchers. This book appeals
to a broad readership, as it covers comprehensive topics in the field of QC, including
hardware, software, algorithms, and applications, with chapters written by both academic
researchers and industry developers.
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The essential book for wide engineering disciplines of students from physics, automotive
engineering, computer science and engineering, applied computer science, mechanical
engineering, data science, and business analytics. This book would be useful for academicians
(in computer science and engineering), researchers (in computer science and engineering),
postdoc fellows (in computer science and engineering), research scholars (in computer
science and engineering), graduate and postgraduate students (in computer science and
engineering), industry fellows, and software engineers. The secondary audience will be
academicians (in all engineering disciplines), researchers (in all engineering disciplines),
postdoc fellows (in all engineering disciplines), research scholars (in computer science and
engineering), graduate and postgraduate students (in computer science and engineering),
security professionals.

Benefits

The key value of our book lies in its comprehensive coverage of topics in the field of QC and a
blend of contributing authors from academia and industry. Therefore the contents of this
book will be very useful for learning fundamental science as well as the practical development
of quantum devices and software. A comprehensive coverage of topics in the field of QC
includes hardware, software, algorithms, and applications. Therefore this book will appeal to
a broad readership. Both academic researchers and industry developers have contributed to
this book. Hence, this book will not only present fundamental research but also challenges in
developing practical devices. The key features and content in our book that will be most
valuable to the reader are as follows:

e This book presents up-to-date progress in the field of QC, covering the latest key
developments and future directions. Therefore current or future QC students and
researchers who wish to start in QC will find the book a valuable resource.

e This book is useful for postgraduates and researchers in identifying the issues and
challenges of recent quantum-integrated blockchain networks.

e The academic disciplines where this book can be useful include computer science and
engineering, information technology, electronics and communication, and physics.

e The titles of courses where this book is useful include next-generation computing using
QC, quantum mechanics in computing, post-quantum cryptography, quantum
mechanics, and secure computing technologies.
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Quantum computing at a glance

Muhammed Golec'-?, Emir Sahin Hatay?, Sukhpal Singh Gill’, Ying Mao*,
and Rajkumar Buyya®

TSCHOOL OF ELECTRONIC ENGINEERING AND COMPUTER SCIENCE, QUEEN MARY UNIVERSITY OF LONDON,
LONDON, UNITED KINGDOM 2SCHOOL OF COMPUTER ENGINEERING, ABDULLAH GUL UNIVERSITY, KAYSERI,
TURKEY 3SCHOOL OF COMPUTER SCIENCE AND ELECTRONIC ENGINEERING, UNIVERSITY OF ESSEX,
COLCHESTER, UNITED KINGDOM *DEPARTMENT OF COMPUTER AND INFORMATION SCIENCE, FORDHAM
UNIVERSITY, NEW YORK CITY, NY, UNITED STATES *QUANTUM CLOUD COMPUTING AND DISTRIBUTED
SYSTEMS (QCLOUDS) LABORATORY, SCHOOL OF COMPUTING AND INFORMATION SYSTEMS, THE
UNIVERSITY OF MELBOURNE, PARKVILLE, VIC, AUSTRALIA

1.1 Introduction

The rapid progress in quantum technologies has shown that this technology also has
tremendous potential in the field of computing (Lo et al., 2012). Unlike traditional computing,
where data is processed using only binary bits, quantum computing uses qubits that work
with the principles of quantum mechanics (Pirandola et al., 2015). This fundamental
difference enables quantum computing to carry out transactions faster. Every day, the
scientific world encounters more complex problems that push the limits of traditional
computing. Some of these problems are encryption, chemistry, drug development and
military operations, and quantum computing emerges as a promising development in solving
these problems (Fauseweh, 2024). Quantum computing, for example, can easily break
cryptographic algorithms that are still widely used in communication and data security.
Additionally, using quantum computing, detailed simulations at the molecular level can be
provided in the chemical and pharmaceutical industries (Pirandola et al., 2017).

Despite its advantages and potential, quantum computing is still in its infancy. In today’s
world, the majority of academic studies on quantum computing remain theoretical, and only
the small-scale quantum processing unit (QPU) can be used operationally (Gill et al., 2022).
Even quantum computers with small-scale processing units have shown their superiority over
traditional computers in solving complex problems. Globally, quantum computer researchers
and commercial companies continue to explore the potential of quantum computers by
working on quantum computer applications (Gill & Buyya, 2024).

The work to unlock quantum computing’s true potential also entails solving quantum-
based technical challenges. These problems generally arise from the principles of super-
position and entanglement (Pirandola et al., 2015). Moreover, the sensitivity of quantum
computers to environmental effects and their high production costs pose significant
challenges (Lo et al., 2012). Although distributing quantum computers through a central
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server is a smart solution to overcome these difficulties, major improvements in quantum
algorithms and quantum error correction methods are still needed (Golec et al., 2024).
Modern technology has undergone a paradigm shift with the advent of quantum
computing, which promises to revolutionize several industries with its unparalleled proces-
sing power. This chapter explains the concept of quantum computing, along with its
differences from traditional computing. Further, it introduces fundamental elements of
quantum computing, such as qubits, superposition, entanglement, and decoherence, for the
readers. Finally, it explains the key components of quantum computing, including quantum
algorithms, quantum gates, quantum key distribution (QKD), quantum software tools, and
quantum computing applications. By using the ideas of quantum mechanics, quantum gates
and algorithms can solve problems that classical computers cannot handle. The integration of
trapped ions, advanced quantum software tools, and applications in Artificial Intelligence
(AI), optimization, sensing, and cryptography underlines the versatile potential of this
technology. Quantum cryptography offers unparalleled data protection in the digital age
with robust security protocols, such as quantum digital signatures and quantum secret
sharing. At the same time, technological innovation and problem-solving capabilities of
quantum computing are heralding a new digital era. This overview aims to provide a basic
understanding to the book readers, emphasizing the transformative capacity of quantum
computing in addressing complex problems and revolutionizing several domains.

1.2 Quantum computing versus traditional computing

Today’s computers and computing units use bits with values 0 and 1 to process the information
(Briegel et al., 2009). Therefore all bit operations carry only these two values (deterministic), and
all operations are performed with classical boolean logic (AND OR gates). Next generation
computers based on the concept of quantum computing, process information using qubits that
can be in 0, 1, and both states simultaneously (Gonzalez-Zalba et al., 2021). This means it can
represent more states and higher processing power can be achieved. Qubit operations are
performed using quantum gates (Barenco et al., 1995). Fig. 1-1 shows the key difference in
processing information between quantum computing and conventional computing.

While in traditional computing, processor frequency speed and number of cores are used
as performance units, for quantum computing this is expressed as the number of qubits
(Pirandola, 2019). Quantum computers work much faster than traditional computers with
their ability to accelerate exponentially in complex and large-scale problems (Lucamarini
et al., 2018). However, it is a technology that is still in its infancy, with problems such as error
correction and inconsistency caused by the sensitivity of qubits to the environment.

1.3 Fundamental concepts

Understanding the fundamental concepts covered in this section is necessary to comprehend the
concept of quantum computing. These concepts include the qubit, which is the basic unit of
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FIGURE 1-2 Fundamental concepts of quantum computing.

information in quantum computing, as well as the superposition, entanglement, and decoherence
concepts, which are important in explaining quantum computing’s operation and performance
(Gill, Cetinkaya, et al., 2024). Fig. 1-2 shows the fundamental concepts of quantum computing.

1.3.1 Qubits

Qubits are the smallest structures used to process information in quantum computing
(Steane, 1999). Unlike traditional computing, they can be 0 and 1 at the same time, except
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when 0 and 1 occur to process information (Nguyen, Usman, et al., 2024). In this way, more
situations can be represented. The systems used to create qubits can be summarized as
follows (Aslam et al., 2023): (1) Josephson connections, (2) qubits created with the help of an
electromagnetic field (ion traps), and (3) qubits based on photon polarization.

1.3.1.1 Advantages of qubits
The advantages of qubits are as follows (Nguyen, Krishnan, et al., 2024):

¢ Qubits can represent many more situations with the superposition principle and thanks to
this feature, they work faster than traditional computing.

® Qubits provide great advantages in solving complex and processing-intensive problems,
especially quantum encryption.

1.3.1.2 Disadvantages of qubits
The disadvantages of qubits are as follows (Nguyen, Krishnan, et al., 2024):

¢ The superposition state is for a very short time and therefore the calculation time is
limited.

¢ Since quantum technology is in its infancy, large-scale transactions cannot be made.

e Quantum computers are sensitive to environmental effects, so it is difficult to ensure
process consistency.

1.3.2 Superposition

The situation where 0 and 1 states can exist simultaneously in qubits, unlike the bits used in
traditional computing, is called superposition (Golec et al., 2024). Thanks to this special
situation and parallel computing ability, quantum computers have the ability to work very fast
(Avila et al., 2023). This speed provides a great advantage in complex and difficult-to-solve
problems such as drug production and genetic studies (Procopio et al., 2015). However, the
sensitivity of qubits to environmental effects shortens the superposition time (Ren & Li, 2023).
This will negatively affect the overall quantum computer performance, shown mathematically
in Eq. (1-1). Here 10l and |11 indicate the classical state of the bits in traditional computing,
while a and g indicate the probability values.

w = al0) + f1) (1-1)

1.3.3 Entanglement

The principle that qubits are dependent on each other regardless of the distance between
them is called entanglement (Graham et al., 2022). Eq. (1-2) can be used to explain this better.
Let’s consider the case where two qubits are entangled and it will be sufficient to measure
only one of them to make a qubit measurement. In this case, if the first qubit is measured as 0,
the other qubit is also measured as 0 (Hidaka et al., 2023). This situation is the same when the
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qubit is 1. If one qubit is 1, the other qubit is also 1. Entanglement allows quantum computers
to perform well on difficult problems such as quantum cryptography (Ren & Li, 2023).

w = (j00] + [11)v/2 (1-2)

1.3.4 Decoherence

This concept, decoherence, is used to negatively affect superposition and entanglement
situations, which offer great advantages in quantum computing due to environmental effects
(Barreiro et al., 2010). Qubits that undergo decoherence start to work like traditional
computing bits, and the superiority of quantum computing over traditional computing is
lost (Hidaka et al., 2023). This problem is still one of the biggest problems in the widespread
use of quantum computing, and work continues on the development of error correction codes
and isolation technologies to solve this problem.

1.4 Quantum gates

Quantum computers work with qubits, the fundamental units of quantum information, whereas
conventional computers work with bits, which can only be 0 or 1 (Gruska, 1999). Fig. 1-3 shows
quantum gates. In contrast to conventional bits, a qubit can exist in a superposition of 0 and 1,
which leads to a much broader range of calculations (McMahon, 2007). Quantum computers
deploy qubits representing quantum bits to store quantum information in values between 0
and 1. Qubits can represent numerous possible combinations of 1 and 0 at the same time.
Qubits allow particles (e.g., electrons) to exist in more than one state at the same time, which
makes it possible to increase the number of calculations which makes it possible to increase the
number of calculations (Subramanian et al., 2022). Quantum gates, one of the most important
features of quantum circuits and computation, are operations that manipulate the states of
qubits through unitary transformations (Barenco et al., 1995). Several gate models manage
qubits similarly to classical logic gates but can exploit quantum-specific properties such as
entanglement and superposition. These features are crucial for the universal computational
model to which quantum algorithms can be applied (Qiao et al., 2018).

¢ Single-qubit Gates: Single-qubit gates perform rotations on the Bloch sphere; thus, they
change the state of a qubit and create superposition states where the qubit exists in a
combination of 0 and 1 (Gottesman & Chuang, 1999).

[ Quantum Gates ]

|
| | | }

[Single-qubitGates] [ Two-qubit Gates ] [Multi-qubitGates] [ Universal Gates ]

FIGURE 1-3 Types of quantum gates.



8 Quantum Computing

¢ Two-qubit Gates: Two-qubit gates, such as the Controlled-NOT (CNOT) gate, enable
interactions between qubits, allowing them to become entangled and perform operations
that are not possible with classical bits (Vatan & Williams, 2004). It creates a superposition
corresponding to a rotation around the X-axis followed by a rotation around the Z-axis.
Furthermore, it can be used to create quantum entanglement.

e Multi-qubit Gates: Multiple qubit gates, represented by higher-dimensional unitary
matrices, acting on two or more qubits simultaneously, are effectively used to perform
complex quantum work and can be decoupled into single-qubit and two-qubit gates using
a technique called gate decomposition, allowing interaction and entanglement between
qubits (Liu et al., 2022).

e Universal Gates: Universal gates are a collection of gates that can be used to implement
any quantum operation using a technique called gate synthesis and can be used to
approximate an arbitrary degree of fecundity that can realize any quantum algorithm in a
quantum computer (Brylinski & Brylinski, 2002).

1.4.1 Trapped ions with quantum gates

Trapped ion gates, which enable quantum logic operations to be performed by manipulating
the states of trapped ion-charged atomic particles using electromagnetic fields, are an
important and leading part of quantum computing with trapped ion qubits (Schifer et al.,
2018). Individual ions serve as qubits in trapped ion quantum computing, with the |0) and |1)
states of a qubit being represented by the various electronic states of the ions. In quantum
processes, these qubits are in control through the use of powerful laser or microwave pulses
that manipulate interactions and transitions between quantum states (Wang, 2012). Using
quantum control methods, which alter microwave pulses to strengthen the interaction’s defense
against external noise, one can increase the dependability of quantum gates. Due to their
efficient environmental isolation and sophisticated cooling methods, trapped ion gates, which
exhibit near-maximum accuracy in desired functions, can maintain their quantum states over
extended periods (Subramanian et al., 2022). Although there are different challenges, such as
integrating the required technology into a practical industrial system and increasing the
number of qubits, thanks to advanced quantum control techniques, trapped ion gates have a
phenomenal potential to scale up to a larger number of qubits (Kumar, Gill, et al., 2022).
Trapped ion technology, which has applications in other areas of quantum computing such as
quantum communication and quantum sensing, is a key component in the progression of
quantum computing from theoretical ideas to practical applications, providing the operations
required to develop and run quantum algorithms (Gale et al., 2020).

1.5 Applications

Quantum computers, which use the advantages of quantum mechanics such as superposition
and entanglement, are expected to cause groundbreaking developments in many fields and
applications. Fig. 1-4 shows some of the most important of these applications.
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¢ Quantum AI: Quantum Al aims to obtain high-performance Al algorithms by combining
the processing power of Al and quantum computing (Ying, 2010). Thanks to the high
performance of quantum computers, Al models learn faster and show high performance in
applications that require fast processing such as Natural Language Processing.
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¢ Quantum ML: Quantum ML is aimed to increase complex problem-solving capacity and
accelerate training processes by using quantum computers together with ML algorithms
(Huang et al., 2021). This means that in the future there will be applications that will use
better-optimized AI/ML models.

e Optimization: With the widespread use of quantum computers, solutions that can achieve
the target in the most efficient way will be obtained for problems such as resource
allocation and route optimization in transportation (Li et al., 2020).

¢ Quantum Research Simulations: This means that studies that require work at the atomic
level (such as chemical reactions) can be simulated using quantum computers (Daley
et al., 2022).

¢ Quantum Sensors: Quantum sensors are based on combining sensor technology with
quantum mechanics to make them more accurate and sensitive (Aslam et al., 2023). It has
great potential, especially in applications that require precise measurement, such as
magnetic field-based electric fields.

¢ Quantum Cryptography: Quantum cryptography is a technology that uses quantum
principles to ensure data security (Pirandola et al., 2008). It provides higher security than
traditional encryption methods in scenarios where two parties exchange keys, such
as QKD.

1.6 Algorithms

Quantum algorithms, such as Shor’s algorithm (which can break RSA [Rivest-Shamir-Adleman)]
encryption) for factoring integers and Grover’s algorithm for unstructured search, represent
significant breakthroughs. Shor’s algorithm demonstrates exponential speedup to classical
algorithms, while Grover’s algorithm offers a quadratic speedup for search problems (Bhatia &
Ramkumar, 2020). A modern quantum computer is a much-desired step towards achieving the
processing capability of its kind, and its revolutionary consequences would undoubtedly affect
various fields such as AI (Abdelgaber & Nikolopoulos, 2020). Quantum algorithms have been
introduced that rely on the Fourier transform, a mathematical process that facilitates the
transformation of signals between different domains, such as from the time domain to the
frequency domain or vice versa (Hales & Hallgren, 2000). The first quantum algorithm that beat
classical algorithms, which were diverse and difficult to solve, in terms of performance, was
revealed by (Shor, 2002). Among the quantum algorithms that aim to reduce the computing
power used to analyze algorithms, first, the Deutsch-Jozsa Algorithm (Gulde et al., 2003), which
focuses on faster calculations, and then the Bernstein-Vazirani algorithm, which solves the
hidden shift problem, emerged (Zhou et al., 2023).

Moreover, Simon’s Algorithm addresses the problem of finding a hidden period efficiently,
while Shor’s Algorithm is renowned for factoring integers and solving discrete logarithms
exponentially faster than classical methods (Strubell, 2011). Further evidence that quantum
algorithms are exponentially faster than classical algorithms includes Grover’s algorithm,
developed by Lov Grover, a pioneer in algorithms for quantum simulation and quantum
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Machine Learning (ML) (Shor, 2002). Grover’s algorithm is quadratically faster than classical
algorithms for searching for an item in an irregular database or unordered list. Additionally,
quantum counting algorithms and quantum optimization algorithms, which aim to minimize
optimization problems, further demonstrate the superior speed of quantum computing
(Gilyén et al., 2019).

1.7 Computational complexity classes

In classical computational theory, complexity classes, such as P and NP, categorize problems
based on their solvability and verifiability within polynomial time by deterministic and
nondeterministic Turing Machines, respectively (Abdelgaber & Nikolopoulos, 2020). In
contrast, quantum algorithms solve certain problems more efficiently than classical algo-
rithms, as demonstrated by the breakthroughs of Shor’s and Grover’s algorithms (Lo et al.,
2012). To understand these speedups, it is essential to discuss the relevant complexity classes:

e P (Polynomial Time): This class includes problems that can be solved by a deterministic
classical computer in polynomial time relative to the size of the input. These problems are
considered fast and easy to solve (Pirandola et al., 2015).

¢ NP (Nondeterministic Polynomial Time): This class includes problems for which a given
solution can be verified in polynomial time by a deterministic classical computer.
However, in general, we have not yet discovered solutions for NP-Hard problems that
can be solved in less than exponential time. Notice that no real nondeterministic computer
has been built yet; thus, these polynomial times are not believed to be attainable by
classical computers (Pirandola et al., 2017).

¢ BQP (Bounded-Error Quantum Polynomial Time): This class includes problems that can
be solved by a quantum computer in polynomial time with a probability of error that is at
most 1/3 for all instances. In other words, a problem is BQP if a quantum algorithm can
solve it in polynomial time with a probability of at least 2/3.

As such, discovering what problems can be placed in BQP and identifying their real-world
applications becomes key to unlocking the potential of quantum computing (Lucamarini
et al., 2018). For instance, Shor’s algorithm is classified into BQP, providing an exponential
speedup for factoring integers and computing discrete logarithms (Kumar, Ottaviani, et al.,
2022). Classical algorithms for these problems are believed to require superpolynomial time,
placing them in the NP class. By solving these problems in polynomial time, Shor’s algorithm
demonstrates that BQP can outperform NP for specific problems, such as breaking RSA
encryption (Pirandola, 2019).

Additionally, Grover’s algorithm provides a quadratic speedup for unstructured search
problems. While classical algorithms require O(N) time to search an unsorted array of N
items, Grover’s algorithm requires only O(v/N) time, showing that BQP can significantly
improve over P for certain problems.



12 Quantum Computing

1.7.1 Quantum key distribution

Beyond accelerating applications, quantum computing enables solutions to problems that are
impossible to solve with classical systems (Lo et al., 2012). For instance, one of the most
prominent applications of quantum cryptography is QKD, which allows two parties to
securely share a random secret key used for encrypting and decrypting messages (Pirandola
et al., 2015). QKD enables secure key exchange using quantum properties such as super-
position and entanglement (NIST, 2024). The most well-known QKD protocol is BB84,
developed by Charles Bennett and Gilles Brassard in 1984 (Pirandola et al.,, 2017). The
fundamental principles of quantum mechanics guarantee the security of QKD:

¢ No-Cloning Theorem: Creating an identical copy of an arbitrary unknown quantum state
is impossible, preventing an eavesdropper from duplicating qubits without detection.

¢ Heisenberg Uncertainty Principle: Measuring a quantum state disturbs it, introducing
detectable errors if an eavesdropper tries to intercept and measure the qubits.

These principles ensure that any attempt to eavesdrop on the key exchange will be
detected, providing a level of security that is impossible by classical cryptographic methods
(Lucamarini et al., 2018). Unlike quantum algorithms, which offer a speedup over classical
algorithms, QKD introduces a fundamentally new capability that classical computing cannot
achieve, ensuring secure communication based on the inherent properties of quantum
mechanics (Pirandola, 2019).

1.8 Software tools

IBM has released Qiskit, an open-source framework that allows users to design and run
quantum circuits on the company’s quantum computers (Burgholzer et al., 2020). Microsoft’s
Quantum Development Kit and the Q programming language offer a development environ-
ment for quantum programming, which provides resource estimation and simulation
(Mykhailova & Soeken, 2021). More recently, NVIDIA published its CUDA-Q platform
(Philippidis, 2024) for hybrid quantum-classical computing. It integrates QPUs, GPUs, and
CPUs in one system for high-performance quantum-classical computing. Among the most
famous are Google’s Cirq (Pattanayak, 2021), which aims to focus on quantum devices
facilitating the optimization and design of quantum circuits, D-Wave Ocean (Zubov et al.,
2015), which provides tools to solve optimization problems using quantum annealing, and
pyQuil (Koch et al., 2019), which supports the programming of quantum algorithms by Rigetti
on Rigetti’s quantum computers.

Quantum developers commonly provide these frameworks with open-source licenses and
an Application Programming Interface in Python to promote their solutions. These platforms
include rich features and libraries, including domain-specific applications in finance,
chemistry, and optimization, as well as quantum ML, quantum circuit design, and quantum
algorithm implementation (Gill, Cetinkaya, et al., 2024). They also facilitate hybrid quantum-
classical computing. In this way, quantum computations are integrated with classical
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processing. Furthermore, platforms like Pennylane integrate and facilitate the development of
quantum ML models that leverage the strengths of both quantum and classical computing
(Gill & Buyya, 2024). Researchers and developers can more easily apply quantum algorithms
because to Pennylane’s without interruption integration with popular ML frameworks like
TensorFlow and PyTorch. Pennylane enables the optimization of quantum circuits in
conjunction with traditional neural networks by offering tools for differentiable programming
and automatic differentiation (Gill et al., 2022). This contributes and opening the door to new
applications in areas such as finance, Al and drug discovery. As long as the field of quantum
computing continues to develop at breakneck speed, quantum software tools will strictly push
the boundaries of what is possible in bridging the gap between quantum theory and its
applications (Gill, 2024).

1.9 Application programming

Quantum computers work differently from the binary bit logic found in traditional computers
(Hidaka et al., 2023). This difference can also be seen in the algorithms and applications
created for quantum computers as discussed in Sections 1.5 and 1.6. The field of quantum
application programming covers areas such as quantum circuit programming and quantum
algorithms. Circuits exported from various quantum programming languages and tools can
run on a wide variety of simulation and quantum machines (Williams & Williams, 2011). A
few examples of such systems include Amazon Braket, Microsoft Quantum Development Kit,
Google Cirq and TensorFlow Quantum, IBM Qiskit, and Rigetti Forest.

1.9.1 Circuit programming

Quantum Circuit Programming covers the processes of designing quantum circuits that will
run quantum applications. Quantum circuits contain quantum gates, which are similar to the
logic gates used for bit operations in traditional computing (Williams & Williams, 2011), which
can be used in quantum computing to manipulate qubits (Tang et al., 2021). For examples,
Shor’s algorithm (Factorization) and Grover’s algorithm (Search Problems) are often used to
design quantum circuits (Shor, 2002) as discussed in Section 1.6.

1.10 Latest technological advancements

The principles of quantum mechanics are known to humans from the last century with
limited technological developments but generally, it has been the stuff of science fiction
movies (West et al., 2024). The rapid and real development of quantum-based devices is
observed in recent years, which opened up new areas of research. During the same time,
rapid progress made in AI with ML and space technology led to extraordinary accomplish-
ments for the whole human race (Gill, Wu, et al., 2024). Al has emerged as an essential tool
to upgrade any machine’s working in an automated way. For instance, space technology
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has been recognized in developing and launching satellites to reach out to unknown
planets and reveal the unfolding stories of the universe (Krenn et al., 2023). Today,
these developments are being unified to question how quantum computing and Al may
influence the advancement of satellites and drones into automated quantum satellites and
drones.

A modern satellite and drone system involves advanced technology including quantum
computing and Al. An automated satellite system, which can take decisions by itself, may be
very helpful for data collection from the planets, which are very far from the operating station.
Such operations require high-speed and very precise computation (Shuford, 2024). Hence,
quantum computing is an essential need for such systems to improve performance, decrease
computational costs in these satellite operations. Such quantum computations, using a
quantum computer, are performed by exploiting quantum phenomena such as superposition,
entanglement, and tunneling (Pooranam et al., 2023). Quantum computers are very fast in
solving and analysis of very complex problems for which a classical computer would take
thousands of years. Despite the acceleration and high performance, there are things, such as
the size of the quantum computer and cryogenic temperature required, that still need
attention and require improvements (Simaes et al., 2023).

Al also plays an important role in addition to designing a modern satellite and quantum
computation. The observed improvements by applying quantum computing in artificial
intelligence (known as quantum AI) are the quick resolution of complex problems,
optimization, ability to spot patterns in extremely large datasets, etc. (Tychola et al., 2023).
The use of such quantum AI techniques in satellites or drones improves efficiency and
applicability in a great manner. Quite recently, scientists have reported developing a quantum
satellite ground station, which is not only very small but also capable of sending messages
(data) anywhere in the world (Peral-Garca et al., 2024). These quantum satellites or drones
also provide ultra-high data security. Unlike ordinary satellites, the encryption methods for
data security used in such quantum satellites are based on fundamental laws of quantum
physics instead of abstract mathematics-based algorithms (Gil-Fuster et al., 2024). Therefore,
even a very fast computer cannot creak the transferring data and quantum key communica-
tion will remain intact because any attempt to eavesdrop will cause a physical change in the
message and trigger a security alert to the sender or receiver.

1.11 Summary

Quantum computing is a new paradigm that works with quantum mechanical principles
such as superposition and entanglement and offers higher performance than traditional
computing. To better understand quantum computing, this chapter provides a quick look
at fundamental concepts such as qubits’ unique properties, superposition, and entangle-
ment principles. Examining recent developments such as quantum applications, algo-
rithms, software tools, and gates highlights the potential of quantum computing for
researchers.
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