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Abstract—The scalability of Quantum Key Distribution (QKD)
networks remains a primary challenge for the realization of the
quantum internet. Although full mesh topologies offer superior
performance, their quadratic scaling of quantum links renders
them impractical for large-scale deployment. This paper proposes
a novel Hierarchical Quantum Backbone (HQB) topology that
addresses this challenge. It is being done by employing a
hierarchical architecture composed of a core ring of quantum
repeaters interconnected with distribution hubs and trusted
nodes serving end-users. A statistical simulation framework
incorporating realistic models for channel loss, latency, and
quantum bit error rate evaluates the design’s eficiency. The
performance evaluation demonstrate that HQB reduces the
number of quantum links compared to full-mesh networks. The
topology supports near-instantaneous, high-rate intra-hub key
distribution as well as metropolitan-scale inter-hub rates. This
comprehensive analysis confirms HQB as a practical, efficient,
and fault-tolerant architecture suitable for scalable quantum
network deployment.

Index Terms—Quantum network topology, hierarchical quan-
tum backbone, network scale, quantum repeaters, network
topology optimization.

I. INTRODUCTION

The emergence of quantum information marks a significant
milestone in the evolution of secure communication technolo-
gies, fundamentally transforming the landscape through the
exploitation of quantum mechanical principles [1]. Among
the various quantum technologies developed, the quantum key
distribution (QKD) has emerged as one of the most mature and
promising methods, enabling two remote parties to generate
and share a cryptographic key with security [2]. This approach
stands in contrast to conventional cryptographic algorithms,
which rely on the assumed computational complexity of
mathematical problems, such as prime factorization or discrete
logarithms [3]. QKD leverages intrinsic quantum phenomena
specifically, the no-cloning theorem and the observer effect

which ensure that any eavesdropping attempt on the quantum
channel necessarily disturbs the quantum states transmitted
[4]. Thereby being detectable by legitimate users and pre-
serving the confidentiality of the key.

Currently, point-to-point QKD systems have reached a
level of commercial availability and practical implementation,
demonstrating the feasibility of secure key distribution over
metropolitan-scale distances [5], [6]. However, transitioning
from isolated QKD links to a widespread, user accessible
quantum secured communication infrastructure remains an
outstanding challenge. The approach of deploying a full-
mesh network topology, where every user pair maintains a
dedicated quantum link, introduces prohibitive complexity [7].
Specifically, the number of required quantum channels scales
quadratically with the number of users given by w,
which rapidly becomes unmanageable as the user base grows.
This scenario entails substantial physical infrastructure de-
mands, high implementation costs, and intricate key manage-
ment challenges [8]. Limiting scalability and feasibility for
large-scale networks envisioned as the quantum internet [9].

Addressing these limitations requires adopting hierarchical
network architectures inspired by the design principles of clas-
sical telecommunications networks [10]. Such architectures
employ a two-tier approach: a robust core backbone formed
by quantum repeaters connected via long-haul quantum links,
complemented by multiple local trusted nodes acting as access
points for end-users [13]. Trusted nodes, though imposing
some security trade-offs by serving as intermediate secure
endpoints, enable practical scalability by aggregating local
user access and facilitating key routing without requiring each
user to maintain numerous direct quantum links [11]. This hi-
erarchical paradigm effectively reduces the overall link count
required to connect a large user population, making the real-
ization of wide-area quantum networks more practical [12].
This paper proposes a novel Hierarchical Quantum Backbone



(HQB) network topology designed to address these scalability
challenges inherent in quantum-secured communications [18].
The HQB architecture comprises a resilient ring of quantum
repeaters forming the core backbone, interconnected through
long-distance quantum links that provide fault tolerance and
load balancing [19]. The results underscore the potential of
the HQB to facilitate scalable quantum-secured networks,
thus contributing a viable framework to the development of a
global quantum internet infrastructure.

The main contributions of this study are summarized as
follows:

1) We proposed a novel scalable HQB architecture that
minimizes quantum link overhead by integrating a core
ring of quantum repeaters with trusted distribution hubs
and access nodes for efficient large-scale key distribu-
tion.

2) Developed a framework to assess QKD key rates and
latencies for 50 user pairs under realistic conditions,
enabling extensible and reproducible quantum network
analysis.

3) Provides a comparative evaluation of HQB and full
mesh topologies, demonstrating HQB’s superior scal-
ability and establishing its viability for quantum-secure
networks.

The rest of the paper is organized as follows. Section II,
presents an overview of the related research work. Section III,
explains the methodology presented in our study. Section IV
provides a summary of our results and performance evaluation.
Section V presents the discussion and Section VI concludes
with remarks and future work.

II. RELATED WORK

This section provides a comprehensive review of state-of-
the-art research on QKD networks, tracking the evolution
from foundational protocols and early network architectures
to modern scalable topologies.

The foundation of QKD was laid with the BB84 protocol,
marking the advent of provably secure communication based
on quantum mechanics rather than computational assumptions
[14]. Initial experimental implementations demonstrated QKD
over point-to-point fiber optic links spanning tens to hundreds
of kilometers, signifying a major milestone toward practical
quantum security. Recent advancements have emphasized the
combination of quantum repeaters with classical access layer
nodes to optimize scalability and key distribution efficiency
while ensuring security [16]. These tools facilitate the design
and validation of novel network topologies like the Hier-
archica Quantum Backbone (HQB), which integrates core
quantum repeater rings with trusted distribution hubs [15],
[18].

The HQB approach aligns with state-of-the-art hybrid net-
work models, which balance performance trade-offs with prac-
tical deployment considerations, and responds to the urgent
need for scalable quantum-secure communication systems
aligned with evolving global standards [17]. Such hybrid

topologies represent a promising pathway towards the real-
ization of a global quantum internet, with ongoing research
focusing on enhancing repeater technologies, secure node
architectures, and robust simulation tools to fully characterize
network performance and reliability [18].

III. METHODOLOGY

This section details the proposed methodology for HQB
network. To evaluate the performance, a simulation framework
was developed to model the network topology, compute end-
to-end key rates, and measure latencies. The methodology
includes network design, simulation of quantum and classical
communication, computation of performance metrics, and
comparison with a full mesh topology.

A. Network Model

The network is designed as a HQB topology, formally
defined as a graph G = (V,E) as shown in Fig 1. This
structure is composed of three specialized layers to optimize
quantum and classical communications. The foundation is the
Core Layer, which consists of four quantum repeaters (Q R; to
QR,) arranged in a ring topology and interconnected by high-
capacity quantum links, serving as the primary backbone for
long-distance entanglement distribution. Distribution Layer,
comprising four trusted-node hubs (Hubs to Hubp); each
hub is redundantly connected to two adjacent core repeaters
via quantum links, ensuring reliability and load balancing.

B. Channel and Performance Modeling

Key performance metrics, namely quantum key rate and
latency, are modeled based on fundamental principles of
quantum communication. The secret key rate for a quantum
link is modeled using an exponential decay function to account
for fiber attenuation. For a link distance d (in km), the key
rate R(d) is expressed as Eq 1.

Ry, if d <0,
R(d) = 1
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where R denotes the base key generation rate at zero
distance, o represents the attenuation coefficient of the optical
fiber, d is the transmission distance, and 7 accounts for
additional channel and detector efficiencies.

The end-to-end latency L(P) for a path P =
[v1,v2,...,vg] is modeled in Eq 2. the sum of propagation
and processing delays across all hops along the path:
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where, d; ;11 denotes the physical distance between consec-
utive nodes while ¢y represents the speed of light in the optical
fiber medium. The factor 102 is used to convert propagation
delay from seconds to milliseconds, assuming distances are
measured in kilometers. The term &;,1, corresponds to the
processing delay at node v;41, accounting for operations such
as entanglement swapping, error correction, and measurement
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Fig. 1. Overall architecture of the proposed HQB.

within the quantum network. The parameters used in the sim-
ulation are grounded in experimental QKD studies, ensuring
the model accurately reflects practical constraints such as
photon loss, detector dead times, and finite quantum repeater
capabilities.

C. Simulation Procedure

1) Topology Generation: The HQB graph G is instantiated
based on the defined hierarchical structure.

2) Pair Selection: A total of 50 random pairs of user
nodes (source, target) are selected to evaluate network per-
formance.

3) Path Finding: For each selected pair, the shortest path
is computed following the sequence: wuser — hub —
(core repeaters) — hub — user.

4) Performance Calculation: The end-to-end key rate
Rese, is determined as the minimum key rate among all
quantum links on the path. The end-to-end latency Leg., is
computed as the sum of propagation delays along each link
and the processing delays at intermediate nodes.

D. Comparative Analysis: HQB vs. Full Mesh

A key aspect of the methodology is quantifying the scal-
ability advantage of the HQB topology. Let N, denote the
number of users. For the HQB, the number of quantum links
as given in Eq 3.

g7 (3)

Simulations compare these topologies based on quantum
link counts and average inter-user key rates, demonstrating
that although a mesh offers direct links with key rates R(40

km), it is practically and economically infeasible for large IV,
unlike the HQB.

IV. PERFORMANCE EVALUATION

In this section, the performance of the proposed HQB
topology for QKD networks is evaluated through comprehen-
sive simulation-based analysis. We evaluate critical metrics
such as key generation rates, latency, network resilience, and
scalability. The assessment focuses on two primary metrics:
end-to-end secret key rates (bps) and communication laten-
cies (ms), which are critical parameters for practical QKD
deployment in secure communications. The key rate model
incorporates optical attenuation losses of 0.2 dB/km, while
latency calculations include propagation delays assuming a
fiber speed of light of 200,000 km/s and processing overheads
of 0.5 ms per non-user node. The aggregate performance over
the 50 simulated user pairs is summarized in Table I, which
presents descriptive statistic analysis for end-to-end secret key
rates and communication latencies. The values labeled 25%,
50%, and 75% represent the quartiles of the data distribution
for each metric (Key Rate and Latency).

The mean key rate of 2136.82 bps represents a balanced
overall performance of the HQB topology, while the high stan-
dard deviation of 3888.53 bps indicates significant variability
attributable to its hierarchical structure. The minimum key rate
of 20.16 bps corresponds to longer inter-hub routes exceeding
80 km over repeater-to-repeater segments, where the key rate
is shown in Eq 4.

R(d) =1000-107%2/10 . € [0.8,1.0. (4



TABLE I
DESCRIPTIVE STATISTICS ANALYSIS ACROSS 50 USER PAIRS.

Key Rate Latency
(bps) (ms)
Count 50.000000 50.000000
Mean | 2136.822445 | 2.262000
Std 3888.530679 | 0.828544
Min 20.161732 0.900000
25% 23.919895 2.300000
50% 135.990669 2.300000
75% 148.235059 3.200000
Max 9771.270347 | 3.200000

TABLE II
COMPARISON OF NETWORK TOPOLOGIES

Quantum | Avg Key Rate -
Topology | Users Links (bps) Scalability
HQB 20 12 93.463391 High
Full Mesh | 20 190 144.855741 Impossible

The median key rate of 135.99 bps and interquartile range
of 23.92-148.24 bps indicate that approximately half of
the connections, predominantly inter-hub, operate within the
100-150 bps range. This level supports low-bandwidth secure
communications such as encrypted voice calls but may require
enhancement for high data-rate applications.

The maximum latency of 3.2 ms occurs for multi-hop
inter-hub paths covering distances of up to 200 km (user-to-
hub, hub-to-repeater, repeater-to-repeater, hub-to-user), accru-
ing approximately 0.8 ms propagation delay and up to 1.5 ms
processing delay at intermediate nodes.

Table II. presents a comparative analysis of the HQB and
full mesh topologies for a network of 20 users, contextualiz-
ing the HQB’s performance advantages. The HQB topology
requires only 12 quantum links comprising the core ring and
hub connections representing a 93% reduction compared to
tl;% 190 links needed for a full mesh topology among 20 users
(29) = 190.

Scalability Analysis: HQB vs Mesh Topology
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Fig. 2. Scalability Analysis of Quantum Network Topologies

The scalability analysis as shown in Fig. 2. validates the
HQB architecture by quantifying its principal advantage: effi-
cient scalability. It compares the required number of quantum
communication links in the HQB topology against a theoreti-
cal full-mesh network as the user count increases. The results
demonstrate that HQB reduces quantum link requirements.
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Fig. 3. Efficiency Validation

Resource utilization is assessed by examining the traffic
load distribution across the HQB’s core quantum links as
shown in Fig 3. The symmetric ring topology combined
with shortest-path routing results in a balanced load across
links L1-L4, as indicated by the similar bar heights. The
low standard deviation confirms the absence of bottlenecks,
preventing local congestion and maximizing overall network
throughput, which is essential for cost-effective and high-
performance network operation.

Comparative Analysis: Topology Performance Metrics
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Fig. 4. Comparative Analysis: Topology Performance Metrics.

Topology performance metrics presents in Fig 4. a compar-
ison of the HQB topology with star and mesh architectures
across five key performance dimensions. The mesh topology
excels in raw performance and security but lacks scalability,
while the star topology is simple yet fragile and inefficient.
The HQB emerges as the Pareto-optimal solution, uniquely
optimizing scalability and robustness without significant sac-
rifice in performance or security. This analysis establishes the
HQB as the most balanced and practical design, making it the
preferred choice for near-term metropolitan quantum network
deployment.

The security analysis in Fig 5. validates the integration of
the quantum security mechanism by evaluating the impact of
the Quantum Bit Error Rate (QBER) threshold on network
operation. It highlights the trade-off between security and
availability: a lower QBER threshold enhances security by
aborting more compromised links but increases legitimate
connection failures. The standard threshold of approximately



Security Analysis: Effect of QBER Threshold
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Fig. 5. Security Analysis

11% achieves an optimal balance, maintaining high secure key
rates while minimizing link failures.

V. DISCUSSION

The simulation results of the HQB topology demonstrate
its efficiency for QKD networks. Across 50 user pairs, the
HQB achieves a mean key rate of 2136.82 bps and latency of
2.26 ms. Intra-hub connections, facilitated by classical links,
yield near-ideal performance (10,000 bps, 0.9 ms), making the
HQB suitable for localized applications such as secure IoT and
financial systems. Inter-hub paths, constrained by attenuation
of 0.2d B/km, provide key rates between 20 and 150 bps with
latencies of 2.3-3.2 ms, reflecting losses inherent to multi-hop
quantum backbones. Limitations include sensitivity of inter-
hub rates to channel loss and fixed link distances (40-80 km).
Future enhancements may incorporate advanced quantum re-
peaters, dynamic routing, and geospatial modeling to improve
inter-hub performance and applicability, reinforcing the HQB
as a scalable, quantum-secure metropolitan network solution.

VI. CONCLUSION AND FUTURE WORK

This work demonstrates the potency of the HQB topol-
ogy as a scalable architecture for QKD networks through
simulation-based evaluation. The hierarchical graph model
implemented in the network comprises a core ring of four
quantum repeaters connected via 80km quantum links, four
trusted hubs linked by 40 km quantum channels, and 20
user nodes connected classically to hubs. The HQB ad-
dresses key challenges in resource efficiency and performance
for metropolitan-scale quantum communications. The results
validate core design principles: hierarchical aggregation via
trusted hubs and a repeater backbone enables high-fidelity
intra-hub links and acceptable inter-hub throughput, support-
ing resilient QKD networks suitable for finance, IoT, and
smart city applications. Future enhancements to the HQB
topology include integrating quantum error correction tech-
niques to increase inter-hub key rates beyond 500 bps by
mitigating losses and bit errors. The introduction of dynamic
routing algorithms is expected to reduce latencies 20-30%
through adaptive path selection. Scaling simulations to net-
works that exceed 100 users with geospatial link modeling

and parallel computing frameworks will assess large-scale
performance. Additionally, implementing security measures
against side-channel attacks and incorporating post-quantum
cryptography will enhance robustness. These advances aim
to mature the HQB architecture for a practical, standardized
quantum network deployment.
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