
IEEE TRANSACTIONS ON GREEN COMMUNICATIONS AND NETWORKING, VOL. 10, 2026 2907

A Topology-Aware Quantum-Inspired Genetic
Algorithm for Secure Quantum Communication

Saumya Priyadarshini , Chandrashekar Jatoth , Member, IEEE, Rajesh Doriya , Senior Member, IEEE,
and Rajkumar Buyya , Fellow, IEEE

Abstract—Quantum communication ensures that data remains
secure from unauthorized access. Despite these advantages, this
technology faces several challenges. For instance, photons can
be lost when they go through channels, and there is a chance
of eavesdropping, that make the system not as trustworthy,
safe, and efficient. To make quantum communication systems
function effectively in the real world, we need to combine
advanced technologies like quantum error correction mechanisms
and quantum repeaters. This work suggests a unified Quantum
Inspired Genetic Algorithm (QIGA) framework that utilizes
collaborative quantum repeaters to conquer the limitations of
network links over distance. This study introduces a hybrid
optimization topology (OT) that integrates mesh, star, and ring
configurations for measurement device-independent quantum key
distribution (MDI-QKD) networks. This approach allows for
the efficient use of resources for scalable quantum communi-
cation networks. The proposed network architecture integrates
12 user nodes, a trusted node, and a single shared quantum
repeater within a hybrid topology. The repeater deployment has
been designed to support links that are longer than 52 km.
This design accommodates deployments on various scales, small,
medium, and large, while optimizing resource usage and infras-
tructure costs. We evaluated the performance and security trade
offs in quantum communication networks by optimizing three
topologies with a QIGA: ring, ring-star, and ring-star-mesh
hybrid (QIGA − OT). The optimization methodology aims to
reconcile essential performance metrics, such as the Secure Key
Rate (SKR), Quantum Bit Error Rate (QBER), channel loss,
and Merit of Quantum Efficiency (MQE). MQE functions as
a metric for evaluating trades concerning security, efficiency,
and cost-effectiveness within the network. This work presents
a novel approach for utilizing quantum-inspired in the effective
design and implementation of scalable network topologies across
numerous fields of application.

Index Terms—Network topologies, quantum teleportation,
quantum entanglement, quantum protocols, security, quantum
inspired genetic algorithm (QIGA), measurement device inde-
pendent (MDI-QKD).

I. INTRODUCTION

RECENT advancements in quantum computing have gen-
erated significant interest in technology capable of

constructing networks of quantum computers [1]. Quantum
communication is a method that makes it possible for different
quantum computers and devices to connect with each other,
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for building a quantum network [2]. The main objective of
quantum communication is to transfer photonic entanglement
over extended distances between the nodes that are involved
[3]. This technique establishes a quantum channel that pre-
serves the inherent quantum correlations of entangled particles
[4]. This channel serves as an essential resource for advanced
communication protocols, which have no classical equiva-
lents. These include quantum teleportation, which transmits
an unknown quantum state without physically transmitting
the particle, and QKD which creates and securely exchanges
keys based on quantum principles [5]. The ability to extend
entanglement over huge networks is important for making
quantum communication systems secure and flexible [6].

Quantum communication facilitates enhanced information
security unattainable through tradational communication [7],
[9]. The concepts of qubits, entanglement, teleportation, and
superposition have made this security achievable. The no-
cloning theorem hinders individuals from intercepting qubits,
and quantum teleportation ensures that communication is
secure [8], [10]. This guarantees data can be shared securely
while also making it possible to find anyone who is eaves-
dropping on the network. Researchers have shown that certain
features of quantum communication make it more secure than
classical communication [11]. These achievements have been
accomplished via free-space and fiber optic cables, demon-
strating that remote quantum communication is progressively
feasible [12]. Quantum communication networks encounter
significant obstacles in facilitating multi-user scenarios due
to inbuilt physical limitations, including decoherence, photon
loss, and the no-cloning theorem [13], [14]. The techno-
logical limitations associated with quantum repeaters, error
correction, and hardware that requires a lot of resources.
Quantum repeaters, quantum memory, generalized quan-
tum measurements, qudit, hyper-entanglement, trusted nodes,
active switching, and other technologies have helped to reach
this goal [15]. These improvements make quantum networks
work more effective and develop wider. QKD employs the
principles of quantum physics to securely transmit encryption
keys [16]. In large networks with numerous users across vast
distances, it is challenging to establish direct connections
between each pair of users [17]. The development of a global
quantum network may enable breakthrough technologies that
are currently unavailable [18]. It would make it possible for
quantum computers to be connected globally and qubits to be
transmitted instantly. In addition, such a network could greatly
improve communication security. To rectify this, QKD must
be integrated into a broader network to facilitate increased
user connectivity and extend the communication range
[19].
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Fig. 1. Ring topology network architecture conceptual diagram: The diagram
presents nodes organized in a circular configuration, establishing a continuous
closed circuit through which data packets are transmitted sequentially.

A qubit is the quantum equivalent of a classical bit that can
exist in a superposition of the two quantum states, |0〉 and |1〉
[20]. A quantum network comprises interconnected quantum
devices, such as quantum computers, sensors, repeaters, that
transmit quantum information via quantum communication
methods [21]. It includes nodes, networks, quantum repeaters,
decoherence through entanglement, and classical channels
[23]. Quantum networks can be classified as local restricted
to a single place, metropolitan extending across cities for
purposes like QKD or teleportation, and global constituting
the foundation of the quantum internet [24], [25].

The primary attributes encompass QKD protocols, including
BB84 [4], and E91 [4], which enable the secure key exchande
by identifying eavesdropper. Quantum topology investigates
the formation and interrelationship of quantum networks [26],
[27]. Examines the connections of quantum devices, such
as computers or nodes, utilizing quantum channels, such as
optical fibers or free-space networks [30]. There are several
approaches to generate these networks. One configuration is
point-to-point [22], [28], as shown in Fig. 1 as an example of
qubit based message transmission. A ring topology network
model consists of four nodes. Nodes A, B, C, and D have been
developed within the framework of quantum communication.
A loop that links each node to its adjacent ensures uniform
and consistent communication channels in this design. Each
node contains a T x and Rx as transfer and receiver for secure
message transfer via qubits. This method allows efficient qubit
transfer between any two nodes and provides a scalable frame-
work with network security, latency, and reliability. Another
configuration is star topology, wherein a central node such as
a quantum repeater interconnects multiple peripheral nodes,
rendering it advantageous for metropolitan implementations.
Mesh topology [9], connects nodes in numerous ways, offering
data in multiple ways to get from one place to another. This
makes the network more flexible and makes it easier to grow.

Hybrid topology combines quantum and classical links
to integrate with existing internet infrastructure and shared

entangled states to support advanced functions like telepor-
tation and distributed quantum computing [17], [29]. The
quantum topology provides the physical and logical foundation
for networks that regulates the implementation of quantum
communication. It affects the competence of quantum proto-
cols by influencing latency, entanglement quality, SKR and
scalability by establishing the basis of the quantum Internet
[15]. Thus playing a crucial role in the development of reliable
and efficient quantum communication systems.

The main contributions of the paper are summarized as
follows:

1) To improve network scalability and reliability, a novel
fault tolerant hybrid framework QIGA − OT , for quan-
tum communication networks, has been proposed that
combines mesh, ring, and star topologies.

2) The integration of decoy state and MDI-QKD proto-
cols enables a comprehensive evaluation of channel
noise, eavesdropping threats, security, and connection
efficiency.

3) An approach is employed to position a share repeater
at the center of extended link endpoints by minimizing
the signal loss and enhancing the SKR for long distance
quantum communication links.

4) A QIGA has been introduced using decoy state
approaches that optimize the path in the hybrid topology
and enhance the MQE.

The rest of the paper is structured as follows: Section II,
presents an overview of the related research work. Section III,
presents the methodology of the quantum communication net-
work model. Section IV, provides a performance evaluation,
followed by an analysis of the results, conclusions and future
work in Section V.

II. RELATED WORK

Due to significance in quantum communication, including
protocols, communication approaches, various mechanism like
entanglement based, QKD, Quantum Secret Channel (QSC),
Direct quantum communication, quantum repeater and long
distance, it is categorized into traditional approaches and
quantum based optimization approaches.

A. Classical Quantum Approaches

To contribute the advance study of quantum networks,
several pioneering investigations have been conducted over
the years. To provide a few instances, Chandra et al. [31]
proposed a technique for constructing Quantum Topologi-
cal Error Correction Codes by mapping classical topological
codes into the quantum theory via a classical to quantum
isomorphism. They developed classical codes utilising lattice
structures and transformed them into quantum stabiliser codes
that facilitate fault-tolerant quantum processing. In [32], the
author addressed the challenge of ensuring secure quantum
communication, to address the shortcomings of previous
methods that necessitated on comprehensive knowledge of
the network architecture. They proposed a quantum network
coding scheme that guarantees both data confidentiality and
accuracy without requiring classical communication. Their
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approach enhances traditional secure network coding tech-
niques by utilising invertible matrix operations at each node.
A scalable, fully linked quantum communication network
connecting eight users without dependence on trusted nodes
[33], [39], effectively established 28 secure quantum key
distribution links via a single entangled photon source. The
passive multiplexing via wavelength filters and beam splitters,
requiring minimum hardware only one fibre and two detectors
per user providing superior scalability and practical application
compared to previous methods.

In the presence of powerful quantum adversaries,
Bullock et al. [34] investigated covert communication across
lossy thermally generated bosonic channels. They established
the highest possible covert rate of transmission and showed
that modulation using QPSK with coherent states performs
better than BPSK. This research provides a robust and
pragmatic basis for undetected quantum communication, sur-
passing previous classical techniques [35], [37]. The author
present a 4, 600 km quantum communication network, inte-
grating a 2, 000 km fibre network with more than 700 QKD,
links and two satellite-to-ground QKD links, achieving a
key rate of 47.8 kbps, 40 higher than previous outcomes.
It makes use of distant and twin-field QKD innovations and
is based on fundamental QKD frameworks. Chen et al. [36]
analyzed the quantum communication capacity of complex
quantum networks using an information-theoretic framework,
with particular emphasis on the influence of node density
and underlying network architecture. In parallel Li et al.
[42] proposed an enhanced framework for establishing remote
entanglement in quantum lattice networks, where each inter-
node connection is subject to capacity limitations.

Quantum decoherence limits require QoS [22], for delay
and entangled distribution rates. They detect constraints in
quantum network protocols, specifically their inability to sup-
port different network topologies [41]. Granelli et al. [45]
integrate quantum and traditional communication networks for
QKD and distributed quantum computing. The author in [25],
discussed about how to keep end-to-end entanglement fidelity
in quantum networks, which is necessary for things like QKD.
The protocols that are currently in effect often are unsuc-
cessful because interference is included during entanglement
swapping. They proposed a greedy algorithm to resolve this
issue and enhance resource allocation among numerous source
destination pairs. Analysis of the simulations demonstrated
that throughput, fidelity, and overall resource utilization were
all superior than those were with conventional approaches.
Illiano et al. [47] examined the challenges encountered when
attempting to implement classical Internet protocols on quan-
tum networks [43]. They said that basic quantum principles,
such as the no-cloning theorem, superposition, and entangle-
ment [44], render traditional methods, such as data replication,
useless. To solve the problem [23], the author advised
altering the quantum protocol stack to enable entanglement-
based secure communication and quantum teleportation. This
restructuring should make quantum networks work more effec-
tively by allowing new connections and making it easier to
allocate and route resources. These improvements are neces-
sary for the quantum internet to work [21].

Wang et al. [48] further contributed by demonstrating that
the twin-field (TF-QKD) protocol enhances the efficiency and
range of QKD. They were able to send secure quantum
keys over an 833.8 km optical fiber, setting a new record
for network loss tolerance of more than 140 dB. This work
directly addresses the exponential reduction of key rates
caused by network loss over long distances, thereby pushing
the fundamental limits of scalable QKD implementations. The
study addresses receiver-end concerns that slow application
performance such as video conversations and reduced SKR
[49], detector efficiency, and data processing. They use a
single-decoy state to simplify the BB84 protocol, improve
sifting, and secure key transfer over ultra-low-loss optical
fibers. Shen et al. [50] introduce a quantum teleportation
system that addresses the challenges of achieving high-fidelity,
high-rate quantum teleportation over metropolitan distances.
They suggest a solution utilising a high-efficiency time-bin
entangled photon source. Chawla et al. [51] discussed two
directly connected quantum network nodes can communicate
securely using a quantum walk protocol. The necessity for
secure, high-fidelity quantum communication [38], channels
for effective long-distance communication and quantum com-
puting is discussed in the paper. Zhang et al. [52] investigate
how fiber-friendly LNOI micro-waveguides might enhance
nonlinear photonics for regular and quantum applications. Due
to poor signal connection and complex manufacture, thin-film
lithium niobate (TFLN) makes it difficult to build excellent,
scalable devices. Shi et al. [53] describe a star shaped con-
tinuous variable quantum teleportation infrastructure with one
central station and numerous user nodes. They generate and
convey many entangled signals of light from a compressed
light source using optical controllers and the frequency combs.

B. Quantum Inspired Optimization Approaches

Howe et al. [54] investigate the mechanics of entangle-
ment within the quantum network system. They concentrate
on the issue of an entanglement diminishing during trans-
mission due to noise and interference, which impacts the
efficacy of flexible quantum systems. The progress in the
field of quantum photonics [55], by showing experimentally
that time-bin and energy-time entanglement can be achieved
without the post-selection loophole, using a chip-based device.
Their main point is that using classical methods on standard
setups for creating this type of entanglement can trick them
into giving false quantum results, which makes quantum
communications [40], [57], less secure. Yang et al. [56]
discussed that entangled photons are transferred between
users, and the noise keeps their quality high even after vast
distances. Their investigations demonstrated that entangled
photons retained over 85% quality after 300 km, enabling
secure direct communication between all users. Saad et al.
[58], proposed a quantum-inspired genetic algorithm (QIGA)
for the Resource-Constrained Project Scheduling Problem
by integrating quantum concepts (Qubits, superposition, and
quantum gates) to improve exploration and avoid premature
convergence. The algorithm employs quantum initialization,
specialized crossover and mutation, and a serial schedule
generator to maintain feasibility. It demonstrated competitive
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performance against others. The study suggests future work on
incorporating quantum interference and further hybridizations
for enhanced scalability. Xu et al. [59], propose a novel
hybrid optimization framework for designing planar multilayer
photonic structures. This strategy innovatively combines a
QIGA with a machine learning surrogate model specifically a
Random Forest (RF) regression model within an active learn-
ing scheme. The QIGA enhances the performance of classical
GA by integrating quantum mechanical principles, resulting
in faster convergence and greater algorithmic robustness. The
study [60], introduces a comprehensive hybrid meta-heuristic
suite. In order to advance the discipline, it integrates GAs
with quantum-inspired computing to expand search capabil-
ities. It utilizes reinforcement learning to adjust parameters
throughout the process and implements error-correcting codes
to manage system faults. Adopts dynamic resource allocation
to improve energy efficiency, and incorporates deep reinforce-
ment learning to strategically direct the search process. Novel
hybrids with QIGA are evaluated using a Quantum-inspired
Benchmarking Framework. Thus, laying the groundwork for
next-generation dependable and efficient quantum communi-
cation systems. The primary research [61], examines QIGAs,
which constitute an innovative methodology in evolutionary
computing. The research suggests utilizing quantum physics
concepts, such as superposition and interference, to improve
the efficiency of GAs. This study is primarily theoretical,
emphasizing core principles and contrasting quantum-based
genetic algorithms with classical ones. The research conducted
by Lin and Waller [62], represents an important step forward
in QIGAs. These algorithms use qubits to encode data and take
advantage of superposition and probabilistic convergence. This
lets them search complex solution spaces more thoroughly and
effectively than standard GAs. The study introduces a floating-
point encoded QIGA for the dynamic transportation network
design problem, expanding this new area. The method exceeds
classic GAs on well-known reference networks while requiring
fewer computing resources, such as smaller population sizes.
Quantum-inspired methods can solve complex infrastructure
planning optimization problems, according to the research.

Therefore, prior research efforts aimed at designing optimal
communication networks for secure data transmission particu-
larly those emphasizing end-to-end entanglement distribution
through resource allocation and quantum operations often
reveal constraints in scaling to large-scale quantum networks
and in providing reliable, guaranteed service levels.

III. METHODOLOGICAL FRAMEWORK

This work suggests an optimization framework based on a
QIGA to solve the problems of getting secure and scalable
QKD across metropolitan-area networks. The method finds
good hybrid network topologies that mix ring, star, and mesh
structures and are specifically made for MDI-QKD. The frame-
work enables dependable, long-distance secure key generation
by integrating quantum repeaters on links that surpass the
maximum transmission range and employing a trusted node
for Bell-state measurements.

In this section, we propose a QIGA − OT framework
in Fig. 2 to establish a reliable and efficient quantum

Fig. 2. The visualization of a hybrid quantum network framewok optimized
by quantum inspired genetic algorithm(QIGA): A Quantum-Inspired Genetic
Algorithm (QIGA) enhances a centrally located trusted node (T), a shared
repeater (R1), and a quantum network with 12 users. The hybrid topology
enhances Secure Key Rate (SKR) and robustness by using dashed mesh links
for optimal redundancy, red star links for central communication via T, and
black ring links for cyclic connectivity. QIGA optimizes the Merit of Quantum
Efficiency (MQE) by removing extended linkages through R1 and establishing
robust mesh connections by achieving a balance between exploration and
utilization. To improve security and resilience, each user is linked to an
individual repeater, switch, firewall, data center, and communication line.

communication network that ensures optimal performance and
stability. Creation of physical models of MDI-QKD links,
network setup with trusted nodes and repeaters, evolutionary
optimization, and network testing under normal and eavesdrop-
ping conditions are the steps. Repeaters for networks beyond
a transmission threshold regulated by a central trusted node
simplify long-distance secure key distribution.

The proposed framework is structured into six sequen-
tial stages, are mentioned as: Hybrid Quantum Network
Modeling and Node Deployment, Physical-Layer MDI-QKD
Channel and Device Modeling, Decoy-State Parameter Esti-
mation via Linear Programming, SKR Computation and
Security Evaluation, Hybrid Topology Optimization using
QIGA, Multi-Criteria Performance Evaluation and Result
Analysis. First, a hybrid quantum network model is created
by deploying user nodes, a trusted node, and repeater nodes
in a two-dimensional area. The distances between the nodes
are calculated, subject to constraints on the maximum link
length. Second, a thorough physical-layer MDI-QKD model
is designed to accurately represent quantum communication
links, accounting for optical channel transmittance, photon
statistics, detector efficiency, dark counts, and misalignment
errors. Third, decoy-state parameter analysis is performed
using linear programming to securely bound the single-photon
yield Q1 and error rate e1, thereby ensuring unconditional
security guarantees for MDI-QKD. Fourth, the SKR as R and
QBER are calculated using these parameters under both nor-
mal and eavesdropping condition, facilitating rigorous security
assessment. Fifth, QIGA optimizes the hybrid network topol-
ogy by encoding ring, star, and mesh configurations, adaptively
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evolving populations of candidate solutions, and repairing
infeasible long-distance links via trusted nodes and repeaters.
Finally, the optimized topology is evaluated using a multi-
criteria performance metric MQE, framework that jointly
optimizes SKR, QBER, transmission loss, and infrastructure
cost. Convergence analysis and visualization demonstrate the
approach’s effectiveness and robustness.

As a result, communication loss is reduced, network scala-
bility is increased, and eavesdropping resistance increases. The
suggested framework uses robust error correction mechanisms
and dynamic topology adaptation to achieve high efficiency
while ensuring secure key generation. QIGA − OT frame-
work comprises user nodes, a central trusted node, and a
shared quantum repeater to support long-distance connections
exceeding 52 km. Quantum repeaters minimize photon loss
and decoherence in distant connections by entanglement swap-
ping and purification. Error-correction strategies facilitate low
QBER, support multi-hop QKD, and sustain a viable SKR
[1], [15]. A firewall is installed at the conventional interface to
secure the control and key management channels against unau-
thorized access, denial-of-service attacks, and side-channel
vulnerabilities that may affect the integrity of the quantum
link [28]. Additionally, a unified switching system enables
dynamic routing [46] and efficient interoperability across
quantum and traditional channels, enhancing data transmission
across various topologies. This incorporates cyclic pathways
in ring networks, the centralized hub of star networks, and
the interconnected structure of mesh networks, consequently
diminishing latency and enhancing throughput. The data center
in the network core accommodates QKD servers and tradi-
tional storage systems to oversee entangled states, authenticate
users, and facilitate centralized data aggregation across all
linked nodes.

Let the set of nodes be defined as User1, User2, . . . ,
UserN, representing the endpoints requiring secure quantum
communication; a trusted node T serving as a MDI − QKD
center; and the repeater node set R = {R1,R2, . . . ,Rk}, which
facilitates long-distance quantum communication through
entanglement swapping. The trusted node facilitates QKD
operations, enables multi-hop relaying, and supports network
management. The physical distance between any two nodes
i and j is determined by the Euclidean metric. A physical
constraint is imposed through the maximum permissible fiber
distance dmax, which represents the practical limit for direct
MDI-QKD implementation. This constraint emerges from the
exponential attenuation of quantum signals in optical fibers,
where transmittance follows Equation (1), with α being the
attenuation coefficient and d the transmission distance. When
the direct distance between two user nodes exceeds dmax, the
resulting signal loss renders secure key generation infeasible.

To address this limitation, a link repair mechanism is
implemented. For any user pair (Ui,U j), where the distance
di j > dmax, the direct link is replaced by a two-hop path
through an intermediate node I ∈ {T } ∪ R. The intermediate
node selection must satisfy the distance feasibility conditions.

η(d) = 10−αd/10 (1)

I∗ = arg min
I∈Ifeasible

�
di,I + dI, j

�
(2)

Equation (2). selects the optimal intermediate node I∗ from
the set of feasible nodes such that the total path length
from node i to node j via I is minimized. Specifically, it
identifies the trusted node that yields the shortest two-hop
distance, thereby enhancing link feasibility and transmission
efficiency. This repair strategy dynamically transforms the
network topology, ensuring all quantum links remain within
the physical limitations of the quantum channel while pre-
serving network connectivity. The trusted node T serves as
the primary repair candidate due to its central positioning
and MDI-QKD capability, while quantum repeaters R provide
alternative routing for geographically distributed user pairs.
This hybrid approach extends the network’s operational range
beyond direct point-to-point quantum communication limita-
tions, enabling scalable deployment over large scales. Direct
communication among users is infeasible due to the limitations
imposed by quantum channel losses and decoherence at long
distances. Therefore, intermediary trusted nodes are required
to facilitate secure and reliable communication. This network
architecture enables the assessment of relay positioning effi-
ciency, routing protocols, and secure key rate performance in
practical long-distance quantum communication scenarios.

The physical layer of the hybrid quantum network employs
MDI-QKD to achieve device independent security against
detector side channel attacks. Each user terminal utilizes weak
coherent pulse sources operating in the decoy state, where
photon emission statistics follow a Poisson distribution as
shown in Equation (3).

P(n | µ) =
µne−µ

n!
(3)

It represents the Poisson photon-number distribution, giving
the probability of emitting n photons from a weak coherent
source with mean photon number µ and is widely used in
QKD systems to model practical laser sources. In MDI-QKD,
quantum states from two users are transmitted to a central
untrusted node for joint measurement. The conditional yield
for an (n,m)-photon pair is given in Equation (4).

Ynm = Yphoton + Ydark + Ybaseline, (4)

The overall yield Ynm comprises three independent contribu-
tions as mentioned in Equation (5). photon-induced detections
(Yphoton), false detections from detector dark counts (Ydark), and
baseline noise (Ybaseline). This decomposition enables accurate
modeling of signal and noise effects in practical quantum
communication systems.

Yphoton = pBSM
�
1 − (1 − ηA)n� �1 − (1 − ηB)m� , (5)

Ydark = pdark(ηA + ηB), Ybaseline = p2
dark. (6)

Yphoton gives the probability of successful Bell-state mea-
surement from n and m photons arriving with channel
efficiencies ηA and ηB, Ydark models spurious detections
due to single-detector dark counts and Ybaseline accounts for
simultaneous dark counts, representing the system’s constant
background noise floor. This comprehensive yield model
enables accurate estimation of MDI-QKD performance under
practical experimental conditions, accounting for both signal
dependent and signal-independent noise sources. The model
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provides the foundation for subsequent decoy-state analy-
sis and SKR calculation within the optimisation framework.
The decoy-state method includes the cornerstone of usable
MDI-QKD performance, enabling rigorous analysis of single-
photon parameters essential for unconditional security proofs.
This technique employs multiple intensity levels, typically
signal (µ), decoy (ν), and vacuum (ω = 0) states to distinguish
single-photon contributions from multi-photon components in
the quantum channel.

Qi j =

∞X
n,m=0

P(n|µi)P(m|µ j)Ynm, (7)

The overall gain Qi j is expressed in as the weighted sum
of yields Ynm over all photon-number pairs, where the weights
correspond to the Poisson emission probabilities of sender and
receiver with mean photon numbers µi and µ j. In decoy state
QKD protocols, such as decoy state BB84, security analysis
depends on estimating the single-photon yield Y11 and single-
photon error rate e11 to derive finite secret key rate bounds
against eavesdropping as shown in Equation (9). The decoy
state approach employs multiple signal intensities to statisti-
cally isolate multi-photon contributions, yielding tight bounds
on these parameters. The observed gain Qi j for intensity pair
(µi, µ j), where µi and µ j denote the mean photon numbers
of sender’s and receiver’s pulses where P(n|µi) represents the
Poisson probability of n photons given intensity µi, and Ynm is
the yield for n-photon pulses from sender and m-photon pulses
from receiver. Similarly, the observed QBER Ei j for intensity
pair (µi, µ j) is given in Equation (8).

Ei j =

P∞

n,m=0 P(n|µi)P(m|µ j)Ynmenm

Qi j
, (8)

where, enm denotes the error rate for the (n,m)-photon pair.
To ensure security, the lower bound on the single-photon

yield YL
11 is obtained via linear programming minimization

under worst-case constraints from observed data:

YL
11 = min Y11, (9)

Equation (10). states that the observed gain Qi j for intensity
pair (µi, µ j) is exactly reproduced by the weighted sum of
photon-number yields Ynm, where weights correspond to Pois-
son probabilities P(n|µi) and P(m|µ j) for sender and receiver
emitting n and m photons, respectively. The constraint ensures
physical validity, as Ynm represents the conditional detection
probability given n and m photons sent, which must lie
between 0 (no detection) and 1 (certain detection).

∞X
n,m=0

P(n|µi)P(m|µ j)Ynm = Qi j, 0 ≤ Ynm ≤ 1 (10)

The infinite summation is truncated to finite photon terms
(e.g., n,m ≤ 3 or higher, depending on intensities), as higher-
order contributions become negligible due to the Poisson
distribution tail. The upper bound on the single-photon error
rate is given in Equation (11).

eU
11 =

S U
11

YL
11
, 0 ≤ enm ≤ 0.5 (11)

where, S U
11 = max(Y11e11) is obtained via separate linear pro-

gramming maximization, and YL
11 is the previously computed

single-photon yield lower bound. The asymptotic S KR for the
MDI-QKD protocol is evaluated using:

R = PZ
�
YL

11

�
1 − H2(eU

11)
�
− fECQµµH2(Eµµ)

�+
, (12)

where, [x]+ = max(x, 0) ensures non-negativity. The term
PZ denotes the probability that sender and receiver select
the Z-basis (key-generation basis), with successful Bell-state
measurements. This expression formalizes the quantum com-
munication trade off of information gain versus leakage cost.
YL

11[1−H2(eU
11)] quantifies the secure information content from

single-photon pair events, where YL
11 is the lower bound on the

conditional probability of successful Bell-state measurement
given single-photon transmission by both parties, and eU

11 is
the upper bound on the single-photon QBER. Thus, H2(eU

11)
quantifies the information per bit eavesdropper could possess
about the key due to errors. fEC quantifies the information cost
of classical error correction efficiency. Here, Qµµ is the success
probability and Eµµ is the overall QBER, both measured in
the key-generation basis. H2(Eµµ) approximates the minimum
error-correcting information sender must publicly reveal to
assist receiver’s raw key correction. The efficiency factor
fEC ≥ 1 accounts for non-ideal real-world error-correcting
codes. This product is subtracted, as the disclosed informa-
tion is fully accessible to eavesdropper. The binary Shannon
entropy is defined in Equation (13).

H2(x) = −x log2 x − (1 − x) log2(1 − x). (13)

This measures the uncertainty of a binary random vari-
able. Security is evaluated by modeling eavesdropping via
degraded channel visibility and elevated error rates, testing
R robustness against adversarial intervention. This determines
tolerance thresholds such as maximum tolerable loss or QBER
beyond which the key rate vanishes conclusively demonstrat-
ing the protocol’s practical security limits. To overcome the
computational complexity of global-scale MDI-QKD network
design, a hybrid QIGA optimizes network topology. QIGA
uses probabilistic qubit representation to efficiently explore a
huge configuration space, compared to classical GAs, which
employ deterministic binary strings. Every network topology is
preserved as a multiqubit quantum chromosome. Mathematical
representation of qubit [41], is represented in Equation (14).

|ψ〉 = α|0〉+ β|1〉, |α|2 + |β|2 = 1, (14)

where, |0〉 and |1〉 signify mathematical basis states, and the
complex values α and β relate to standardization constraints.
This superposition enables simultaneous encoding of both
binary states (0 and 1) with probabilities |α|2 and |β|2. For
topology optimization, each qubit represents link presence /

absence or node type assignment, allowing parallel represen-
tation of multiple configurations. During evaluation, each qubit
undergoes quantum measurement, collapsing probabilistically
into a classical binary value (0 or 1) according to squared
amplitude magnitudes |α|2 and |β|2. This yields a classical chro-
mosome instance for fitness assessment, incorporating metrics
from prior particularly total SKR (summed across user pairs),
network cost, and physical-layer constraints. To evolve the
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population toward optimal solutions, quantum chromosomes
are updated via quantum rotation gates. For a single qubit, the
update applies the rotation matrix as given in Equation (15):�

α′

β′

�
=

�
cos θ − sin θ
sin θ cos θ

� �
α
β

�
, (15)

where, θ is the rotation angle, with magnitude and sign adap-
tively determined from current solution fitness and the global
best. This systematically adjusts probability amplitudes to
favor high-fitness configurations in subsequent measurements.
To mitigate premature convergence, stagnation detection mon-
itors fitness progress across generations. Upon identifying a
converged defined by a threshold number of iterations without
improvement, systematically increases the rotation angle mag-
nitude |θ| to amplify exploration and diversify the quantum
population. A key physical constraint in quantum networks
is the maximum transmission distance dmax, beyond which
channel loss renders secure key distribution infeasible.

The process concludes by using a broad multi-criteria
decision framework to assess QIGA’s solutions and confine
the optimum hybrid quantum network topology. This is fea-
sible because a weighted fitness function balances efficiency,
security, physical accessibility, and economic viability. The
fitness F of a candidate network topology is computed as
Equation (16).

F = w1 log10(Ravg) − w2 · QBERpen

− w3 · Lnorm − w4 ·Cnorm (16)

where w1,w2,w3,w4 > 0 are weighting coefficients reflecting
design objective priorities with

P
wi = 1. Performance Factor

(w1 log10(Ravg)) main goal is to optimize the network’s oper-
ational throughput.

Ravg denotes the average secret key rate per user pair.
The average key rate Ravg against penalties from the QBER,
transmission loss, and system cost., as shown in Equation (17).

QBERpen =
X

i

max(0, Ei − Eth)2, (17)

The QIGA−OT encourages to improve the fitness function
F as effective as it can be. The candidate topology that
yields the maximum F post-convergence is selected as the
optimal hybrid quantum network architecture. This thorough
evaluation framework ensures that the final design meets the
requirements of high key generation, unconditional security,
technical feasibility, and cost efficiency at the same time. This
enables global quantum network scaling.

MQE is utilized to assess the efficiency of each communi-
cation channel. This statistic encompasses numerous essential
parameters, including the SKR, QBER, overall signal attenua-
tion, and connection cost. The allocation of each component’s
contribution to the MQE score is weighted as detailed as
follows: 50% is assigned to SKR, reflecting its primary impor-
tance; 20% to QBER; 25% to signal loss; and the remaining
5% to link cost.

The introduction of quantum repeaters, while essential for
enabling long-distance communication, inevitably increases
system complexity and deployment cost. To account for this
effect, the weight assigned to the link cost metric is elevated.

Specifically, when a single repeater is employed, the cost
weight is increased to 7%. After normalizing the weights to
ensure a total of 100%, the adjusted values are obtained as
49.02% for SKR, 19.61% for QBER, 24.51% for channel loss,
and 6.86% for link cost.

Fig. 2 illustrates an effective optimization technique as
QIGA used for a robust quantum communication network. The
proposed QIGA initializes qubits in equal superposition using
hybrid topology connections and quantum chromosomes. This
method minimizes communication losses and maximizes SKR
in QKD systems due to topological and physical restrictions. A
network topology is uniquely represented by each QIGA can-
didate solution in the optimization framework. By iteratively
finding the shortest links, the quantum initialization method
creates population ring pathways with near optimum cycles.
Low-loss initial solutions, reduced channel loss, and reduced
quantum repeater reliance result from this initialization.

For each communication link, essential parameters such as
distance, optical loss, QBER and SKR are evaluated based on
the BB84 protocol. These parameters are then integrated into a
unified performance measure, termed as MQE, which incorpo-
rates SKR, QBER, total channel loss, and link cost. This metric
provides a comprehensive benchmark for assessing network
quality and supports the design of scalable, high-performance
quantum networks suitable for practical deployment.

The process of identifying significant metrics for each indi-
vidual link is detailed, and the resulting data are aggregated to
evaluate the system as a whole. It calculates the overall signal
attenuation, the average SKR, QBER, and the total expense
of the links. Employing these factors, it computes MQE, a
composite metric that evaluates the trade-offs between secu-
rity, efficiency, and infrastructure costs. This comprehensive
methodology enables a precise assessment of the network’s
effectiveness for quantum-secure transmission. Sum of all
link loss implies cumulative signal degradation. Averaging the
SKR and QBER values over all established links gives an
overall assessment of secure key generation efficiency and
communication dependability. The link cost comprises the
network complexity, which is the total amount of links plus
twice the number of repeaters.

MQE = w1 · avg skr − w2 · avg qber
− w3 · total loss − w4 · link cost (18)

MQE analyzes network quality by focusing enhanced SKR
and diminished QBER, loss, and expense. where w1,w2,w3,w4
are predefined weights that represent the relative significance
of each factor as shown in Equation 18. This transforma-
tion reduces the complexity of the optimization process by
reformulating the inherently multi-objective problem into a
single-objective framework. Facilitating direct optimization
while incorporating the relative significance of each contribut-
ing factor. The quantum communication network structure
is optimized using QIGA as shown in Algorithm 1. QIGA
integrates with a MDI-QKD physical layer to optimize the
topology of a hybrid quantum communication network. The
network comprises end-users, quantum repeaters, and a central
trusted node. The main objective is to maximize the SKR,
minimizing the QBER, channel loss, and cost. Initially, the
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Algorithm 1 QIGA-Based Hybrid MDI QKD Network Opti-
mization With Trusted Node and Repeaters

Input: Number of users U, deployment area A × A, maximum
link distance Dmax, QIGA parameters (P,G, θmin, θmax),

MDI-QKD physical parameters {α, ηd, pdark, µ, ν, fec}.
Output: Optimized hybrid topology T; best fitness value F
STEP 1: INITIALIZE USER SET U = {u1, . . ., uU } UNIFORMLY AT
RANDOM IN THE DEPLOYMENT AREA A× A
Place trusted node T at the geometric center of the deployment
area A× A
Compute distances di j; insert repeaters R for di j > Dmax
Compute pairwise distances di j = ‖xi − x j‖2
Insert repeater nodes R for all pairs (i, j) with di j > Dmax
Encode each candidate topology as a quantum chromosome of
length Nq
STEP 2: QUANTUM POPULATION INITIALIZATION
Initialize |ψ(0)〉 =

NNq
k=1

1
√

2
(|0〉+ |1〉)

g← 1, F? ← −∞

while
g ≤ G do
Measure each quantum chromosome to obtain a binary
population
Decode each chromosome into a hybrid topology
(ring/star/mesh) links
for each link (i, j) do

if di j ≤ Dmax then
Retain direct link

else
Select intermediate node k ∈ {T } ∪R s.t. dik ≤ Dmax, dk j ≤

Dmax
end if

end for
STEP 3: EVOLUTIONARY OPTIMIZATION
Evaluate each MDI-QKD link (i, k, j)
Compute channel transmittances:
ηi = ηd10−αdik/10, η j = ηd10−αdk j/10

Estimate Qµaµb , Eµaµb ; bound YL
11, eU

11 via decoy-state LP
Compute secret key rate
R = PZ[Y11(1 − H2(e11)) − fecQµµH2(Eµµ)]

Aggregate average SKR R̄, average QBER ē, average loss L̄, and
cost C
Compute fitness
F = w1 log(R̄) − w2ē − w3L̄ − w4C
if F > F? then

F? ← F, T ? ← current topology
end if
Update quantum amplitudes toward the best solution:
for each qubit k = 1toNq do�

α′k
β′k

�
=

�
cos θ − sin θ
sin θ cos θ

� �
αk
βk

�
end for
Adapt rotation angle θ dynamically based on convergence
behavior
STEP 4: RETURN OPTIMIZED SOLUTION
return T ?, F?

algorithm deploys UU end-users uniformly at random within
a square area of size A × A and positions the trusted node at
the center. Quantum repeater nodes are inserted along links
exceeding the maximum permissible distance Dmax, ensuring
hardware-compliant connectivity. Candidate network topology
is then encoded as a quantum chromosome, represented by a
string of Nq qubits with probability amplitudes αk and βk that
determine the collapse probabilities to states 0 or 1.

In quantum population phase, the algorithm initializes a
population of quantum chromosomes by setting each qubit to
the uniform superposition state 1√

2
(|0〉+ |1〉). This superposi-

tion ensures equal probability for all classical binary strings
upon measurement, enabling quantum parallelism to represent
a vast space of candidate network topologies. Concurrently,
the generation counter g is set to 1 and the global best fitness
value F? is initialized to −∞, preparing the system for iterative
optimization. Topologies are validated by retaining direct links
only if the node distance di j ≤ Dmax; otherwise, feasible two-
hop MDI-QKD links are constructed via intermediate nodes
satisfying distance constraints. Fitness is evaluated using a
comprehensive MDI-QKD model: for each link (i, k, j), chan-
nel transmittances ηi and η j are computed, decoy-state analysis
via linear programming provides bounds YL

11 and eU
11, and the

secret key rate Ri j is derived. Network-level metrics average
SKR R̄, QBER ē, loss L̄, and cost C are aggregated into the
weighted fitness function F = w1 log(R̄) − w2ē − w3L̄ − w4C.
Superior solutions update the global best F?. The quantum
population evolves via rotation gates, where each qubit state
[αk, βk]T rotates by angle θk, dynamically biasing amplitudes
toward elite solutions. Upon completion of G generations, the
algorithm terminates and outputs the optimized hybrid network
topology T? and its corresponding maximum fitness value
F?. This solution optimally balances high secret key rate, low
quantum bit error rate, minimal channel loss, and deployment
cost. The key innovation lies in the joint optimization of
network topology and MDI-QKD physical parameters. The
QIGA framework enables efficient global exploration of the
large discrete solution space, while the integrated decoy-
state MDI-QKD model ensures physically realistic and secure
designs against practical attacks.

QIGA simulates quantum parallelism using a population-
centric optimization method, where in greedy initialization
prioritizes shorter-distance connections. The implementation
of a ring topology ensures complete network connectivity,
making very appropriate for QKD systems. The fitness func-
tion, grounded in the MQE, equilibrates security (minimizing
QBER), performance (maximizing SKR), and resource effi-
ciency (minimizing optical loss and link cost). To evaluate
topology, the function is intended to determine the perfor-
mance of a specified network architecture under eavesdropping
and normal, as shown in Table I. For every link between
two nodes, the function computes the physical distance using
a pre-computed matrix. SubsequentLy, by using the BB84
protocol, the function evaluates the QBER and SKR. The
hybrid topological framework integrates mesh (short secure
links), ring (cyclic connectivity), and star (centralized via T)
to enhance the secure key rate and resilience. The opti-
mized hybrid topology, comprising 22 links, demonstrates
robust performance under normal channel conditions while
revealing characteristic vulnerabilities in the presence of an
eavesdropper. These results validate the hybrid architecture’s
high key rates and low QBER in trusted environments while
demonstrating the expected security compromise against active
interception. Thus emphasizing the significance of constant
monitoring and post-processing improvements for practical
implementation.
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TABLE I
COMPARISON OF OPTIMIZED TOPOLOGIES (EAVESDROP=TRUE AND EAVESDROP=FALSE)

TABLE II
RING TOPOLOGY

QIGA offers significant advantages over conventional GA
for optimizing hybrid MDI-QKD network topologies. Unlike
GA’s fixed binary or real-valued chromosomes with ran-
dom crossover and mutation, QIGA employs probabilistic
qubits in superposition, enabling a single individual to encode
multiple solutions simultaneously and achieving exponen-
tially higher population diversity with fewer individuals.
This approach facilitates more thorough exploration of com-
plex, multimodal search spaces. Additionally, QIGA utilizes
quantum rotation gates for deterministic, guided updates of
probability amplitudes toward optimal solutions, providing
superior exploration-exploitation balance, faster convergence,
and reduced risk of premature local optima entrapment com-
pared to GA’s stochastic operators. Consequently, QIGA
delivers superior solution quality in fewer generations for
multi-objective optimization of secret key rate, error rate, loss,
and cost. The method reduces the need for broad links through
R1 and increases reliability via mesh connections.

IV. PERFORMANCE EVALUATION

A. Experimental Setup

The experiment model a quantum network that includes a
hybrid topology, optimized via QIGA. We have proposed a
model in Python 3.10 utilizing Matplotlib on a system using
an Intel(R) Xeon(R) Gold 6248R CPU operating at a speed
of 3.00 GHz (with 2 processors) and 128GB of RAM. The
system operates on a 64-bit operating system and utilizes
Python version 3.12.4. The experimental setup simulated a
quantum network over a 100 × 100 km area with 12 user
nodes randomly placed, one central trusted node T at the
centroid (50,50) km. A single shared repeater R1 dynamically
positioned at the centroid of 3 identified long links exceeding
52 km to minimize infrastructure while segmenting distances.

The QIGA-optimized hybrid MDI-QKD topology derived
using 100 generations and a population size of 40. Decoy-state
MDI-QKD parameters comprised 0.2 dB/km loss, 10% detec-
tor efficiency, and eavesdropping simulated at 0.85 visibility.

Fig. 3. Convergence history of the proposed QIGA illustrating optimization
performance for hybrid MDI-QKD network.

Fig. 4. Visualizing Optimized ring topologies of a multi-user quantum
network (Green link: direct QKD connection, Red dot: User, R1: Repeater,
Blue dot: Trusted node, Dashed blue link: communication established via the
trusted).

Fig. 5. Visualizing optimized ring-star topologies of a multi-user quantum
network (Green link: Physical link, Red dot: User, Blue dot: Trusted node,
Dashed blue link: Logical ring path).

As detailed in Table IV, the topology features 22 links, with
a total loss of 99.41 dB. Under normal conditions, it yields
an average SKR of 7.16 × 10−4 bits/pulse, QBER of 0.054,
and MQE of 2.265. Under eavesdropping, the SKR decreases
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Fig. 6. Visualizing optimized ring-star-mesh topologies (Green link: Direct
link, Red dot: User, Blue dot: Trusted node, Dashed blue link: via Trusted
node).

TABLE III
(RING+ STAR) TOPOLOGY

TABLE IV

OPTIMISED TOPOLOGY (RING+STAR+MESH)

by 58.7% to 2.96×10−4 bits/pulse, QBER increases to 0.125,
and MQE drops to 2.067, while maintaining positive key rates
network-wide. Visualizations in Fig. 6, reveal 77% direct high-
performance links (dark green) under normal conditions, with
degradation to orange/red under attack. The optimized ring
path clusters short distances effectively while routing longer
paths through infrastructure, underscoring the framework’s
robustness for secure, efficient metropolitan-scale quantum
networks under adversarial conditions.

Fig. 3 shows how the proposed QIGA − OT approaches
convergence. It shows how the best fitness value changes over
100 generations. The blue line illustrates the highest fitness
level reached in each generation. The red dashed line shows
a moving average (with a window size of about 5 to 10
generations) to show the overall pattern and balance out short-
term changes. The multi-objective fitness function maximizes
the average SKR per pulse while assessing higher QBER,
channel loss, and infrastructure costs related to links, trusted
nodes, and repeaters. Greater values mean better network
performance and efficiency. Such a convergence design shows
that the QIGA is efficient for the complex search space of
hybrid quantum network topology optimization.

B. Result Analysis

In this section, we describe the result of the simulation
of the proposed quantum network framework. A total of
14 nodes are placed throughout a 100 × 100 km area for the
experiments, which included 12 user nodes, one trusted node

T and one repeater R1. After 52 km, R1 is used to segment
long links. This is the maximum link distance. In terms of
ensuring connectivity, this shared repeater strategy reduced
infrastructure overhead. We evaluated the performance and
security trade offs in quantum communication networks by
optimizing three topologies with a QIGA: ring, ring-star, and
ring-star-mesh hybrid.

The performance summary of the ring topology network is
evaluated under both normal and eavesdropper conditions as
shown in Fig. 4. The optimized architecture employs a pure
ring structure with 13 direct trusted-node (T) links: 11 links
constitute the primary ring, augmented by 2 shortcut T-links
to improve connectivity and overall performance as shown in
Table II. The design eliminates the need for quantum repeaters
or repeater links, prioritizing simpler direct transmission paths
to minimize hardware complexity and deployment costs. Opti-
mized ring ordering is User3 → User4 → User5 → User6 →
User7 → User8 → T → User9 → User10 → User11 →
User12 → User1 → User2.

The physical infrastructure remains unchanged across both
scenarios, maintaining a constant total channel loss of
61.55 dB. Under normal scenario, the network achieves a
higher average SKR of 6.05 × 10−4 bits per pulse and a
low QBER of 3.28%. In the adversarial scenario, the SKR
decreases to 2.48 × 10−4 bits per pulse, while the QBER
rises to 12.51%. This degradation aligns with QKD security
proofs, where eavesdropping induces detectable errors, thereby
reducing the secure key rate.

These results demonstrate the optimized ring topology’s
capacity to balance key generation efficiency, security, and
resource utilization, while clearly quantifying the performance
penalty from eavesdropping.

However, it is free of redundancy, which makes it less ver-
satile. The network serves best when it is secure, which shows
that QIGA can create strong quantum topologies that preserve
data safe. The network’s different levels of performance show
how important it is to optimize topology, trusted repeaters,
and routing in order to minimize eavesdropping and maximize
SKR.

The ring-star topology as shown in Table III, utilizes a
fully connected ring-star physical infrastructure with all users
directly linked to T. Comprising 12 physical links, total
channel loss of 78.67 dB, and infrastructure cost of 12.0.
Under normal conditions, this yields an average SKR of
3.38 × 10−5 bits/pulse with QBER of 38.33%. These results
demonstrate the topology’s simplicity and connectivity advan-
tages using only T, yet highlight inferior key rates versus
hybrid designs leveraging direct short-distance links. Log-
ically, these connections support a 12 edge ring pattern
(User1 → User3 → User5 → User11 → User12 →

User4 → User6 → User9 → User2 → User10 → User8 →
User7), enabling pairwise key distribution via T.

Fig. 5 illustrates the physical and logical structure of the
corrected ring-star topology, fully compliant with MDI QKD
requirements. Users appear as red circles arranged approx-
imately in a ring around T, depicted as a blue square at
the network. Solid lines represent physical quantum links
(user to T), colored by QBER: dark green for QBER < 0.11
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(secure, high-performance), orange for 0.11 ≤ QBER < 0.20
(marginally secure), and red for QBER ≥ 0.20 (high error
rate). Dashed gray lines overlay the logical ring communi-
cation path, showing the optimized cyclic order (User1 →

User3 → User5 → . . . → User7 → User1), with
each logical user-user connection realized via two physical
segments through T performing Bell-state measurements. The
visualization confirms no direct user-to-user quantum channels
all communication routes through T, ensuring MDI-QKD
security against detector-side attacks. Under eavesdropping,
several physical links shift to orange/red due to elevated error
rates, yet the topology remains unchanged for direct security
degradation assessment. This design achieves simplicity, full
connectivity, and MDI compliance with only 12 physical links
and no repeaters, with lower average SKR versus hybrid
topologies incorporating direct short distance connections.

The hybrid topological framework as shown in Table IV.
comprises 22 links (17 direct user-to-user, 2 via central trusted
node T, 3 via single midpoint repeater), achieving identical
total channel loss of 99.41 dB and infrastructure cost of 26.0
across both scenarios. Under normal conditions, the network
delivers an average SKR of 7.16×10−4 bits/pulse with QBER
of 0.054 (below the 0.11 security threshold). An intercept-
resend attack (Eve visibility = 0.85) reduces SKR by 58.7%
to 2.96 × 10−4 bits/pulse while elevating QBER to 0.125 still
within secure bounds of decoy-state MDI-QKD. MQE declines
from 2.265 to 2.067, yet maintains positive key rates network-
wide.

In conclusion, the ring topology is more efficient for SKR,
but it is less reliable. The hybrid topology can handle wider
networks, but there is more loss. The ring-star topological
framework is the best setup because it strikes the best balance
between key rate, error resilience, eavesdropping detection,
and network scalability. QIGA-optimized hybrid network
topology visualizes in Fig. 6, with normal and eavesdropper
scenarios. Users appear as red circles, the central trusted node
(T ) as a blue square at the centroid (50, 50 km), and the
single repeater (R1) as a green triangle at the midpoint of
the longest user pair. Quantum links are distinguished by
different color and style, solid dark green for direct user-
to-user links with QBER < 0.11 (high-performance, secure),
solid orange for 0.11 ≤ QBER < 0.20 (marginally secure),
solid red for QBER ≥ 0.20 (low key rate), dashed blue for
T routed paths, and dash-dotted green for repeater-assisted
connections. The visualization reveals that 77% of the 22 links
are direct high performance (dark green) connections, demon-
strating the optimizer’s prioritization of short, low-loss paths
to maximize SKR, while the trusted node and single repeater
ensure full connectivity for longer distances with minimal
infrastructure overhead. The topology remains identical across
both scenarios, enabling direct performance comparison under
eavesdropping attack conditions, where several direct links
degrade from dark green (QBER < 0.11) to orange/red
(QBER ≥ 0.11) due to elevated QBER. Nevertheless, positive
secret key rates are maintained network-wide. This spatial
visualization demonstrates the robustness of the hybrid topol-
ogy, leveraging strategic trusted node placement and limited
repeater deployment for scalable MDI-QKD networks.

Fig. 7. SKR distributions for different infrastructure assisted links in a QIGA
optimized hybrid network, illustrating the trade-off between connectivity and
key generation efficiency.

The research analysis illustrates that while expanding
network connectivity, redundancy, and resilience, increasing
topology issues from ring to hybrid causes more links and
overall channel loss. The ring topology has the lowest loss
and the highest key rate, but it lacks fault tolerance and scal-
ability. Better SKR performance, lower QBER, and increased
robustness are all balanced by hybrid topologies. As evidenced
by the constant rise in QBER and fall in SKR during an
attack, the QIGA-based optimization precisely identifies the
best routes that preserve security under typical circumstances
and respond to eavesdropping. MQE trends further indicate
that hybrid topologies are highly suitable for real quantum
networks since they grow safely while preserving effective key
distribution.

Fig. 7 shows the SKR distribution for the links in the
optimized hybrid topology, classified by types of link, Direct
user, Via T (user-to-trusted node-to-user for MDI-QKD), and
Via Repeater (user-to-repeater-to-user for long-distance links
that extend over the maximum direct link threshold). It clearly
displays that there is a strong connection between the type
of link and the performance of key generation. This directly
reflects the physical channel characteristics in MDI-QKD.
SKR distribution across link types in the QIGA-optimized
topology reveals a distinct performance hierarchy driven by
channel attenuation. Direct user links exhibit the highest SKR
with the widest variance due to varying distances (≤ 52 km).
Links routed through T demonstrate superior performance and
reduced variability, enabled by symmetric channel splitting via
Bell-state measurement at T. Repeater-assisted links yield the
lowest SKR, attributable to longer individual segments despite
midpoint repeater placement. Compared to the fully connected
time-bin-entangled network [10], our proposed hybrid opti-
mised topology of quantum network exhibits a number of
significant benefits. This network is optimized using QIGA
with shared repeaters and BB84 MDI-QKD as shown in
Table VI.

We analyze the results of multi-objective optimization for
a QKD network in Table V, performed via a QIGA coupled
with a weighted sum method. The formulation optimizes five
objectives: maximization of SKR, enhancement of security via
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TABLE V

OPTIMAL SOLUTIONS FROM MULTI-OBJECTIVE QIGA OPTIMIZATION

TABLE VI

COMPARISON TABLE WITH PROPOSED TECHNIQUE

minimization of QBER, cost minimization, QBER reduction,
and overall loss. These objectives exhibit inherent trade-offs
for instance, denser connectivity boosts SKR but elevates
cost and QBER due to extended link lengths. Multi-objective
optimization thus yields a Pareto front of non-dominated
solutions, enabling designers to select configurations tailored
to mission-specific priorities. To find the best trade-offs, multi-
objective optimization is essential. It give users a set of
approaches that are not determined by others, so they can
choose configurations based on their own requirements. The
multi-objective optimization gave a range of reliable limits,
with three extreme solutions that show important trade-offs in
the hybrid MDI-QKD network. The SKR-maximizing solution
reached the highest secret key rate of 4.67 × 10−4 bits/pulse
through a dense network of 53 links (39 direct, 8 trusted-
node-routed, and 6 repeater-routed). However, it also cost the
most (60 units) and had the highest QBER (0.0858), which
was caused by a lot of channel losses and interference across
many or long pathways.

Cost-minimized configuration utilized the fewer links (42
with 37 direct, 2 via the trusted node, and 3 via the repeater),
achieving the lowest deployment cost of 46 units. How-
ever, this resulted in degraded performance, with an SKR
of 4.12 × 10−4 bits/pulse and the highest QBER of 0.0885,
attributable to heavy reliance on lossy direct channels and
limited relay support. The optimized solution, providing the
minimum QBER of 0.0787, achieved an intermediate balance
with an SKR of 4.45 × 10−4 bits/pulse and a cost of 57 units
across 51 links (36 direct, 6 via the trusted node, and 9 via
the repeater). This demonstrates that intensive repeater uti-
lization effectively suppresses transmission errors at moderate
additional cost and minimal SKR penalty. These extremes
collectively highlight the inherent trade-offs among through-
put, security, and deployment cost, underscoring the value of
the proposed multi-objective QIGA framework for generating
application specific quantum network.

Fig. 8. Performance trade-offs and optimal solutions from multi-objective
QIGA optimization.

Fig. 8, illustrates the performance trade-offs among five
optimal solutions via a normalized line plot, with each objec-
tive scaled to the range [0, 1] for equitable comparison. The
x-axis categorizes the three objectives (SKR, security, and
inverted cost labeled as “1-Cost”) which represent normalized
secret key rate (SKR, higher better), normalized security
(inverse QBER, higher indicates lower error rate), and nor-
malized inverse cost (higher indicates lower deployment cost).
The y-axis depicts normalized performance from 0 to 1 (higher
values indicate superior performance for all objectives). Each
colored line connects the performance values of one solution
across these dimensions, forming unique profiles. For instance,
the maximum SKR solution achieves peak performance on
the SKR axis but underperforms in security and inverse cost,
while the cost-optimized solution excels in inverse cost at the
expense of SKR and security. The security optimized solution
exhibits a balanced profile with high security, respectable
SKR, and moderate cost. It further makes it easy for users
to select a network topology that meets their needs, such
as increasing throughput, making the network more resistant
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to errors, or lowering infrastructure costs in real-world
MDI-QKD deployments.

V. CONCLUSION AND FUTURE WORK

Our proposed framework demonstrates the effectiveness
of QIGA for optimizing a hybrid topology for scalable
MDI-QKD networks. By integrating a trusted node for
Bell-state measurements and deploying a shareble quantum
repeater at the midpoint of the longest user separation and
full connectivity is achieved. While automatically repairing
long-distance connections exceeding 52 km. The optimized
topology attains a high average SKR of 7.16×10−4 bits/pulse
with a low QBER of 0.054 under normal operating condi-
tions, and it maintains positive key generation under strong
intercept-resend eavesdropping (SKR = 2.96×10−4 bits/pulse,
QBER = 0.125; 58.7% SKR degradation). The multi-objective
quality estimate improves from 2.067 (adversarial) to 2.265
(normal), indicating a favorable balance among key rate, secu-
rity, overall channel loss (99.41 dB total), and infrastructure
cost. Future research directions include the refinement of
the quantum repeater model to eliminate simulation artifacts
and the incorporation of realistic eavesdropping strategies,
such as photon-number-splitting attacks, to enhance security
evaluation. Additionally, the exploration of multi-repeater con-
figurations is anticipated to improve the scalability of quantum
key distribution networks. The integration of dynamic noise
models and the consideration of inherent fiber imperfections
are expected to further strengthen the applicability of the
proposed framework under practical deployment scenarios.
Furthermore, extending the QIGA to support hybrid network
topologies offers provide additional optimization opportunities
for achieving higher performance and scalability.
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